20. September 2022 Vladlmlr Ban, A1 Slovenlja d d
CEHv10, WCP, WCA, CSNA e 5
Vodilni expert za |mplementac130 1CT re5|tev .
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&/ e

W e—

v‘m—/j

Trik st. 1

ik fen = EE Trik neuspesen
Trik uspese i1 7 p

Trik st. 2

v— Tlv—

Trik uspesen H> 1% Trik neuspesen

A1 Vladimir Ban, Al Slovenija d.d.
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Stop the attack!

Trik st. 1, Trik st. 2,...

Napadalec dobi
geslo
navadnega
uporabnika

A1 Vladimir Ban, Al Slovenija d.d.

Napadalec

dobi dostop

do delovne
postaje

»
L

Potek napada



EMAIL IS THE NEW BATTLEGROUND

‘ A massive

91% of cyber
attacks &y

with an email View Infographic
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Anti-spam \J vade

100%

Delez zaznanih zlonamernih e-mailov

A1 Vladimir Ban, Al Slovenija d.d.
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N

Email prispe do Email NE prispe |
uporabn7 do uporabnika Hack u57 Yk NE uspe

WiTp === W\ W\
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\Y vade

Firewall
Password policy
EDR
Server security
Local admin
Admin MFA
Antivirus
Internal firewall
SIEM
Backup data

1 Vladimir Ban, Al Slovenija d.d.

\ e

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on Can 1 Recover My Files?
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left [You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

0/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address |

bitcoin -
i ot [12¢9YDPgwueZ9NyMgwS519p7AABIsjr6 SMw
|
- [ checkpamen Il peeom |
|
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Type of reject b

Reason of reject
Message type v

Filtering Inbound -

QX

Page w . » 10 | items per page

From To Subject
info@ipggruop.com pro Fw: Predratun it.: 2022-61/ popravek 01/27/2022 14:35 & Q
info@ipggruop.com ales.gutmah- Fw: Predracun 5t.: 2022-61/ popravek 01/27/2022 09:24 Q
info@ipggruop.com [l — RE: PO#4506663841/1 \"wrong delivery\” 01/27/2022 09:07 Q
info@ipggruop.com po\rprasevanja.coz_ RE: PO#4506669841/1 \"wrong delivery\” 01/27/2022 09:07 Q
info@ipggruop.com pelodim_ RE: PO#4506669841/1 \"wrong delivery\” 01/27/2022 09:03 Q
info@ipggruop.com infc_ RE: PO#4506669841/1 \"wrong delivery\” 01/27/2022 08:27 Q
info@ipggruop.com emil zerja- RE: PO#4506669841/1 \"wrong delivery” 01/27/2022 07:58 Q

1 Vladimir Ban, Al Slovenija d.d.
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Phishing

Scam

Malware

\Y vade

A1 Vladimir Ban, Al Slovenija d.d.

Blacklist Content check

Anti virus Reputation list

SMTP header
check

Domain
spoofing
/
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Friday 02/02/19 418pm
Doe, John <john@services.com.au>
URGENT: suppller will not complete an urgent order

To Sandra@services.com.au

Hi Sandra

Sorry to spring this on you with late notice - | need you to make an urgent payment to
AusTekno Logics’ new bank account ASAP or they won't deliver on time.

I'll be in a meeting all day.

AusTekno Logics
Account number: 123456789
Code: 1122 33

Thanks,

John Doe

The Services Company
Chief Executive Officer
Email: john.doe@services.com.au

A1 Vladimir Ban, Al Slovenija d.d.
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=" Microsoft

Dear user,

Your account is out of limits and needs to be verified for your safety

Mot verified within 24 hours? We will suspend your email account.

Take a moment to update your account without losing your email account.

To update and secure your email account, click here.

Microsoft Corporation.

A1 Vladimir Ban, Al Slovenija d.d.
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Phishing

Scam

Malware

\Y vade

A1 Vladimir Ban, Al Slovenija d.d.

Blacklist

.. Reputatigs
Anti virus

SMTP header

check Domain

spooﬁn?

17
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C @& isitphishing.org

glavni_portali pentest uporabno zabava

A1 Vladimir Ban, Al Slovenija d.d.
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From: Microsoft office365 Team [mailto:cyh11241@lausd.net]
Sent: Monday, September 25, 2017 1:39 PM

To:

Subject: Your Mailbox Will Shutdewn Verify Your Account

] Office 365

Detected spam messages from your <EMAIL APPEARED HERE> account will be
blocked.

If you do not verify your mailbox, we will be force to block your account. If you want to
continue using your email account please yerify .

Microsoft Security Assistant
Microsoft office365 Team! ©2017 All Rights Reserved

A1 Vladimir Ban, Al Slovenija d.d.

[ 8 sign in to outiook x| 4

€ 3 © A pangerous

o % = ®H 2 i

Outlook

B¥ Microsoft
< tes@gmail.com

Enter password

d is incorrect. 1f you don't
ord, reset it now.

C & goagecom

Google

shario Googe Kl na ot

[ —

LR au.J

19
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@ vadesecure.com/en/company/news/vade-develops-new-method-to-avoid-detection-by-phishing-kits aQ » w *» 0O
whi_portali pentest uporabno zabava
‘Tvude Products & Technology v Partners v Reso Company + ‘ =

Search our Blog

Company » News + Vade Davelops New Method to Avoid Datection by

Phishing

Vade Develops New Method
to Avoid Detection by

Phishing Kits

Vade + March 2. 2« Tl min

/ in Newly patented technology disarms o kit's ability to conceal itself

San Francisco, CA — March 23, 2022 -\

the global leader in threat detection and
response with 1 billion mailboxes protected worldwide, today

announced that it hos been

= awardsd a new patent by the US Patent and Trademark Office (USPTC). Vade's latest
patented invention is a new method of

C'Q preventing phishi

its from initiating

vhen examined by URL
scanning technology.

This new method of subverting defensive actions from phishing kits is incorporated into
all of Vade's products and paves the way for better phishing detection and prevention.
Vode's lotest patent,” said Sébastien Goutal, Chief Science Officer at Vade and co-

1 Vladimir Ban, Al Slovenija d.d.
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SEZNAM POTREBNIH LASTNOSTI
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Recipients
Viailboxes
3roups
Resources
Zontacts

Vail flow
Viessage trace
ules

Remote domains
Accepted domains
Zonnectors

Alerts

>

Message trace

Default queries

These are the commonly used queries used to track the flow of email messages in your organization. Lea

-} Start a trace

Name

Custom queries

Autosaved queries

Sep 7, 2022 6:45 PM

Sep 7, 2022 6:44 PM

] Messages sent from my primary dc

0

] Messages pending delivery to user:

Sep 7, 2022 6:44 PM

Messages received by my primary ¢ Sep7.20226:36 PM

Sep 7, 2022 6:33 PM

Sep 7, 2022 6:33 PM

1

Vladimir Ban, Al Slovenija d.d.

Sep 7,2022 6:19 PM

Sep 7, 2022 616 PM

Sep 7, 2022 6:16 PM

Sep 7, 2022 6:16 PM

Sep 7,2022 6:16 PM

Sep 7, 2022 6:16 PM

Sep 7, 2022 6:13 PM

Sep 7, 2022 6:03 PM

Sep 7, 2022 6:02 PM

Downloadable reports

notifications@fibaro.com

chxlle@xopj.com

bfvikigxopj.com

info@cnemaskine.com

tp440.003002776@tecnoalarm.it

tp440.00300277 it

andraz.cevka@exoterm.si

exoterm@exoterm.si

komerciala@exoterm.si

bernarda.senk@exoterm.si

andraz.cevka@exoterm.si

branka.remec@merkur-zav.si

natasa.bogovic@interlogis.si

natasa.bogovic@interlogis.si

natasa.bogovic@interlogis.si

natasa.bogovic@interlogis i

natasa.bogovic@interlogis.si

SRS0=B6s+je=ZK=premium53.web-hosti...

bounce-mc.us2_60401981357709-c40a...

drustvo.livarjev@siol.net

janko.cevka@exoterm si

dms@exoterm.si

lena.stariha@exoterm.si

masa.zbontar@exoterm.si

ziga.cevka@exoterm.si

komerciala@exoterm.si

andraz.cevka@exoterm.si

andraz.cevka@exoterm.si

andraz.cevka@exoterm.si

Fibaro System - Notification of the batter...

In parts PW

In parts SG

oven 1200

Vklop Avtomatsko Particija 1 EXOTERM IT

Vklop Avtomatsko Particija 1 EXOTERM IT

Merkur zavarovalnica

Obvestilo o zakljucku izvoza

Obvestilo o zakljuéku izvoza

Obvestilo o zakljucku izvoza

Obvestilo o zakljucku izvoza

Obvestilo o zakljucku izvoza

My Blog \"Concerning byabelia.com\”

A\ Just In: 28 Vulnerable Plugins includi...

Platila po usklajenin prijavah za 62.IFC ..

Whitelist

Spam high

Spam high

Legitimate

Legitimate

Legitimate

Legitimate

Legitimate

Legitimate

Legitimate

Legitimate

Legitimate

Spam low

Newsletter

Legitimate

Routed

Quarantine|

Quarantine|

Routed

Routed

Routed

Routed

Routed

Routed

Routed

Routed

Routed

Tagged

Tagged

Routed

25
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\" vade
PARTNER PORTAL

Managed Security <©

Remediation

Distributors

Apr 22, 2001 254 PM - Age 20, 2001 284 M
Partnerns

Clionts P
04202021 254
Mansged Security
04292021 254
042972021 254
0472972021 263
0429202 263
OAZW2021 263
Adrirestration
OAZ0201 283 - No schon
0429201 2 %)
0429200 283

04292021 253

Q4292021 263

Vladimir Ban, Al Slovenija d.d.
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1

Email logs
—
Inbound flow Outbound flow 1 day =
n 2 3 4 5 . 7T » 10w perpage
Date * From To Subject Status Action
> Sep 14,2022 2:41 AM 0107018339718dc2-45026cch-0778-40d...  joze kovac@hkolimpija.si Jutro z Dnevnikom, sreda, 14. 09. 2022 Newsletter Quarantine
> Sep 13,2022 11:42 PM Taxcfkl4wj87oiiw6bI7r8ld4umixigjuozrt@.. kralj.matic@hkolimpija.si NEW BLOG - Why Well-Being is The Next.. ~ Newsletter Quarantine
> Sep 13,2022 10:11 PM blanka kralj@yahoo.com racuni@hkolimpija.si Racun Matic Kralj Legitimate Routed
> Sep 13.2022 9:08 PM brigita.simsic28@gmail.com racuni@hkolimpija.si Fwd: Nik Sim&i¢-popravek ratuna Legitimate Routed
~ Sep 13.2022 7.47 PM vban07@gmail.com aljaz.novak@hkolimpija.si fotografiranje Legitimate Routed
2022-09-13T19:47:23+402:00 vceu3mtail@lp.internal.vadesecure.com ulog[29779]: [82965B28]

qid=4MRrWVBHKYZLCYp,1p=209.85.208.71, sender=vbane7ggmail.com, site=VRC2538807, domain=hkolimpija.si,recipient=aljaz.novak@hkolimpija.si:
action-route, status-legit, spamlevel-unknuon, tag=nil, stop=nil,reply-nil,subject="fotografiranj
2822-00-13T19:47:23+82:00 vceu3mtailélp.internal.vadesecure.com default/smtpd_public[15823]: 4MRrHVeHKyzLCYp: client-mail-ed1-f71.google.com[20.85.208.71]

2022-09-13T19 3+02:80 vceu3mtail@ilp.internal.vadesecure.com default/cleanup[19608]: 4MRrive@HKYZLCYp: message-id=<CAFCDIBV2rWLFD6-NINED=-5SImSCMbz72nE71d5NATEXQnYN_zg@mail.gmail.com>
2022-89-13T19:47:23+402:00 vceu3mtailelp. internal.vadesecure.com ulog[29779]: [@2965B28]

qid=4MRrHveHKy ZLCYp, =209, 85.208. 71, sender=vban@7@gnail . com, site=VRC2538007, domain=hkolimpija. si,recipient-aljaz.novak@hkolimpija.si:

vaderatro(state=@, score=-108, cause-gggruggvucftughtrhhoucdtuddrgedvfedrfedugedguddul ecutefuodetggdotefrodftufcurfhrohhfihhlugenucggt favpdggtfgfnhhsuhgs shgtrhhisggvnecuuegrinhlohhuthemuceftddtnecus

> Sep 13,2022 7:47 PM vban07@gmail.com kralj.matic@hkolimpija.si fotografiranje Legitimate Routed

> n 1 Iv) "47 PM ban07@amail.com laorheribak@r i fotoarafiranie Legiti Routed

-

Vladimir Ban, Al Slovenija d.d.
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adeSecure = | searchfor the sender the recipient .
Eomce 365 = \ : Q Hi Admin EN
Dashboard (J Protection mode enabled
88 Dashboard
Threats detected (2128) 1DAY 7DAYS 30 DAYS View reports =

= Logs 2 —

0 whitelisted emails have been ignored for this report.

nl Reports -
61 29% 442 % o 0.0% 672 316% 455 214 %
& Settings . — - e ——— —
Malware — Phishing = Spear phishing = Spam — Scam —
600
\' ggudoe Statistics of the day
—
400
Outbound flaw
200 Statistics | N 7 ! ,
Threats Legitimate and low priority emails Content analysis
' -
W Highspem B Meciumspom B Low spam Routed Tagged B Dropped
W mawars W Legumate M Newsieners M gounces M Sociais W oReecea M Guaramined
Protocol rejects Exception rules
- Blacklists 1

1 Vladimir Ban, Al Slovenija d.d. 28
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1

) Uy

2% Clients

- D Back

@ Statistics
Quarantine
Settings

Email information

—

From: Casnik Dnevnik <casnik@dnevnik.si>

From (Mail From) 0107018339718dc2-45026¢ch-0778-40d0-96af-78272e19c108-000000@eu-central-l.amazonses.com
To: Jjoze kovac@hkolimpija.si

Subject: Jutro z Dnevnikom, sreda, 14. 09. 2022

Date: Sep 14,2022 241 AM

Status Newsletter

%2 SREDA, 14.09. 202222

Preberite danasnjo digitalno izdajo v aplikaciji Dnevnik
125 [42 Izpostavlieno po izboru uredniétva b3 LIUBLIANA 5 min
Ljubljanski odpadki v Bosno?

Vanja Brki¢

V ozadju nedavnega obiska ljubljanskega zupana Zorana Jankovica pri srbskem élanu predsedstva Bosne in Hercegovine Miloradu Dodiku naj bi bili pogovori o morebitnem sezigu
jublj me3anih dpadicor lektrami Ugljevik.

=
SLOVENUA  3min
Marta Kos noée biti veé niti v vodstvu stranke

==

SLOVENUA  Smin

Cengi % kompetenten, danes ne ve¢
Anja Hrestak

.

Vladimir Ban, Al Slovenija d.d.
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Log detalls

—
Emails (2) Major update fro... email s priponko [ testpdf
FEBRUARY From To
ViadimirBan@Atsi Il vladimir.ban@varnostne-resitv...
Description Legitimate 17 *
History (oosT 2022 Suject
Attachments ot T email s priponko
URL
Description
Message ID <DUOPROSMB8904428761CCFSE. . .urprd
History
Sender Header Viadimir Ban <VladimirBan@A1.si>
Original detection
Sender IP 80.95.23418
Message size 55210 Kb Attachments
—
Description
image001jpg
History
Attachments al_skriptaitxt
VR testpdf
URL

1

hitps://skritihackurl.si/napad.html

httpsi//www.alsi

htps://www.facebook.com/AlSlovenija

http//upload.al.sifpodpis/Al_XMAS.jpg

hitps://www.al.sif

Attachment saurce.

[ e ropactes

Featses

Suspiious properies:

Legttrmate
o sction

No action 02/17/2022 5:25 AM

1116 KB

60.33 KB

2773KB

Vladimir Ban, Al Slovenija d.d.
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Properties

Features

File type: - ) X e that might look harmless
B Magic number: 50450304 fename:
Extension: docm Author:
Software type: The OOXML document contains embedded OLE files
Creation date: Update date: Software: 4 The OOXML document contains embedded images
N b Al t . - . .
Ovce,: “ uffs e embedded file extension/type mismatch found
2019 2022 Suplect Flags
6:00:00 AM 4:45:00 AM NewMacros
MD5 SHAT SHA256 Embedded imadia Macros”

a18f5Sbe3ab60e. . .0151d4d8... [0
* autorun B

"UserName™

"MSXML2 .ServerXMLHTTP.6.0"
.59/alpo_activate/ blabla

te aktivno vsebino (klik na gumb v rumenem meniju

End With

A1 Vladimir Ban, Al Slovenija d.d.
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v vade
FOR M365

i@ Dashboard

= Logs

il Reports

%_ Threat Coach
5 Toolbox

3 Settings

}  Developers

Vladimir Ban, Al Slovenija d.d.

NEW

Time-of-Click URL decoding

Copy and paste below a URL rewritten by Time-of-Click to find the original URL.

‘ paste a link

File Inspector

Upload a file below to perform an advanced analysis. We do not store your data to ensure privacy.

File Inspector supports PDF, Microsoft Word, Excel and PowerPoint files.

Drag and drop

your files here or Browse files for analysis

32
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\7 8e

2% Clients

D Back
Statistics

Quarantine

Settings

Email information

From:
From (Mail From)

Gasnik Dnevnik <casnik@dnevnik.si>
0107018339718dc2-45026cch-0778-40d0-96af-78272e19c108-000000@eu-central-l.amazonses.com

To: Jjoze kovac@hkolimpija.si
Subject: Jutro z Dnevnikom, sreda, 14. 09. 2022
Date: Sep 14,2022 2:41 AM
Status Newsletter
Aci

72 SREDA, 14.09. 2022 =2

Preberite danasnjo digitalno izdajo v aplikaciji Dnevnik
125, [2 Tzpostavliens po izboru urednistva b0 LIUBLIANA 5 min
Ljubljanski odpadki v Bosno?

Vanja Brkié

V ozadju nedavnega obiska ljubljanskega Zupana Zorana Jankovica pri srbskem élanu predsedstva Bosne in Hercegovine Miloradu Dodiku naj bi bili pogovori o morebitnem sezigu
ljubljanskih meanih komunalnih odpadkov v termoelektrami Ugljevik.

==

SLOVENIA 3 min
Marta Kos noée biti ve¢ niti v vodstvu stranke

SLOVENITA 5 min
kompetenten, danes ne ve&

1 Vladimir Ban, Al Slovenija d.d.
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Remediate the selected message

Subject: "email s priponko”

‘What action do you want to take?

Move to Junk Emails

[ Report as misclassification

Cancel Remediate

A1 Vladimir Ban, Al Slovenija d.d. 34
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Start

2:00 AM

/]

oK

Recognize attack

A1 Vladimir Ban, Al Slovenija d.d.

» N vade

<]

oK

2:20 AM

A
.

I

7:30 AM
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' vade action:MOVE AND status:;THREATS Fllt 7 days
FOR M365

> Tips: action:MOVE AND type:AUTO

Real-time log mode
oo

oo Dashboard 0 result
B Logs = REMEDIATION DATE & TIME CAMPAIGN ID AFFECTED USERS (© REMEDIATED UPDATED STATUS ACTION DETAILS
Emails
Remediation
Time-of-Click It seems pretty quilet here.
Events
[ ] Did you know that you can manually remediate emails from the
no_ logs?
= Ty
Emiall kzga
- [ Tr—
L i A : A . . -
Ll iy ram n . [ ] r ] ———
d B
- [ ——
& . [T i
[
1 Vladimir Ban, Al Slovenija d.d.
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Thank vou for your submission

Hi Faded Hsllan

bt b iy e oy ey v e wbiy e @ o o b

FriaieligD
Py il e Lipan clalisery

048] (May 27 2320}

Hrslatl oy =

LR A
& Toachoer] vk - MEGE . Bev |l i N '.

Eoim Hijwwsn 0. L0 Blgel” [ 1A
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) Uy

2% Clients

- D Back

@ Statistics
Quarantine
Settings

Email information

From:
From (Mail From)

Gasnik Dnevnik <casnik@dnevnik.si>

0107018339718dc2-45026cch-0778-40d0-96af-78272e19c108-000000@eu-central-l.amazonses.com

To: Jjoze kovac@hkolimpija.si
Subject: Jutro z Dnevnikom, sreda, 14. 09. 2022
Date: Sep 14,2022 241 AM
Status Newsletter
72 SREDA. 14.09. 202222 -

Preberite danasnjo digitalno izdajo v aplikaciji Dnevnik
125, [2 Tzpostavliens po izboru urednistva b0 LIUBLIANA 5 min
Ljubljanski odpadki v Bosno?

Vanja Brkié

V ozadju nedavnega obiska ljubljanskega Zupana Zorana Jankovica pri srbskem élanu predsedstva Bosne in Hercegovine Miloradu Dodiku naj bi bili pogovori o morebitnem sezigu
i ih metanih dpadkov v lektrami Ugljevik.

==
SLOVENDA 3 min
Marta Kos noce biti ve¢ niti v vodstvu stranke

SLOVENITA 5 min

Cengiz véeraj e kompetenten, danes ne ve&
Anja Hrestak
-

1 Vladimir Ban, Al Slovenija d.d.
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o
]

1

Y vade
FOR M365
Log details
—
Dashboard Emails (1)
Logs =
Emails Description
Remediation History
Time-of-Click Attachments
Events
Reports -

Threat Coach

Toolbox

Settings

Vladimir Ban, Al Slovenija d.d.

] vade

N

Legitimate
No action
SEPTEMBER From
vban07@gmail.com (@
14 ¢
2022 Subject
vade
07:32:09 am

& Remediate ] l L Download email

vladimirban@varnostne-resi... L!

41



Obisk Vade




Obisk Vade

SEZNAM POTREBNIH LASTNOSTI




Obisk Vade

SEZNAM POTREBNIH LASTNOSTI




Obisk Vade

Launch campaign
I

Send a training to a group of users

Select the recipients

Select the brand

Add the following address te your whitelist to ensure that users receive the training emails:
noreply@m365.euvadesecure.com

Close Launch campaign

a5 A1 ICT Distribucija | Al ICT Distribucija A1
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Improve your skills in spotting phishing emails

Vade for M365 <noreply@m365.eu.vadesecure.com>
To Gregor Goriup

@ If there are problems with how this message is displayed, click here to view it in a web browser.

3 challenges in 3 minutes

Step 1 Step 2 Step 3
Recognize Recognize Recognize
in mailbox an email a website

€ Reply | & ReplyAll | —> Forward

ned. 18. 09. 2022 11:55

A1 ICT Distribucija

| A ICT Distribucija
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A1 ICT Distribucija

Identify the phishing email in your inbox

Review these email previews,
find the phishing email and report it!

& < @ m >

Action Required: Verify your domain

st w and follow the

Domains Hi there, You recently d, transferred, o changed the contact informatien for these demainls): agapeprintingandmore.com To keep your domain(s) active, dlick the link bel

Customer < supportafam1239.com >
Account Netification
Update your account's informations. Here are things you need to know. Account Limitation. We

noticed some unusual log in activity with your account.And after a review we decided to limit your access to'y
PayPal < paypalamail.paypal.com >

Larry, your June account statement is available.

Online Your June account statement is available. Hi Alex Anderson, Access your account statements quickly and ecsily. Log in to your aecoun

Alex Anderson - Your June account stats available. V

Dropbex < ne-replygdropbex.com >
Your Dropbox space expires on August 31, 2020 - here's a limited-time offer
Hi Alex Anderson, W1 eived 25 GB of additional Dropbox space for 12 months. That additionel space expires on August 31, 2020. If you're over your 3 GB limit after August 31

you gt your HP device, you rec

< @ m>

Order confirmed: Google Play Gift Card - Email Delivery
Hi Alex Anderson Your PayPal Gift Card order is confirmed.PayPal will deliver your gift card in an email. Delivery usually takes a few hours, but it may take up to 24 hours. The email will be delivered to the ema

| A ICT Distribucija
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m gentry a pnisning email wnen you open it

Select the phishing email and report it!

Alex, your July account statement is available

PayPal <paypal@mail paypalcom=
° 13:37
Me

Alex Anderson - Your July account statement is available.

' PayPal

Your July account statement
is available.
Hi Alex Anderson,

your account and select the monthly statement you'd like

to view.

A1l ICT Distribucija

@[ Report the phishing
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m Identify the phishing web page

A1l ICT Distribucija

Inspect the two websites and report the phishing page.

L ]

& https:/ /www.paypalcom/us/signin

P payPai
Email or mobile number
or
Sign Up

@[ Report the phishing

| Al ICT Distribucija
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v vacle
FOR M365

B8 Dashboard

— Logs

]u[ Reports

@, Threat Coach

£ Toolbox

752 Settings

{3 Developers ™"
50 A1l ICT Distribucija

Overview

2

1

Campaigns @

Recent campaigns

DATE & TIME

09/18/2022 11:55 AM

09/18/2022 11:54 AM

Sensitive users

USER

vladimirban@varmostne-re...

Trainings @ started @

BRAND TYPE TRAININGS

PayPal Admin 1

Microsoft Admin 0

CAMPAIGNS

100 %

STARTED

FAILURES

7 days

Completed @)

COMPLETED

LAST FAILURE

FAILED

0

Failed @

DETAILS

DETAILS

| A ICT Distribucija
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Obisk Vade

[EN] / 2 / Technical Support Training

v Filtering Technology Level 119

[EN] / 2 / Technical Support Training

v Vade Secure Cloud Administration

Objectives: - Define and present the solution. - Review all the features available in the ad

how to declare a customer account and configure it.

[EN]/ 2 / Technical Support Training

v Vade for M365 Administration wos

Objectives: - Understanding how the solution integrates with the Microsoft 365 environn
infrastructure diagram - Mastering the 3 steps of product activation - Controlling the difft

administration console

52 A1 ICT Distribucija | A ICT Distribucija A1
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vade
PARTNER PORTAL

Home

Partners

Clients

Products

Resources

Sales

Developers

A1 ICT Distribucija

Search...

FILTER BY CATEGORY:

All

Documentation

POC

FAQ.

General information about

emails

Technical documentation

Technical Information

25

4

Q All products ~

Vade for M365 Administrator Guide 2.49

Activation guide 2.46

Vade Cloud

Vade Cloud Administrator guide 3.3.2

@ Quick user guide 2.44  vade for M365

[Wl User auide 3.2

Vade Clond

Vade for M365

Vade Cloud

& FR

& DE

& DE

& ES

[«

EN

[«

EN

[«

EN

ok JA

~aE@E -

Vladimir Ban

DATE POPULARITY +7

Aug1, 2022 430 PM

Jun1, 2022 5:21PM

Sep 15,2022 2:35
PM

Mar 17, 2022 3:57 PM

Aua 1. 2022 10:59 AM

| A ICT Distribucija
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