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Danasnja Agenda ENERGY

LOGSERVER

09:00 - 09:30 Prihod in jutranja kava

09:30 - 09:45 Uvod in predstavitev podjetja Energy LogServer
09:45 - 10:15 SIEM, kaj je to, zakaj SIEM, zakaj Energy LogServer
10:15 - 10:30 Predstavitev Energy LogServer resitve

10:30 - 10:45 Odmor

10:45 - 11:45 Demo predstavitev Energy LogServer

11:45 - 12:15 Poslovni model, licenciranje, diskusija...

12:15 - 13:30 Druzenje ob kosilu
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A1l ICT Distribucija: Energy LogServer
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[zzivi ENERGY

LOGSERVER

 Prevec podatkov z razli¢nih virov

« Alert storm

« Ni mogoce ustaviti napadov, ki jih ne zaznavas
« Primanjkljaj varnostnih strokovnjakov

* Visoki stroski
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SKLADNOST

~ ™
GDPR
Interni pravilniki
Revizijska sled
. Y,
Javni sektor A
Zdravstvo
Finance In
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\Krltlcna mfrastruktura)
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SLA

-

Visji nivo poroCanja
Za managerije

Osrednji pogled v
SLA statuse

~

\_

SME segment

Finance In
zavarovalnistvo
Kriticha
infrastruktura
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SECURITY

11

4 _ )
Zaznavanje grozen]

Kategorizacija dogodkov

Prioritizacija
SOC dashboard

Alarmi v realnem casu
\_ J

a )
Zavezanci k regulaciji

Finance, zavarovalnistvo

Kriticha infrastruktura

Dobra praksa za SME
segment

- _/

Maja Milojevi¢ | Marko Kasi¢

Dashboard SIEM Overview

Overview | Linux | Windows | Syslog | Audit | FIM | Policy Monitoring | Application logs

[SIEM] Slider

Rule Lewvel

All Alerts level greater 11 [HIGH]

Time agent.name

» Apr 186, 2020 @ 09c50:13.861 OPTIMAEMCA

Mar 31, 2020 @ 03:38:01136  emcagitprod

Mar 30, 2020 @ 03:37:58.817  emcagitprod

Alerts lovel 9-10 [MEDILUM]

Time

Feb 26, 2020 @ 03:12:48.735

Feb 26, 2020 @ 08:25:38.352  emPRO-srv-www

[SIEM] Top 5 Alerts

nf 39
rule.bevel rula.description

rule.level

Rule Lewel

Rules [HIGH]

Dascription

Rules [MEDIUM]

Description
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Logout o

@timestamp per 12 hours
Agents pia chart [HIGH]

Level Count

12

Agents pia chart [MEDILM]

Windows Application amor event

Muiltiphe \

Auditd: o

Multipla Windows Logon Failures. 0 32 \
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OMREZNI

PROMET

Zaznavanje prometa
Verifikacija protokolov

Celovit vpogled v
dogodke na omrezju

\_

ENERGY go%

-
Zavezanci k regulaciji

Telekomunikacije
KritiCna infrastruktura
SME segment

\_

Finance, zavarovalnistvo
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Upravljanje dnevnikov in porocCanje ENERGY
LOGSERVER

VSI
TEKSTOVNI
PODATKI
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Spremljanje v realnem casu ENERGY
LOGSERVER

Draft for internal discussion

[Netfiow] Src asn badip sso  [Netflow] Dst asn badip

[Netflow] Connec
200,000 1.9
104.2542 104.3.113
T — =
° ° 1043125
000,000 |  —
® ° B =
NNNNN 900,000 e 1843190
. AMERICA /
800,000 -
] . 10.4.3.185
NNNNN . L 10.4.3.180
AAAAAAA 600,000 == ~
e~ 4.3.240
500,000 2
ro— -
400,000 - > 91
sssss 300,000 104320 : = p—
AAAAAAAAAAAA - — —
200,000 — ————— e
N 1043230 92.163.34
00.000 10435
SSSSS f— 8888
AAAAAAAA | pimamares p—
oot Aap Thes, aps Sen OpenStreet! poniap laps Sen
Src bad reputation countries eos  Dst bad reputation countries
=

_.‘_A,Dmummﬁcu,__mm . s

15 Maja Milojevié¢ | Marko Kasi¢ I A1 ICT DiStribUCija A1



A1l ICT Distribucija: Energy LogServer

Nadzorna plosca

16

!' Dashboard  MITRE - DASHBOARD

o Havigation panel
Bt

Overview | Linux | Windows | Vulnerabilities | Syslog | Audit | FIM | Policy Monitoring | Alert | Mitre
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Upravljanje z incidenti ENERGY [age

LOGSERVER

Dashboard  SIEM Overview Logout &

Draft for internal discussion

Overview | Linux | Windows | Syslog | Audit | FIM | Policy Monitoring | Application logs

[S1EM] Slider [SIEM] Top 5 Alerts

Ruibe Lened

s B

[@timestamp per 12 hours

All Alerts level greater 11 [HIGH] Rules [HIGH] Agents pie chart [HIGH]

Tirme agent.name rube.level rule. description Deseription

Systern running out of memony. Availability

Apr 16, 2020 @ 0HS012861  OPTIMAEMCA 2 Multipe authentication f of the system ks in risk.

Alluras followed by a su
Coass. Agent event queue is flooded. Check the
agant configuration.
¥ Mar 31, 2020 @ 03:39MI3E  emcagitprod Systarm running out of
memory. Availability of t
he system s in risk pMultiple authentication falluras followed by
A SUCCass,

Wiindows: Administrators Group Changed

»  Mar 30, 2020 @ 033758817  emcagitprod 1 Syslarm running out of
miemory. Availability of t
he system ks in risk

Alerts leval 9-10 [MEDILM] Rules [MEDIUM] Agents pie chart [MEDIUM]

. r o mam
O 325

Time agent.name rulalavel rule.description Description
- ) . i Windows Application error evant
Felby 26, 2020 @ 05:712249.735  amPRO-srv-waww 10 Multiple web servar 503
ermor code (Sarvice unay Miiltiple System arror events
ailate).
Multipla Windows ermor avanis.
Felb :’.r}l. 2020 @ 0B:25-38.352 amPRO- sy -wianw SYER0: Lsar missed the Auditd: devics anables ProMESCUOLS e

password more than one
Lirme. BALtiphe Windows Ladgon Failuines
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Spremljanje pod

«
’ Dashboard Windows
-

® Windows - Top 10 events

D Q

Time ¢

D)

Oct 19, 2022 @ 22:17:47.834

Oct 19, 2022 @ 22:20:47.012

v

Oct 19, 2022 @ 22:10:47.012

> Oct19, 2022 @ 22:10:46,971

of ¥ [

> Oct19,2022 @ 22:10:23.458

2
@
> Oct19,2022 @ 22:10:23.485
-
&
> Oct19, 2022 @ 22:11:45.598
v
> 0Oct19, 2022 @ 22:11:45.558
§24c
- > Oct19,2022 @ 22:16:18.159
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Windows - Last Alerts by Importance

rule.level «

9

Windows Application err

The database engine stopped an instance (13.33%

~ )

atkov/upora

or event (6.67%

°

The database engine is starting a new instance (13.33%

The database engine detached a database (13.33%

agent.ip

10.4.3120

10.4.4.44

10.4.4.44

10.4.4.44

10.4.4.44

10.4.4.44

10.4.4.44

10.4.4.44

10.4.4.44

agent.name

pdfserver

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

data.win.system.computer

PDFSERVER

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

OPTIMAEMCA

kov/aplikacij

The database engine attached a database (13.33%)

rule.description

Windows Application error event

The database engine stopped an instance

The database engine stopped an instance

The database engine detached a database
Windows Logon Success

Windows Logon Success

The database engine attached a database

The database engine is starting a new instance

Windows Logon Success

ENERGY

LOGSERVER

Wiki Cluster Logout

® Windows Logon Suc

@

@ The database engine...

® The database engine

) The database engine...

@ The database engine

@ Windows Application...

1-150f15 £

data.win.system.channel

Application

Application

Application

Application

Security

Security

Application

Application

Security
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SIEM ali MSSP?
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But | like this.
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Zakaj SIEM? ENERGY

LOGSERVER
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Skladnost ENERGY 395\%
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Obvladovanje grozenj ENERGY

OGSERVER

SIEM Overview Logout

Overview | Linux | Windows | Syslog | Audit | FIM | Policy Monitoring | Application logs

[S1EM] Slider [SIEM] Top 5 Alerts Rula Level

Rule Lawvel

Count

imp pear 1

All Alerts level greater 11 [HIGH] Rules [HIGH] Agents pie chart [HIGH]

Tirme agent.nama rule.level Dascription

N FLIAMING U rmamony. Availabdity
Apr 16, i ! ¥ OPTIMAEMCA 12 aavy e b
BN IS N
Agent event queue is flooded. Check the
agant -;:c:nﬁg Lraliod.
Mar 31, 202

Mar 30, 2020 @ 03358817 amcad

Rules [MEDIUM] Agents pie chart [MEDIUM]

agent.name rule.leveal Description

Windows Application anror evant

@ 05:12:48.73 amPRO-srv-www 10
Muiltiple i &rrar events

Muitipha Wi

emPRO-sr Audite: device anables promiscuoLs mode

Muiltiple o Fadlur
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Zakaj Energy LogServer?

Network
Analysis

Capacity
Planning

Security and
Compliance

IT Operations
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Log

Management

<NERGY
LOGSERVER
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Infrastructure
Monitoring

Business

Based on
Open source
ELK

Artificial
Intelligence

Performance
Monitoring

Advanced
Reporting
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Zakaj Energy LogServer? ENERGY '~'.

LOGSERVER
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Zakaj Energy LogServer?

IT DATA INPUT

Windows Events
Application

Log files

Syslog

Exec scripts
HTTP/JSON/API
JDBC

Kafka

IMX

Log4]
SNMPTrap
TCP/UDP raw
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ENERGY
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IOT PROTOCOLS

AB-ETH
ADS/AMS
BACnet/IP
CANopen
DeltaV
DF1
Ethernet/IP
Firmata
KNXnet/IP
Modbus
OPC UA
S7

Simulated
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Zakaj Energy LogServer? ENERGY

LOGSERVER

- Energy LogServer SIEM LITE

p—
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