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Okvirne ure

09.00 v 10.30 Yy Uvod v trening ter WithSecureElements EPP
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And complex as ever.

58% 94%

- Sl 8t § Kd g ) £ OfbEigasgeN#nped Of organizations have Of companies plan
iS now remote. up their tech spenddue their IT environment at long-term IT changes.
(Ponemon 2020) to COVID-19. Ieast Somewhat (SwWzD 2020)
(Forrester 2020) in the C|0Ud.

(IDG 2020)
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WithSecure 0 a front runner in cyber
security

We are the largest European single source otyber security services and detection and response CUIBANCE
solutions for companies, and the leading provider of consumer security software throughelecoms 2018
operators. >+35%

. C,yber security Security MEUR 2014-2017 /
170
170 18
150 { 138 148
MEUR revenue MEUR Adjusted 46 22
EBITDA
100 -
92 96 96 98

1600 25

50 -
) 19 20 19 12
employees locations —
0
MAN & MACHINE 2014 2015 2016 2017 2018
— EBIT - B2B Security revenue Consumer Security revenue

* Implied guidance
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Protecting businesses In
100+ countries out of .30+ offices

NORWAY
SWEDEN J
DENMARK J
UNITED KINGDOM —_—
— BELGIUM T
NETHERLANDS | GERMANY

FRANCE [

UNITED STATES JAPAN
SPAIN ITALY

HONG KONG
INDIA

MALAYSIA

SINGAPORE

BRAZIL
SOUTH AFRICA AUSTRALIA
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We offer enterprise -grade
cyber security to businesses

-

MID-MARKET

@ & LOCAL ENTERPRg,.

CONSUMERS

We are targeting the corporate

- and consumers

gTelio Frontier vodafone

| - ¥ LIBERTY GLOBAL
=

IT
OPERATORS
RE%(I)EOL(%ERS 200+ globally

\/\/

100,000+ Tens of millions
companies of consumers

We sell our solutions through
of channel partners
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2006 Y DeepGuard 1.0 2010y DeepGuard 3.0 2013y DeepGuard 5.0 2019y Security Cloud

The first version of DeepGuard is Expanded use of metadata. DeepGuard now prevents exploits in DeepGuard connected to
introduced as a response to the DeepGuard now uses commonly targeted applications. F-Secure Security Cloud for new
accelerating rate of new malware. prevalence data. cloud-based analysis modes.

2008 Y DeepGuard 2.0 2011y DeepGuard 4.0 2017 y DeepGuard 6.0

DeepGuard starts utilizing the Expanded focus on prevalence. Even On-the-fly behavioral analysis is
F-Secure Cloud for file faster and more accurate response to performed more accurately and with
reputation data. quickly evolving threat scenarios. lower system impact.




WithSecure EPP
agents

Elements EPP and Business Suite agents/clients




WithSecure EPP

HD@®®®O

Elements EPP overview

Business Suite overview

Elements EPP User Interface

Using the ESC

Managing Agent Settings

Troubleshooting

T
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What does Elements consist

A WithSecure Elements is
the #1 cloud native
platform built for the
entire business security
value chainy all with a
smooth and seamless
service experience.

A WithSecure Elements is
a combination of
products, services, and
business models.

Solutions

J

»

Endpoint
Protection

Protects against
sophisticated
ransomware, malware
and zero-day threats.

Endpoint Detection
and Response

Offers detection
capabilities and versatile
response actions. Expand
further with Elevate.

of ?

D

Vulnerability
Management

Pinpoints the vulnerabili-
ties and critical loopholes
in your assets.

Cloud Security
Posture Management

Watertight cloud security
via remediation guidance
and misconfiguration
identification.

&

Collaboration
Protection

Adds a fortified layer
to M365's built-in cloud
protection platform.
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Elements Security center

Q New portal for seamlessly managing all
WithSecure Elements solutions

Cloud-based, no need to buy or
maintain management server

Q Deploy, manage and monitor security across the whole
environment

ESC PORTAL Q Everything is done from one web portal, accessible

anywhere, on any device 24/7

17 W/ TH
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The ESC portal

s O

CENTRAL INCIDENT SECURITY
DEPLOYMENT MANAGEMENT  MONITORING

o0l _Q._ A

GRAPHICAL PATCH MANAGEMENT
REPORTING MANAGEMENT HIERARCHY

@ @ %

AUTOMATIC MANAGEMENT MANAGED
SECURITY API FIREWALL
UPDATES
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Elements EPP

Windows PCs and MACs

A Elements EPP for Computers
A Windows
A Mac

Mobile Devices

A Elements Mobile Protection
A iOS
A Android

clients

Servers

A Elements EPP for Servers
A Windows
A Linux
A Terminal
A Citrix

eeeeee



Elements

Your computer is protected

F-S«:uro?

EPP for Computers

ot

MULTI-ENGINE
ANTI-MALWARE

S

MANAGED
FIREWALL

ADVANCED WEB DEVICE
PROTECTION CONTROL
DEEPGUARD APPLICATION

CONTROL*

*= PREMIUM FEATURE

&

THREAT
INTELLIGENCE

LT)-

PATCH
MANAGEMENT

©

DATAGUARD*
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Elements EPP for Computers - PC

Do P Do Do Do o

reduces threats by keeping OS and
3 party software up to date

with WithSecure profiles monitors
and controls network traffic based on set rules

restricts sites based on their
category

blocks malicious URLs based on
reputation

secures connections to online
banking sites

scans and blocks suspicious
web activity and filters active content based on type

SOFTWARE UPDATER

WINDOWS FIREWALL
WITHSECURE PROFILES

WEB CONTENT CONTROL
BROWSING PROTECTION

CONNECTION CONTROL

WEB TRAFFIC PROTECTION

CONTENT MALWARE
FILTERING SCANNING

LAYERS

Z
O
—
O
LLl
-
O
1
ol
o
LLI
-
-
ol
p=
O
O
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Elements EPP for Computers - PC

A checks file reputations from the
security cloud

A analyzes files against malware
definitions i CLOUD SCANNING

A allows admins to control how USB d
devices and mass storages can be used on the end g_J SIGNATURE SCANNING
computer X <

A provides additional Lll_J — DEVICE CONTROL
ransomware protection by providing access control to ) CZ)
data folders o DATAGUARD

-l o

A strengthens o)®.
protection through restrictions on which applications O W APPLICATION CONTROL
are allowed to run 5

A sophisticated technology uses heuristic, xx DEEPGUARD
behavior, and reputation analysis as

A feature to further enhance ransomware ROLLBACK

protection capability
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Elements EPP for Computers

controls OSX firewall

blocks malicious URLSs to protect
users from malware

_ : secures connections to online
banking sites

_ checks file reputations from the
security cloud

analyzes files against malware
definitions

restricts malware, unknown applications and
system processes access to files without permission.

o Io Do Do Do I»

MAC CP SECURITY LAYERS

- Mac

SOFTWARE UPDATER

FIREWALL
CONTROL OSX FIREWALL

BROWSING PROTECTION

BANKING PROTECTION

CLOUD SCANNING

SIGNATURE SCANNING

XFENCE
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Elements for Servers

b &

MULTI-ENGINE CENTRALLY

ANTI-MALWARE MANAGED INTELLIGENCE
FIREWALL
PATCH ADVANCED WEB DEVICE
MANAGEMENT PROTECTION CONTROL
DEEPGUARD 6 APPLICATION DATAGUARD*
CONTROL*

*= PREMIUM FEATURE
W/ TH
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Elements for Mobile

MOBILE
VPN

&3

BROWSING
PROTECTION

SECURITY
CLOUD

&

TRACKING
PROTECTION

APPLICATION
PROTECTION

2

MDM SUPPORT
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Elements EPP API

Can be integrated into any 39 party SIEM,
RMM or other management or auditing tool
via Rest-based API.

Enables Automation
Custom Reporting
Custom Workflows
All Data & Actions

Rest-Based

eeeeee



Solution packages

Features EPP EPP Premium
X

Central deployment with silent updates
Multi-engine anti-malware

Heuristic & behavioural analysis withDeepGuard
Integrated Patch Management

SIEM/RMM support

Device Control

X X X X X X X

Centrally managed firewall

Application Control

X X X X X X X X

Ransomware protection with DataGuard

NOTE: Features may differ with operating systems
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WithSecure Business Suite

Communication paths:
PMS v Policy Manager Console
PMS Yy Web Reporting
PMS vy Managed Hosts
AUS Y Security Cloud

80/ 443*
http / https*

WithSecure Security Cloud
fsdbupdate.f-secure.com
orsp.f-secure.com
corp-reg.f-secure.com*

[ MANAGED ] 8081 S — WithSecure Policy
HOSTS https : Manager Web Reporting
I AR
. 44380 (= 8080 S
: —
— - hitps / http = hitps e WithSecure Policy
~ = e Manager Console
=’ =

= Policy Manager Server
Windows / Linux
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-V

WORKSTATIONS
Client Security

=Tk

WINDOWS SERVERS
Server Security

—@

o —

EXCHANGE
Email and Server
Security

POLICY MANAGER

&

LINUX

Linux

Security

=

WEB TRAFFIC
Internet Gatekeeper

—

-’

CITRIX AND TERMINAL
SERVERS

Email and Server
Security
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—\/
WORKSTATIONS

Client Security
Premium

=’
WINDOWS SERVERS

Server Security
Premium

—@

o —

EXCHANGE
Email and Server
Security Premium

——

VIRTUAL SECURITY
Scanning and Reputation

Server

POLICY MANAGER

&

LINUX
Linux
Security

=Q

=

WEB TRAFFIC
Internet Gatekeeper

=0

 — o —

CITRIX AND TERMINAL

SERVERS
Email and Server
Security Premium

=

SHAREPOINT
Email and Server
Security Premium

EMC STORAGE
Email and Server
Security Premium

W/ TH
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Elements Security
Center Usage



Logging into the ESC portal

A Start by logging into the ESC Portal at
https://elements.withsecure.com/

A 1f you do not have login credentials, please
approach your ordering contact about portal
access

WithSecure™ Elements Security Center

A The Forgot your password link will help you reset your
password oy
miarko kasic@alisis2name

wrunraanas | O

Forgot your password?

Privacy policy
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https://elements.withsecure.com/

Start Using Elements

When taking WithSecure Elements Endpoint Protection into use, the typical process includes five steps. They are:

1.

2.

Log in to your Elements Security Center account

Select the Elements solution you want to administrate (.e. Endpoint Protection, Vulnerability Management,

Detection & Response, or Microsoft 365)
f SMKaLJ UNMmJg fn OSDP) loflatSEnice PadrerdSeR), Nal:frj } to administrate
Add (computers and mobiles) to the ESC

Create one or more for the devices and assign them
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Prijava v ESC trainin

portal
https://elements -stg.fs

Dostopne podatke ste prejeli naemail nasl
ste se prijavili na delavnico



Prijava v ESC training
portal

@ Prijava skozilogin okno

C) dGbNOVGAGMDET §EONS §gMs NE 2 g

@ Preveritev dodeljenih licenc



The ESC Home

Overview of all companies PILOT

The ESC Home Page leo : d_
consists of a dashboard o g <
that provides a quick look T — )
at all the WithSecure

Elements solutions and

companies (if you are a . .
partner) under your
account.

-
From here, you can =
navigate to the solutions to

administrgte them 5
t Ottt att LJgzzKN
cover later in this module.

eeeeee
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W/ Elements™ A1 Slovenija, d.d. v () New in Elements IH

2) 3

The Action bar at the top of the screeg'zontains four notable functionalities:
A The on the left (1)
A Interactive guidance (?)
A Account settings (3)

W/ TH
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Selecting the Solution

A From the menu, you can easily switch between the

different Elements solutions that your account is subscribed to.
&«

A For example, you can go from the Elements Vulnerability
Management Dashboard to the Elements Endpoint Protection (EPP) A Home

Dashboard. E] ENDPOINT PROTECTION v

D ENDPOINT DETECTION AND e
RESPOMSE

Note: This menu will only display the Elements
solutions your account is subscribed to.

W/ TH
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Selecting the Scope

By default, you are on the level and viewing all the organizations « 1) ! o x |

you manage. To administrate a single , follow these steps: 2 Home | e\
aseller Iraiygng
E:] ENDPOINT PROTECTION A L Demo 01
1. Click on the (1) on the left side of the Action bar at | Dashboard L Demo 02
the top of the screen. . oo
2.  Click on the name of the company you want to administer £) from Software updates L Demo 04 (2)
the dropdown that opens. Or type the name into the field. e L oo 0 ~
3. By selecting a company, you have switched to the S L Demo 05
View. rofies L Demo 07
4.  The current selection is displayed in the action bar with a dark blue — __ .. - Demo 0
background next to the (ESC) home link. L Demo 09
Support
5. You can return to the Partner level view by repeating this process N - peme 0 .
gOt MENZN| It 0§ MKBLIUM|I 9b UGgOKdEMOG L Demo 11 it Nfnp

Security events PILOT
L Demo 12
ENDPOINT DETECTION AND ™

RESPONSE L Demao 13

W/ TH
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i {t " New?

A When you visit any of the Elements Product pages, a

pop-up may launch to explain new portal features that

have been added. This popup will only play once. To 5

at NEmt I Mgsgt OMz gl NUNME )b UZ Kyl
link at the top of the Dashboard page.*

A jJAt I dEMONAEI yMt EMgMUIGLI MBS Mt ¢
meaning you must enable 3rd party cookies in your
browser or add https://elements.withsecure.com/ to

KOLIUMLULUSAEENLUEMNG!I NUI ¢t 802 mSal

Dashboard|wharsnew| (1)

Detections by severity (D

Critical High Medium Low
o 0 @
o o o
o 0 o
m r [ 0|

41
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https://elements.withsecure.com/

The Account Settings

A To modify your account specific settings, click the user
icon on the top right corner of the page ().

A On your account settings page, you can:
A Turn on 2-step verification (2).
A Change your password (3).
A Set your username, email, language, and
time zone (4).
A Remember to click to save your settings.

A Note that the user icon also contains the log
out option (5).

42

] )

Account !

EPP Settings
Get management AP| key
Account settings

Log out

Account settings

2-Step Verification
[ set up 2-Step Verification 2

I Change password ©

User name

X I

Language

‘ ‘ English v ‘

Email address

Timezone

‘ ‘ (GMT+03:00) Europe/Helsinki v ‘ d

Ul Analytics

(] Allow the portal to collect anonymized statistics on usage ;

W/ TH
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ESC Navigation

A The on the left side contains the links
you need to administrate your environment.

A The pages accessible via the Navigation pane are
solution specific.

A For example, if you are managing Elements Endpoint
Protection, you will have a different selection of pages
than when you are managing Elements Vulnerability
Management.

W/ Elements™

«

A& Home

E] ENDPOINT PROTECTION
Dashboard
Devices
Software updates
Reports
Subscriptions
Profiles
Downloads
Support
Accounts

Security events PILOT

D ENDPOINT DETECTION AND
RESPONSE

Y

W/ TH
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Elements EPP Dashboard
SOP / SEOQO Level

A Click Dashboard on the navigation pane (1) to view all
devices linked to your account.

A At the Solution Provider (SoP) or Service Partner SeP)
level, dashboard displays all the data from all
customers on Company level.

A Click a company name to access the dashboard of

th a.t CO m pany . &« B Endpoint Protection / Dashboard

& Home Dashboard

A From there, you can click to view specific
information of the selected company

Devices
Software updates (1)

Reports

Subscriptions
Profiles
Security posture (PILOT)

Downloads

NNNNNNNN
EEEEEEEE

MMMMMMMMMM
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Issues

Workstations protection status

25716 Workstations

Servers protection status

491 Servers

Software updates status

29926 Computers

@ nNoupdates missing (3077)




Issues

Elements EPP Dashboard

SOP / SEOQO Level

A Check Issues displayed on the dashboard on Solution Provider (SoP), Service Partner (SeP) or Company level.

A These are prioritized by severity and give the option to access more detail on device level for each issue.

ltem type

Devices at risk due to missing Windows patch

Check all necessary Windows updates are installed Check 1311 devices

Recently Microsoft has required that all anti-malware vendors sign their applications using a different certificate. This certificate is either present in the operating system or has been previously provided via windows updates. Devices that have not been updated in
a long time might be missing the update and this will prevent updating our engines and over time result in reduced protection and possible malfunction. For more information on this change see the support article:
https://community.withsecure.com/en/kb/articles/29714-changes-in-support-on-microsoft-windows-minimum-patch-level 2. To resclve this issue please ensure that the updates linked to from the above article are installed on relevant devices. Once this is done
the next engine updates WithSecure releases will successfully install on the devices and they will no lenger be visible through this notification. This can take up to 2 weeks,

Missing Critical Software Updates

Use Software Updater to apply critical updates, Use "Automated Tasks™ in the profile to automate software update installation. Check 8560 devices

Software Updater state has been critical for over 30 days

Use Software Updater to apply critical updates. Use "Automated Tasks™ in the profile to automate software update installation. Check 8255

Dangerous exclusions

Review and manage exclusions in profile. Ensure no dangerous exclusions are included. Check 287 devices

Malware Definitions Qutdated

Send full status update to device. Boot device, Check 212 devi

Real-time Scanning Malfunction

r 5GB) free. Boot device, Check 138 devices

Check client version. Ensure that the dev tem drive has enough disk space |

Real-time Scanning Disablad

Check that real-time scanning is enabled in profile. If not, enable the setting. Lock the setting to prevent users from disabling it. Check 127

License Expired
Update the subscription. Boot the affected devices. Check 41 dev

Devices with Severe EDR Incidents open
Resolve the incidents on the devices. Check 12 devices

Severity

O Critical

O Critical

O Critical

O Critical

O Critical

O Critical

O critical

O critical

O critical

Affected devices

8560

8255

212

127

41



Devices
SOP / SEOQO Level

A Click Devices on the navigation pane (1) to view all
devices linked to your account.

A At the Solution Provider (SoP) or Service Partner SeP)
level, devices are grouped by company.

A Click a company name to access the devices of secuny canren

«

that Company. Devices
A From there, you can click to view specific devices

of the selected company, such ascomputers or
mobile devicesn MANG 2 2 2z 902 Mg Il e D

A List view (2) shows all devices. (1)

Subscriptions

" EassCURESLEMEE Data Fellows Securi

A Data Fellows Security Solution pr
ENDPOINT PROTECTION ~ 38 companies Solution pre
oar

g & w»

Profiles

Downloads

W/ TH
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Devices
Company Level

A To view all devices under the company level, click Devices on the navigation pane (and if at th8oP/SeP level, click on

a company name).

A For example, to view mobile devices, you can click the Mobile devices tab.

N F-SECURE ELEMENTS

FI NextGen Marketing
- SECURITY CENTER

«

7 devices -] Al devices v

/.\ Home
W enoroinT PROTECTION ~ Computers (5) Mebile devices Legacy mobile devices (2) Connectors
Dashboard

B Device name Overall protection Rapid Detection and Response
Devices

() croLapTOP . Offline . Severe risk
Software updates

[J DC-RDR @ oifline @ waiting for connection

Reports

(J DESKTOP-Q6QDUSO @ ofiine
Subscriptions

(0 DESKTOP-RDR EX @ offine
Profiles

(J win2012R2 =1 @ offiine

47

. Waiting for connection

. Waiting for connection

. High risk

Malware protection

Enabled

Enabled

Enabled

Enabled

Enabled

Firewall Automatic updates
Enabled Up to date
Enabled Up to date
Enabled Very old
Enabled Up to date
Enabled Up to date

Software updates

Important updates in;
Important updates ins
Important updates ins
Important updates ins

Important updates ing
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Devices

Features And Operations

You can set filters to view
specific computers, or search

computers through keywords |~~~

W F-SECURE ELEMENTS

% SECURITY CENTER

«

A Home

g enDPOINT PROTECTION
Dashboard

Devices

Software updates
Reports

Subscriptions

Profiles

Downloads

48

FI NextGen Marketing v

7 devices [« Al devices v

Computers (5)

Displays the software on the computer;
hover over the icon for further information

B Device name

O croLarToP @ offline
(O foc-ror =4 | @ Offline
(I joeskToP-geqouzo | . Offline
() | DESKTOP-RDR T | @ offiine
] = | @ Offline

Select computers to
perform operations

Overall protection

Rapid Detection and Response Malware protection Firewall

@ severerisk Enabled Enabled
. Waiting for connection Enabled Enabled
. Waiting for connaction Enabled Enabled
. Waiting for connaction Enabled Enabled

® l Q, Search computers

Product type: Show all «

Assigned profile

Demo Profile

F-Secure Server

Default AV profile

RDR testing - AV [

. High risk

the Set Label operation

You can set labels by selecting <>
computers and performing

Category: Overview w

Operations

[==]

ec
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Devices
Filtering Devices

N F-SECURE ELEMENTS
-

Fl NextGen Marketing v
®  SECURITY CENTER

Filter to view only

« . . g
7 devices [« All devices « specific products @ [ @ search computers
A& Home
W enppoinT PROTECTION ~ Computers (5) Mobile devices Legacy mebile davices (2) Connectors Unprotected devices PILOT Product type: Show all v Category: Overview v
Show all Overview
Dashboard
B  Device name Overall protection Rapid Detection and Response Malware protection Firewall Computer Protection Malware protection
Devices
J croLapTOP . Offline . Severe risk Enabled Enabled [€8 Computer Protection (Premium) Firewall
Software updates c . o for b N 4
— =p omputer Protection for Mac utomatic updates
[_J DC-RDR E.'ﬂ . Offline . ‘Waiting for connection Enabled Enabled @ P P
Reports == .
— Server Protection Software updates
() DEskTOP-QEQDUSO @ ofiline @ visiting for connection Enabled Enabled =
Subscriptions E Server Protection Premium Central management
(") DESKTOP-RDR ED @ offline @ \isiting for connection Enabled Enabled
Profiles @ Linux Protection Computer information
) wiN2012R2 R @ offiine @ High risk Enabled Enabled ..
Downloads R\\' Radar Endpoint Agent Installed software
S, [®] Rapid Detection and Response Active Directory
[c:Al Computer Protection and RDR
Accounts
Computer Protection Premium and RDR
Security events PILOT
Computer Protection and RDR for Mac
[Z] Rapid Detection and Response for Mac
ﬁ Rapid Detection and Response for Servers

View additional device information
by selecting category

a8 W/ TH
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Devices
Filtering Devices

50

Product type: Shofy all

Q, Search computers

7 devices |+

Filtered computers (5) Mobile devices Filter legacy mobile devices
Filters
Domous
Select v
» Select

Filter to view only
specific products

Category: Cverviaw w

Application control

Automatic updates
Firewall

Label

[} overall protection
Real-time scanning
||} Software updates
Subscription key
[ Malware protection

Assigned Linux Protection for Linux profile
Assigned Computer Protection for Mac profile
Assigned Computer Protection for Windows profile
Assigned Server Protection for Windows profile

Choose a category to filter the
results by

i
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Search

A You can search forDevices on the Device page.

A Type at least the first two letters of the search term into

the search box on the upper left corner of the page.

A To clear the search, clickClear searchor X.

= F-SECURE ELEMENTS

®"  SECURITY CENTER

Data Fellows Security

Q, win 10

Product type: Show all ~

«

A Home

W enproinT FROTECTION ~
Dashboard
Devices
Software updates
Reports
Subscriptions
Profiles
Downloads
Support
Accounts

Security events PILOT

51

Search results: "win 10"

Computers (73)

B Device name

O ca{IE

L) CFOLAPTOP

[ 1 DC.01

Mobile devices

Bl

B!

B

7]

Bl

g

Clear search

Search legacy mobile devices

Company
name

FR IT-Central

Fl NextGen Market
ing

JP Capital Manage
ment

JP Capital Manage
ment

IP FrozenRay

FI NextGen Market
ing

US F-Parts Industri

Overall
protection

@ Frotect=d
@ ofiline
@ oline
@ Frotected
@ Frotect=d
. Offline

@ protected

Connectors

Rapid Detection and

Response

Medium risk

' Severe risk

Inactive

Inactive
Medium risk

. Waiting for
connection

Inactive

Malware
protection

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Firewall

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Epabled

Automatic
updates

Up to date

Up to date

Up to date

Up to date

Up to date

Up to date

Up to date

Software updates

Critical security updates
missing

Important updates
installed

Important updates
installed

Important updates
installed

Critical security updates
missing

Important updates
installed

Critical security updates

Product type: Show all

Assigned profile

CB_DEMO

Demo Profile

F-Secure Office (open)

F-Secure Office (open)

testProfileOpen

F-Secure Server

F-Secure Server

Categery: Overview

Operations

Category: Overview
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Device View

If you click on the name of a specific device (e.g.]

more in-depth information about that device.
A At the bottom of the screen, the gray

52

and

W E-SECURE ELEMENTS

FI NextGen Marketing v
® SECURITY CENTER

« .
7 devices |« All de
A& Home
' TR ChEE T - Computers (5) Mobile dewv
Dashboard
De
Devices

| CFOLAPTOP

Software updates

| pc-rDR

Reports

2 &

() DESKTOP-QB6QDUSO

Subhserintione

below), you will be taken to the device view, which provides

(1) will contain additional actions you can take, such as

DC - RDR  cditalias

May 27, 2021 10:07:24 PM | May 27,2021 9:17:14 PM | Administrator | Apr9, 2021

Protection status Operations Connected devices  Applications (0) ~ Security Events  Scan report

Ot communicated m 53 days,
0 Network connectivity is enabled
- o Subscription Valid

F-Secure Server e Server Protection Offline

Up to date

Server Protection Premium and RDR -~ 0 Firewall
~

215 o 9 Automatic updates
~ ~ 0 Software updates

See the tabs at the top for further
information, like security events
and monitored applications.

Windows Server 2019 Standard 64-
bit v. 10.0.17763

Device control Disabled in profile
~
DC DataGuard (Premium) Disabled in profile
Il Aoplication Control (Premium) Disabled

Send full status update

n Request diagnostic file
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Devices
Mobile Devices

A The Mobile Devices tab under the Devices page lists all mobile devices on the system. This includes all devices
protected by Elements Mobile Protection. Older devices can be found in a separate tabl_cgacy Mobile Devices,

A You can view device specific information by clicking on theDevice name.

A Selecting a device (1) will bring up the Operations Pane at the bottom of the screen with available actionsZt n MM ANd z Z
look more at these in later modules.

Computers Mobile devices Legacy mobile devices Connectors

(1) |

| bl v | Equals v | Select value Apply Clear all filters
Select device to
perform operations

Uevice name Company name

Trcst- FI NextGen Marketing

F| MextGen Marketing Activated Jun 29, 2021 Jun 29, 2021, 10:00:42 PM Dizabled Disabled Disabled Enabled Android AV (open)

<0rpi|aa- FI NextGen Malm—a8

=

Browsing _ .
Protection Tracking Anti-

Protection Protection (HTTPS) protection Virus

Overallr Registration irties i MNetwork Browsing
protection date

Assigned profile

Activated May 26, 2021 Jun 15, 2021, 6:18:39 PM Off Enabled Enabled Enabled F-Secure mobile (open)

null, null

Activated

Enabled Enabled Enabled F-Secure mobile (open)

Click to view device

e el specific information

|
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Software Updater

A Click Software Updates (1) on the navigation pane.

A Updates are, by default, categorized by criticality. If you want to see the them categorized another way, simply click the
up/down arrows next to the various categories () to change the sorting display.

A Choose the updates you want to make ) and, to from the gray Operations pane that appears at the bottom of the
screen (4), select the devices you want to apply the update to.

N [ SECURE ELEMENTS

Fl NextGen Marketing
% SECURITY CENTER

«
Software updates -

& Home (2)

) enoPonT PROTECTION A~ Missing updates  Installation history

Dashboard (1)
Devices

2021-04 Cumulative Update for Windows 10 Version 2004 for x64-based Systems T , . -
‘ Software updates (KB5001330) 10.0.19041 Critical security Windows Update Agent Microsoft Corpy
Reports — T - I .
_ | | Mozilla Firefox (x86) 86.0.1 Critical security Mozilla Firefox (x86) Moeozilla Corpord
Subscriptions
—) | Windows Malicious Software Removal Tool x84 - v5.88 (KB890830) 10.0.19041 Non-security Windows Update Agent Microseft Corpd

Profiles

Downloads
(3) 1 update selected

Support

(4) Update on all computers

Accounts

W/ TH
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Reports

A The Reports tab on the Navigation pane (1) allows you e
to access protection status and infection information. s~ "

b

A Much of this data is visualized in different ways to (1)

clarify and provide context. 304
A Click the (®) menu next to Reports to send reports or

configure the schedule.
Reportﬂ (3)

My report  Devices  Security events  Software updates  Subscription usage  Email reperts  Audit Log

(2)

urity events [lSoftware updates  Subscriptionusage  Email reports  Audit Log

ont

Period Last 30 days

A To view the infection report, click
on the Infections tab (2).

DETECTION AND

Top computers by blocked infections Last 30 days Top infections Last 30 days

MI_IK_dol 8

Hackteol:W32/KmsAute!fsmi... 12
ME_IK_skupni 4 R

MK_HTPC 3
PotentiallyUnwanted:wW3z2/Ap... [ NNGTNININGE :

MIK_MARY 3

0 2 4 3 8 2 4 [ 8 10 12
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Infections

A The Infections tab on the Reports page provides you with infection-specific information, like what the infection is, the
location of the infected object, and the actions taken to remediate it.

A Click the (@) menu next to Infections to Export CSV Reports or view and edit the alerting configuration ().

A Click on the name of a computer to access devicespecific information or on the name of the malware infection to get
information on the malware strain.

Reports e+

Protection status ~ Security events  Infections

Expaort report (CSV)

( ) ‘ sl 07/08/2021 ‘ ‘ sl 08/05/2021 ‘ Totak: 127

Alerting configuration

os/03/2021 Quarantine  C:A\Users\admin\Downloadsheicar_com

WINZ \ Al
103432 py | VIN20TEDC TRAININGhadmin EICAR Tes d 395856 81f2b?352d zsoaf 95b642f14140 RS GlobalCorp Inc
08/03/2021 I \ - . N Quaran tine C:\PayloadDrophexample omware_payload.e; .

WIN2 EICAR_Test e
5.00:51 PM WIN2012R2 DEMORUUSINEN‘\administrator EICAR_Test_File File d 3305356 81f2b7382d 2602f 98b642f14140 FI Car Financ: e
08/03/2021 N a N . ~ Quaran tine Ci\Users\fabrizio. TRAINING'Desktop\eicar.com IT International Sale

WINTO-0 ) FICAR Teet
53339pM | (VIN10-0T TRAINING\fabrizio CAR Test_File File d 3395856:e81f2b7382dee?EBGEﬁ’QBbBAEH4140 s

A\ \ ini A i\ ) \ zip\eicar.

08/02/2021 WIN-T98LAIONGN WIN-TIBLAIONIGN\Administrat  _ AR Test e e Quaran tine ‘EmUsers \AdministratonAppDatatLocal\Temp\Temp1_eicar_com.zip\eicar.c T International Sale
GASDAPM | or d 339535602817207382dea726021798b642714140 :
07/28/2021 e e e e e s . Ransomware access

56 W/ TH

secure



Subscriptions

A On the Subscriptions page (1):

A Order new subscriptions

A You can view your current, expiring, or
expired subscriptions

A Change subscription plans e 1@

A Order new subscriptions by clicking the (@)
menu next to the title and then selecting

(2).

A If you do not see this option, you do not
have ordering rights and must contact
your sales contact to place a new order.

A View your status from the side panel ).
Only Solution Providers have portal
permissions to place orders.

NUW-ZG23
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Subscriptions  Continued

Ayt N/Efr]g fpl @b UGOKJEMELIL | Lt Ul t DO ML KM| 2t | Z¢ D
LZLINMgLULUBSAMONGI Ml 8. t Nfigd-0b Ug OKdEMOGb Nl Eepp—
A This opens a table with more information, as (3)
shown here. If you are on the company level, =
you will see this table from the start. (1) —p— rmm——
A Search your subscriptions using the search | [ :
bar at the top or switch to the list view to see
the subscriptions you manage organized as
a IISt ( ). dar Endpoint Agent i A9I3-4F2E-RTTL-VDFE-MW4Y May 2. 2024 (5)
A Next to show, click Valid subscriptions to \ —
switch to expiring or expired subscriptions SenverPotecton Premium and R NSRS —— Continsous

A To change the subscription, click the ()
menu at the end of the row §). Note: For information on the devices, click the blue number in the

usage column (4). This will take you to the devices view, as covered
earlier in this moadule.

58
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Subscriptions

Organization Level

7 devices - All devices v

Filtered computers (3) Mobile devices  Filter legacy mobile devices Connectors

Subscriptions s«s

Product
Radar Endpoint Agent i

Computer Protection Premium and RDR
Rapid Detection and Response

Server Protection Premium and RDR
Rapid Detection and Response for Servers
Mebile Protection

Computer Protection Premium

Server Protection Premium

Mebile Protection

Mebile Security

Freedome for Business

Elements Connector

Subscription key

BVGR-43C3-GXQN-GMFF-47QD

HWL4-C8AN-9HTB-HV42-GWDW

3BCX-DVPQ-ALQC-GEDN-FUUD

‘WNFM-79US-KNVP-BEH7-8LRY

ZBWK-HR&G-3YES-DQKC-VRUL

RXLV-QTBN-7XW8-T67C-2VCP

UXVE-F85K-CC52-Y6MZ-RZ8Y

PKCR-DKUT-YYN7-Q2U3-8MM6

BBTX-27QF-ZDBZ-PHAR-TGGN

5C0D-UCS0-9KAE

AARX-MIVN-Y27R-3DJR-FYPL

MEMP-LBKF-F4Y9-ZKVU-3FBS

Type

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Commercial

Usage

0/50

0/5

5/50

0/10

0/10

3/10

1/10

1/50

1/10

Expiration

Mar 1, 2023

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

Continuous

59

Filters applied

Subscription key

HWL4-CBAN-9HTB-HV42-GWDW

erall protection

O croLAPTOP @ offiine
() oeskor-gsqoueo B @ Offiine

() DeskTOP-RDR 3 @ offine

Remove

-

Add filter

Detection and Response

@ Waiting for connection

Inactive

@ Waiting for connection

Unprotected devices PILOT

Malware protection

Enabled

Enabled

Enabled

Firewall Automatic updates
Enabled Up to date
Enabled Very old
Enabled Up to date

W/ TH
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Profiles

A Click Profiles on the navigation pane (L).

A You can select the Computer Protection for Windows, Computer Protection for Mac, Linux Protection, Mobile
Protection, and Server Protection tabs under the page title ) to view the profiles governing the different devices in
your environment.

A See the Profile Editor and Profile Settings modules later in this course for instructions on how to create, edit, and
delete profiles.

¥ F-SECURE ELEMENTS

Data Fellows Security v
' SECURITY CENTER

«

Profiles [ Default profiles Q, Search profiles
A& Home
W enproINT PROTECTION o Computer Protection for Windows ~ Computer Protection for Mac  Linux Protection  Elements Connector  Mobile Protection  Server Protection ‘ Show all profiles v ‘
Dashboard
Devices

Profile name ~ | Status Description

Software updates
Laptop locked for connecting to networks outside office premises. End users are not allowed to change security

Reports ( I ) F-Secure Laptop (locked) settings. The Mobile setting is for laptops that access the Internet from unsafe locations for example from Syst

(: !) conferences or from home and that are not protected by the corporate firewall.

Laptop open for connecting to networks cutside office premises. End users are allowed to change security settings.
The Mobile setting is for laptops that access the Internet from unsafe locations for example from conferences or Syst
from home and that are not protected by the corporate firewall,

F-Secure Laptop (open)

F-Secure Office (locked) Office locked for accessing the Internet from a fixed location such as office premises. End users are not allowed to Syst
change security settings. e
Support

F-Secure Office (open) Office open for accessing the Intemet from a fixed location suich as office premises. End users are allowed to change (|

Accounts security settings.
Security events PILOT Day
FIDEXI Fell{
Sec|

W/ TH
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Downloads

A The Downloads tab (1) contains all Elements
software for all available operating systems.

A From here, you can download the chosen ¥ e ©

software to deliver it to your users. — Downioads
. . W enoroinT PrRoTeCTION ~
A ThIS Wl ” down |Oad the SOftware |Oca| Iy D Computer Protection and Rapid Detection & Response Server Protection and Rapid Detection & Response

You can install the software by either sending an installation email to device users using the You can install the software by either sending an installation email to device users using the
. . . . Devices Add device command on the Home page, or downloading the installer from below and Add device command on the Home page. or downloading the installer from below and
It IS aISO OSSI b I e to Se n d an e m al I Wlth a transferring it to the device. For further information, see the admin guide. Detailed installation transferring it to the device. For further information, see the admin guide. Detailed installation
Software updates instructions for each product are available here, instructions for each product are available here.

d | d | . k t th T h t Additional information and details about the current version are available in the change log. Additional information and details about the current version are available in the change lag.
ownioad Ik 1o other users e nex Repors
- With these installers, you can install any of the following products: With these installers, you can install any of the following products:
. Computer Protection Server Protection
module will cover how to do this T Rapi Detecionand fespone
.

. * Rapid Detection and Response for Servers (Windows only)
« Rapid Detection and Response  Server Protection Premium (Windows only)
* Computer Protection Premium (Windows only) * Server Protection Premium and RDR
& Computer Protection Premium and RDR (Windows anly) & Radar Endpoint Agent (Windows only)
* Radar Endpoint Agent (Windows only)
Windows Linux
‘Windows Mac

Security events PILOT

Aecounts
Ges

neric

Email and Server Security
Read more about Email and Server Security. Freedome for Business

You need to send an installation email to device users by the Add device or Import mobile
devices commands on the Devices view. Installers are fetched when the user installs the product
through the email. Please note that after product installation, users need to activate the product

Elements Connector via the email

Flamaants Connactor connosse T Cocirn conicos so CIEM snd cotinaizoc tho dntornos traffic oo o

61
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User Accounts

A To add, delete, or edit ESC Portal users, click:ccount on the navigation pane (1).

A To add a user account, click the (@) menu next to the Accounts page title (2) or a company (or SoP/SeP) name (3).

A You can create as many administrator accounts as you need. It is also possible to createcad-only accounts.

A To edit or delete a user account, click the () menu in the same row as the account details {).

Computers & mobiles Servers Last logged in

62 e FI Car Dealer o "I Disable company account
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Security Events

A15| training

W/ Elements™

Al Trainer v
& Ej Endpoint Protection /
— A If you need detailed information on all events registered by Elements Endpoint Protection
& fome (EPP) within a company, click Security Events on the navigation pane.
o moronteroTecTon - Security Eve A This feature is currently in the pilot stage, but it still contains relevant and detailed information
Dashboard on all security events in the system.
Devices | Select field A You can shift through all security events, or use the filter to select a set of events

for example, as shown below, you can filter based orSeverity with the value Action needed:

Software updates

Severity Equals Action n

Reports

15 events m_¥

Subscriptions

Profiles L

v 1 minute ago
Security posture (PILOT) Mowv 8, 2023, 0%

2 minutes agc

W
Downloads Mow 8 2023, 0%

v 9 minutes age Filters Clear filters
Support WNov 8 2023, 09:

v 9 minutes agec Remove
Accounts MNowv 8 2023, 0%

. Severi v
] v 13 minutes ac Y

Security events Nov & 2022 00

63 Action needed v Add filter |yre



Security Events

WwW/ Elements™

& B Endpoint Protection / Secunty events
A Home o We're eager to get your feedback! Open the form

P . . . [ |
Ej ENDPOINT PROTECTION fa Secu I'Ity Events - i View | Important events hd
Dashboard

Apply Clear all filters

Devices | Select field ~ ‘ Equals

Software updates

| Severity Equals Action needed, Attention /£ | X | | Acknowledged Equals No /£ | X |

R )

o 15 events ¥ ‘ Q, Search for security eve...
Subscriptions
Profiles Time Severity Source Target Description Acknowledged Menu
temrysasire TIT Vo Sbminutesad O Action needed EDR WINDEV2310EVAL Medium risk BCD incident with id 5116902-8 was created None
Downloads v Ni"j‘ ');E‘i“gzz ; @ Action needed EDR WINDEV2310EVAL Medium risk BCD incident with id 5116902-6 was created None
S A :J:l:,?glrzig.)cé‘:E'l:iE Attention E!:S,C::ji:f. . WINDEV2310EVAL The product detected "HEUR/AGEN.1308847" in "ShinoLocker.exe” and deleted the file MNaone e
Accounts v :‘Jclo;”zj?; 00:57:45 Attention E‘)ei‘efiiiir;n" . WINDEV2310EVAL The malicious application "ShinoLocker.exe” was blocked MNaone L]

A 1 hour ago Attention File scanning WINDEV2310EVAL The product detected "Trojan:W32/Ursulfsmind_tc" in "6D0rglvS0.exe” and deleted the file = MNone s

Security events

64

MNaowv 8, 2023, 09:47:59

Real-time scanning
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Security posture (PILOT)

«

@ Home

B ENDPOINT PROTECTION
Dashboard

Devices

Software updates
Reports

Subscriptions

Profiles

Security posture (PILOT)
Downloads

Support

Accounts

Security events

[) ENDPOINT DETECTION AND
RESPONSE

D VULNERABILITY
MANAGEMENT

] cLouD SECURITY POSTURE
MANAGEMENT
No subscription

COLLABORATION
PROTECTION

‘.5 Management -
Collaboration Protection

= MANAGEMENT

W/ TH
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Ej Endpoint Protection / Security posture (PILOT)

Security Posture (PILOT)

Security recommendations

@ Compliant: 0 @ Non compliant: 13

Select field

v | Equals

Security recommendation

System drive encryption is disabled

Minimum password length is not defined or less than & characters

Account lockout thresheld is not configured

v

User is allowed to uninstall client without passwerd in the profile

Select value

w

Over 10% of workstations have been last logged in by an admin user

Account lockout thresheld is not configured and RDP is enabled

End of life operating system

Ancnymous enumeration of shared folders is enabled

DeepGuard is not enabled in the profile

Local drives are shared to network

User can turn off real-time scanning on the client as the setting is unlocked in the profile

Tamper Protection is not enablad in the profile

System integrity protection is disabled

Apply

Cancel

Clear all filters

Status

Devices

29220

21028

7951

4910

4150

2013

492

Profiles

211

Supported
RNed

ik
. | & . . . | .
< IR I BNec N NN BN B BN« BRc R



Agent Deployment

Elements EPP Agent
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Deployment Methods

There are various methods for deploying Elements Endpoint Protection software. They are:

1. Email invitation vy Invite users to deploy the software by email by using the’dd Device function in the ESC
Portal.

2. Download from the portal and delivery You can download the software from the Elements Security Center
(ESC) Portal and deliver it to users along with a subscription key.

3. Batch vy Deliver with a software distribution solution.
4. Single installer y MSl-based single installer for EPP for Computers and EPP for Servers.

These installation methods are also supported by our Elements Endpoint Detection & Response (EDR) solution.

W/ TH
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Method #1
Email Invitation

1. Inthe ESC Portal, on the company level, select
on the navigation pane.
2. Click-- next to the page title and select

W ESECURE ELEMENTS P SMB Partners v
% SECURITY CENTER

¢ 7 devices| - (2)

3. Select the required subscription from the list and R
P R

CIICk L Add new device I
. . o W enpPOINT PROTECTION - compuEE Manage Mohile Protection invitations i
4. Type in the email address of the recipient. If there are Dashboard mport e sevices st on) |
multiple addresses, either use a comma or Export all computers report (CSV) i
semicolon between each address or hit enter and P w— O DESKTOP- gort al software updte operations (Csv)
use a new line. Proceed by clicking . - (1) O oescor sponsimoies eporticsn q
eports
5. The recipients should then proceed to install the Subscriptions - DESKTOP] Scan for unprotecied devices (
] asawanoMac [a5] rotecte i
software as demonstrated next. . O knagasauanom @ o
() NOVEMBER-WINDOW @ offline q
Downloads
() WIN-AFEU13N3F63 [ (@ Protected
e () WIN-PMKONQ3CBSV @ Frotected
Accounts
Security events PILOT
20 W/ TH
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Installation Via
Email Invitation

The user will receive an email invitation like the one
shown here.

The email contains a and a to
the Elements solution installation package, such as
EPP for Computers in this case.

The user will need to click on the link to download the
software. From there, follow the instructions of the
installation wizard. Note: A restart may be required.

The computer will then be automatically connected
to the correct ESC account.

71

WELCOME

To protect your computer against harmful files and other threats, you need
to download and install Protection Service for Business Computer
Protection Premium and RDR on it.

To install the product:
1. Download the installer:
2. Run the downloaded file to start the installation

3. Enter your subscription key:

4. Select Automatic installation when prompted.

5. Restart your computer if needed

Privacy Policy

W/ TH
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Method #2
Local Installation

If you want to deliver the software directly, all software
packages can be downloaded from theESC Portal for
local installation.

1. Click Downloads on the navigation pane.

2.  When downloading EPP for Computers (Computer
Protection): select \Windows (EXE/MSI) or Mac
(MPKG). Click the blue button to install.

3.  When downloading EPP for Servers (Server
Protection): Click Windows (EXE/MSI) or Linux

(DEB/RPM/Generic). Click the blue button to install.

72

WithSecure™ Elements Agent for Computers

You can install WithSecure™ Elements Agent by downloading installer here and transferring it

to the target device.
Detailed installation instructions.

Windows Change logs
Mac Change logs

You can use any of the following subscriptions

Windows

M5l

WithSecure Elements EPP for Computers

WithSecure Elements EDR and EPP for Computers

WithSecure Elements EDR for Computers

WithSecure Elements EPP for Computers Premium (Windows only)
WithSecure Elements EDR and EPP for Computers Premium (Windows only)
WithSecure Elements Vulnerability Management (Windows only)

Mac

WithSecure™ Elements Agent for Servers

You can install WithSecure™ Elements Agent by downloading installer here and transferring it
to the target device.

Detailed installation instructions.

Windows Change logs
Linux Change logs

You can use any of the following subscriptions

* WithSecure Elements EPP for Servers

* WithSecure Elements EDR for Servers (Windows only)

* WithSecure Elements EPP for Servers Premium (Windows only)

* WithSecure Elements EDR and EPP for Servers Premium

* WithSecure Elements Vulnerability Management (Windows only)

Windows Linux

DEB

RPM

Generic




Local Installation
EPP For Computers

1.
2.
3.

Log in to the ESC portal.
Select the proper company in the Scope Selector.

Download the installer from Downloads
A Network installer for Windows (<1MB)
A MPKG installer for Mac (<50MB)

Install the software and enter your subscription key when prompted.

A When downloading the solution, you will choose which subscription key of your account to use, however,

you can also find the subscription key from theSubscriptions tab.

When the installation is complete, the computer may require a restart.

73
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Alternative Deployment Options
EPP for Computers

https://withsecure.com/userquides/

User Guides

Product manuals, administrator guides and release notes for WithSecure products and services

v Elements

Welcome to Elements WithSecure Elements Endpoint Protection
View Guide View Guide

View Release Notes

View Change log

WithSecure Elements Endpoint Detection
and Response

View Guide

View Release Notes

View Change log

WithSecure Elements Vulnerability WithSecure Elements Collaboration

WithSecure Elements EPP for Computers

v K

&

Management
View Guide
View Release Notes »

WithSecure Elements EPP for Servers
View Guide

View Release Notes

View Change log

WithSecure Elements Connector
View Guide
View Change log

Protection

View Guide

View Release Notes
View Change log

Linux Protection
View Guide
View Release Notes

WithSecure Elements Mobile Protection
View Guide »
View Release Notes »

¢ O

G

View Guide »
View Release Notes »
View Change log »

Elements Endpoint Protection API
View Guide
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Alternative Deployment Options
EPP for Computers

https://withsecure.com/userquides/

> Introduction
= What's new
» Using the portal

f7 More on this topic...

> Administering F-Secure Elements EPP

products Installing the product using an MSl file Remotely installing the product via Active Directory Group Policy
» Monitoring security You can install F-Secure Elernents EPP for Computers and F-Secure F-Secure Elements EPP for Computers and F-Secure Elements EPP for
Elements EPP for Servers offline using an MS| file. Servers can be installed remotely using GPO and any other similar
» Viewing reports on registered devices deployment method that uses MSI package.
Deployment using a clone image
> Keepingthird-parh,r software up to date Instructions for installing the product using a clone image. Deploying Computer Protection using Microsoft Intune
/ Instructions on how to deploy F-Secure Computer Protection via
v Alternative deployment options Remote installation using third-party management tools Microsoft Intune.
You can use the MSl installation package with third-party remote
* Installing the product using an MSI monitoring and management (RMM) tools to deploy the product. Installing Server Protection in persistent mode on Citrix and VMware
file Horizon servers

Instructions on how to install the product on Citrix and YMware Horizon

» Deployment using a clone image ) ) i
servers and other virtual deployments using a golden image.

+ Remote installation using third-party
management tools

» Remotely installing the product via
Active Directory Group Policy

» Deploying Computer Protection
using Microsoft Intune

Installing Server Protection in
W/ TH

persistent mode on Citrix and
. secure
VMware Horizon servers
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https://withsecure.com/userguides

Deploying Elements Protection For
Moblile

There are two main methods for deployingWithSecure Elements Protection for Mobile:

A Email |nV|tat|on Y Invite users to deploy the software by email by using theAdd Mobile Device functlon in the ESC
Ul gzNmAEL t | t MAENdZZzmME§OMIt UBLISt Mt OMbBUNME NIl gt ZfONG Il nf
A In the installation email, choose the Android link to be taken to the Google Play Store or the iOS link to be taken to
the AppStore where the Elements Protection for Mobile app can be downloaded and installed.

A Deployment via an external MDMYy You can deploy Elements Protection for Mobile via an external MDM platform. For
further instructions, please refer to theWithSecure Elements Mobile Protection MDM Deployment manual:

Android:

https://www.withsecure.com/userquides/product.html#business/fsemp/latest/en/concept 7E61856C00894A
1B883466AFFD11D635-latest-en

I0S:

https://www.withsecure.com/userquides/product.html#business/fsemp -

los/latest/en/concept 7E61856C00894A1B883466AFFD11D635 -latest-en
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https://www.withsecure.com/userguides/product.html#business/fsemp/latest/en/concept_7E61856C00894A1B883466AFFD11D635-latest-en
https://www.withsecure.com/userguides/product.html#business/fsemp/latest/en/concept_7E61856C00894A1B883466AFFD11D635-latest-en
https://www.withsecure.com/userguides/product.html#business/fsemp-ios/latest/en/concept_7E61856C00894A1B883466AFFD11D635-latest-en
https://www.withsecure.com/userguides/product.html#business/fsemp-ios/latest/en/concept_7E61856C00894A1B883466AFFD11D635-latest-en

Adding Mobile Devices

A To add new mobile devices, click'**/ next to the page

title and select Add new device.

A Select the Mobile Protection subscription and type in
the email address of the recipient. T v

A Please note thatyou can add multiple email
addresses by using a comma, semicolon, or a
line break as the separator.

A From the email, the recipient(s) will then proceed to
click the link to install the software.

A Manage Mobile Protection invitations allows you to
view which mobile users have not downloaded the
solution and whether their link has expired.
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F-SECURE ELEMENTS

&«

A Home

I enoPoinT PROTECTION
Dashboard
Devices

Software updates
Reports
Subscriptions
Profiles
Downloads
Support
Accounts

Security events PILOT

Computers (

() DESKTOP-

JP SMB Partners v

7 devices | -

Add new device

Manage Mobile Protection invitations

2

O knagasawanoMac
() NOVEMEER-WINDOW
() WIN-AFEU13N3F63

(] WIN-PMKONO3CESY

Import mobile devices (discontinued soon)
Export all computers report (CSV)
Export all software update operations (C5V)
(J DESKTOP- Export all mobiles report (CSV)

(] DESKTOP- Scan for unprotected devices

@ . Protected
@ oriline
E§ . Protected

EEII . Protected
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Device operations

Elements ESC portal




Devices
Computer

A Select the tab (1) from the navigation pane. Note that we are at the: level.
A Click on the name of a computer () to view device specific information.
Al Vobmt NONNMKBLIM| §O0MizEgomMUNUSBUbMgmMaguLt NIl KnoSmauUNULgIl t 82 N

= F-SECURE ELEMENTS FI NextGen Marketing

- SECURITY CENTER

« .
7 de\/l(eg es All devices s ® [ Q, search computers
A Home
W enoroinT proTECTION N Computers (5) Mobile devices Legacy mobile devices (2) Connectors Product type: Show all v Category: Overview v

B Device name

Overall protection Malware protection Firewall Assigned profile Operations Label

Rapid Detection and Response

7~
H
N’
/ \
ig
)

B croLapTOP m . Offline . Severe risk Enabled Enabled Demo Profile 0
Software updates

- = ) .

@ DC-RDOR . Offline . Waiting for connection Enabled Enabled F-Secure Server 0
Reports

Of peskrop-asapuse JER @ oOffiine @ \iting for connection Enabled Enabled Default AY profile 0
Subscriptions

()W DESKTOP-RDR . Offline . Waiting for connection Enabled Enabled RDR testing - AV Disabled 0
Profiles

O winzo12R2 @ offiine @ High risk Enabled Enabled F-Secure Server 0
Downloads

W/ TH
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Devices
Computer Operations

1.

2.

To perform operations, start by selecting one or more device checkboxes (). This will cause the gray

to appear at the bottom of the screen.

Continue by selecting the operation () you want to perform, such as installing updates or assigning a profile.

= F-SECURE ELEMENTS

SECURITY CENTER
«
7 devices |-
A& Home
0) e ~ Computers Mobile devices  Legacy mobile devices (0) Connectors  Unprotected devices PILOT
Dashboard
I protection | Rapid Detection and Response | Malware protection | Firewal matic updates

Devices

DESKTOP-CN @ Offline @ Viziting for connection Enabled Enabled Up to date
Software updates

DESKTOP-MTHNIV) @ ciitical @ severerisk Enabled Enabled Very old
Reports

DEsKTOP-OARTKQO BN (@ Offiine @ aiting for connection Enabled Enabled Up to date
Subscriptions

knagasawanoMac B @ protected Inactive Enabled Apple Up to date

NQVEMBER-WINDOW @ offline Enabled Enabled Up to date
Downloads

WIN-AFEU13N3F . Protected Medium risk Enabled Enabled Up to date
Support o

WIN-PMKONO3C6sV  [=H @) Protected Medium risk Enabled Enabled Up to date

Accounts

1 device selected

Network isolation

Software updates
Important updates installed
Important updates installed
Important updates installed

Not installed
Important updates installed
Critical security updates missing

Critical security updates missing

@ Q search computers

Product type: Show all v Category: Overview ~

Assigned profile
F-Secure Office (open)
nagasawa_TEST
F-Secure Office (open)
F-Secure Office for Mac (open)
Ochiai-RTS-Off
nagasawa_TEST2

nagasawa_TEST2

Operations
0 Parallels WIN1O
0
0 Parallels WIN10
0
0
0 Element
1 Elements2

82
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Operations
Assigning Profiles

One of the main available tasks on the page is assigning profiles to your EPP clients. When a device is added to
the system, it is assigned the default profile. Change it by following these steps:

1. First, as shown, select the device by clicking the checkbox () next to the name(s) of the device(s) you wish to
assign. To select all devices at once, tick the checkbox next to (2).

2. Click (%) on the operations menu and select the profile to be assigned.

7 devices |-

(2)

[ ] vice name “ .. | Overall protection Rapid Detection and Response | Malware protection

(0 DESKTOP-CSNHS5QI @ offline nection Enabled Enabled Up to date Important updates installed 0 Parallels_ WIN1Q
O pesktop-mtHNy) BB @ Critical Enabled Enabled Very old Important updates installed 0
() DESKTOP-OAR7KQQ @ offline connection Enabled Enabled Up to date Important updates installed 0 Parallels_ WIN1Q
(0 knagasawanoMac ED @ Protected nactive Enabled Apple Up to date Not installed F-Secure Office for Mac (open) 0
A’Q NOVEMBER-WINDOW @ offline @ Severerisk Enabled Enabled Up to date Important updates installed Qchiai-RTS-Off o
— _ =] .
('I ) O WIN-AFEU13N3F63 @ Protected Medium risk Enabled Enabled Up to date Critical security updates missing nagasawa_TEST2 0 Element
WIN-PMKONO3CESV @ Protected Medium risk Enabled Enabled Up to date Critical security updates missing nagasawa_TEST2 1 Elements2

Assign profile

2 devices selected Assign label

Send full status update

83 W/ TH
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Operations

Changing Subscriptions

To move one or more devices to a new subscription (e.g., updating from

), first select the devices (1), then click
need to fill in the required subscription information ().

Devices will be automatically updated.

B Device name -. | Owerall protection Rapid Detection and Response | Malware protection Firewall Automatic updates
(1) () DESKTOP-CSNH5QI . Offline . Wiaiting for connection Enabled Enabled Up to date
\:I DESKTOP-MTHNIVJ EN @ critical @ seversrisk Enabled Enabled Very old
DESKTOP-OARVKQO . Offline . ‘Waiting for connection Enabled Enabled Up to date
O knagasawanoMac . Protected Inactive Enabled Apple Up to date
) novemBeErR-winDOwW [ . Offline . Severe risk Enabled Enabled Up to date
[J WIN-AFEU13N3F63 . Protected Medium risk Enabled Enabled Up to date
[J WIN-PMKONO3CESV . Protected Medium risk Enabled Enabled Up to date

1 device selected

‘ 2) Change subscription || Network isolation

84

Software updates
Important updates installed
Important updates installed
Important updates installed

Not installed
Important updates installed
Critical security updates missing

Critical security updates missing

from the operations pane (). Finally, you

Assigned profile
F-Secure Office (open)
nagasawa_TEST
F-Secure Office (open)
F-Secure Office for Mac (open)
Ochiai-RT5-Off
nagasawa_TEST2

nagasawa_TEST2

Operations

0 Parallels_WIN10
0

0 Parallels_WIN10
0

0

0 Element

1 Elements2

(3)

1 device selected

Input new subscription key for the computer(s)

_ Change
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Operations
Network Isolation

If there is a need to isolate computers from the network
(because of an infection, data breach, etc.), you can do so
on the Devices page by following these steps:

1. First, start by selecting the device(s) you wish to
isolate ().

2. From the operations pane, click (1)

().
3. From the pop-up list (), select

To release a device network isolation, perform steps 12,
then click

85

] vice name . Qverall protection Rapid Detection and Response = Malware protection
[J DESKTOP-CINH5Q @ ofiline @ wisiting for connection Enabled
) DESKTOP-MTHNIV) @ ciitical @ Severe risk Enabled
& DESKTOP-OARTKQO @ ofiline @ waiting for connection Enabled
) knagasawano Mac . Protacted Inactive Enabled
[ NOVEMBER-WINDOW @ oifline @ severe risk Enabled
O WIN-AFEU13N3F @ Protected Medium risk Enabled
[ WIN-PMKONO3CBSY @ Frotected Medium risk Enabled

1 device selected

Send full status update ‘ | Scan N4 ‘ ‘

] 2 i Network isolation ~ H

Change subscription

(3) Isolate from network

Release from network isclation

Firewall Automatic updates

Enabled Up to date Important updates insf
Enabled Very old Important updates insi
Enabled Up to date Important updates insi
Apple Up to date Not installed

Enabled Up to date Important updates insf
Enabled Up to date Critical security updates |
Enabled Up to date Critical security updates |

Install software updates

Request diagnostic file

Metwork isolation
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Viewing Detalls

A To view the details of a specific device, click its name (1)
on the Device page.

A In the specific device view (2), you can see additional details.
Click the tabs for more information. The familiar Operations
pane at the bottom of the screen contains helpful actions.

(]_) 7 devices [«

Computers (7) Mobile devices Legacy mobile ¢

DESKTOP-MTHNIV) e
(2)

Jun 30, 2021 7:31:44 AM | Jun 30, 2021 7:31:33 AM Jun 28, 2021 6:35:53 PM | DESKTOP-MTHNIVI\USER |

B Device name T .. | Overall protection

() DeskTOP-CoNHsQI B @ Offfine

Protection status Operations Connected devices (54) Applications (0)  Security Events  Scan report

Network connectivity is enabled

~ 0 Subscription Walid

hd Computer Protection Critical

Up to date
~

Firewall Enabled

nagasawa_TEST ~ 0 Malware protection Enabled

atus update Install software updates

RDR Request diagnostic file

T
86

Computer Protection Prenmium 2 |

DESKTOP-MTHNIV)  EX (@ Critical
(0 pesktor-0ArR7TkQO B @ Offiine

() knagasawanoMac . Protected

‘ ‘ Assign v ‘ ‘ Remove Device v
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Mobile Device
Operations

A To perform an operation to one or more mobile devices:

A Select the device(s).
A Select the operation you want to perform and follow the instructions.

R FSECURE ELEMENTS JP SMB Partners
% SECURITY CENTER

« Devices |«
A Home

Computers  Mobile devices  Legacy mobile devices ~ Connectors  Unprotected devices PILOT
¥ oo ~

Select field v | Equats v | Select value Apply Clear all filters
Dashboard

(:I ) DEnee 1-30f3 =
oftware updates wice name ‘ompany name e " Status updated
rotection ate

() 1ad7468c-5315-4a89-5790-f548edb0dif21  JP SMB Partners Not connected May 17. 2021
St () 9efaS0ac-0d48-4d4a-adb6-5b1cO62d631d  JP SME Partners Not connected May 17, 2021
Profiles Nagasawa, iphone12 JP SMB Partners Activated May 18,2021  Jun 3,2021, 6:29:41 AM  On Enabled Enabled Disabled nagasawa_TEST Update in progress
Downloads
Support )

1 device selected

Account:

A Please note that antitheft mobile device management functionalities are now done via 3rd party MDM platforms.

W/ TH
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Profile editor

Elements ESC portal




Profile

A In the Elements Security Center (ESC), you can edit the endpoint security settings in the profile manager by selecting
from the navigation pane.

A You can create profiles with specific security settings and assign them to devices based on need.

A Profiles are divided into several groups:

89

(3),

(4),

(1),
(5), and (6).

-
Computer Protection for Windows

Profile name

F-Secure Laptop (locked)

F-Secure Laptop (open)

F-Secure Office (locked)

F-Secure Office (open)

FIDEXI

2.

Computer Protection for Mac

~ | Status

3.

Linux Protection

4,

Default profiles I Q, Search profiles

5. 6.

Elements Connector  Mobile Protection  Server Protection ‘ Show all profiles v ‘

Label

Description

Laptop locked for connecting to networks outside office premises. End users are not allowed to change security
settings. The Mobile setting is for laptops that access the Internet from unsafe locations for example from
conferences or from home and that are not protected by the corporate firewall.

Laptop open for connecting to networks outside office premises. End users are allowed to change security settings.
The Mobile setting is for laptops that access the Internet from unsafe locations for example from conferences or
from home and that are not protected by the corporate firewall.

Office locked for accessing the Internet from a fixed location such as office premises. End users are not allowed to
change security settings.

Office open for accessing the Internet from a fixed location such as office premises. End users are allowed to change
security settings.

Owner

Systen|

Systen|

Systen

Systen

Data
Fellow|
Securi

(2),
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Profile

A The default proflle |S the proflle that ic airitnmatirallhrs accinnad tn noawr A~rnmMmniitare whan thowv ara ernlod to the ESC

Profiles
ﬁ

For Windows computers  For Windows server Formac  ForLinux  For Mobile  For Connector  Profile assignment rules

A You Can Set the default Profile assignment rules
Custom and default rules are automatically applied when a new device in installed.

p r0f| IeS by Se I eCtI n g Turn on the toggle to evaluate rules whenever device data changes.

Outbreak rules do not apply to new installations. These rules are only evaluated for existing devices.
The outbreak rules are always at the top of the table.

fr0| I l th e to p Of th e Profile assignment rules are executed in the arder they are placed (until first matching rule). default rules are executed if there is no matching rule.

Drag and drop the row with rule to change position.

age.
bag

[ Change tracking: Continucusly evaluzate rules for the devices, and change the profile and label assignments for each device when changes in the Active Directory Organizational Unit, IP, reverse DNS, or WINS name are detected or when there are new open EDR or on public internst
=" incidents on the device.
This toggle must be turned on for the outbreak rules to be active,
Order Condition Client type Assign profile Add labels Description Actions
A Default rules @
1 any @ Windows workstations WithSecure™ Office (open) : e
2 any @ Windows servers WithSecure™ Server b
3 any @ Linux WithSecura™ for Linux b
A 4 any @ Mac computers WithSecure™ Office for Mac (open) b
O n th e Defau It 5 any @ Maobile devices WithSecure™ mobile (open) -
P rofl IeS pag e y yO u 6 any @ Connectors WithSecure™ nts Connector wee

can set the default 5
profile for WithO N | LJERPds@ftware by clicking :

01 W/ TH
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A Back under the general

Profiles

view, choose from the

, or tabs’, found below the page title.

A Note: There is no inheritance in Computer or Server Protection profilesy instead, all profiles are on the same level.

93

rofes

Computer Protection for Windows

Profile name

F-Secure Laptop (locked)

F-Secure Laptop (open)

F-Secure Office (locked)

Computer Protection for Mac

~ | status

Linux Protection

Elements Connector  Mobile Protection  Server Protection

Label

Default profiles [ Q, search profiles

‘ Show all profiles

Assigned

Actions
computers

Description Owner

Laptop locked for connecting to networks outside office premises. End users are not allowed to change security
settings. The Mobile setting is for laptops that accass the Internet from unsafe locations for example from System 0
conferences or from home and that are not protected by the corporate firewall.

Laptop open for connecting to networks cutside office premises, End users are allowed to change security settings.
The Maobile setting is for laptops that access the Internet from unsafe locations for example from conferences or System 0
from home and that are not protected by the corporate firewall,

Office locked for accessing the Internet from a fixed location such as office premises. End users are not allowed to

Syst 0
change security settings. ystem

W/ TH

secure



Creating, Editing, Cloning, And Deleting
A To create a new profile, click the > Profiles

button next to the page title.
A To delete a profile, click the ™ next to it, then select

Assigned
! computers |

A To edit a profile, click on its name in the profiles list.

Actions

A You cannot edit or delete profiles marked as
: . . . FCore Ltd 1
You can clone a readonly profile and edit the duplicate.
Click ’ ESolution Clone profile
the - and select : viders Lt
_ K Delets profile
A You can copy a profile to your and Core Lt _ |
Vice versa. Copy profile to Server Protection
Copy profile to another account

A 1f you are on the Solution Provider or Service Partner
level, you can copy profiles to the company accounts
that you manage.

W/ TH
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Profile Settings

A In the profile editing window, you can change security settings for the EPP clients.

&

A Click the lock icon (1) to allow or prevent any user changes to the setting from local user interface

A If user changes are allowed, the users can freely change the setting regardless of how it is used in the profile.

A Permanently locked items are shown but not available to edit in local user interface

Profile for Computer Protection rcsoned computera 0
Data Fellows Securily Last edited: 5/4/21 11:43 AM
rofile 05390
fill m Descri| ption
Label -
Gemera\ setti ngs This tab cantains settings that are shared by all security features in Computer Protection

Early access to client software (3)

Show user interface to clients (%) o

ing
v Automatic updates (3)
wall
R T Manusally defined proxy address () ‘ ‘
Use HTTP proxy (3) ‘ From users browser settings ~ ‘

Use HTTPS to download updates (3)

—~
[EN
< (68
(0]

e
@

=
g
E
3
-3
g
2
g
Q
®

— W/ TH
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Saving and Publishing

A Atfter creating a profile or making changes

to a profile, remember to click on the
bottom of the screen to save the changes. \

AedUmKaLIM| §OMml t @989 NMIl 8MULIL 2zt gt Il ¢ 2t ==~ o v ~ac 97 |1 ¢ Uz Ny
profiles simultaneously. In this case, click —> | Save and Publish to multiple profiles

. Then, choose all the profiles
you want include the changes in.

A ® 9 L | <on thedp fight corner to cancel /

any changes.

W/ TH
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Outbreak

A WithSecure EPP profile selection can be made
automatically depending on

for a single device.
You can create a rule that automatically changes the
profile.
Once the dynamic score is returned to trusted levels
the

97

Add rule

© EDR incident rules will be applied to existing devices
when there are any open EDR incidents at or above the
specified risk level.

Condition®

‘ Open EDR incidents ' ‘
Value* ()

‘ Severe v ‘
Client type®

‘ Windows workstations v ‘
Assign profile®

‘ trening v ‘
Add labels

| v
Description

Cance' m
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OUth’eak Under Profile assignment

/ rules create a new rule

Profiles .
Add rule
For Windows computers  For Windows server Formac  ForlLinux  For Mobile  For Connector  Profile assignment rules
incident rules will be applied to existing devices
O tDRincid | ill b li devi
. : _ _ when there are any open EDR incidents at or above the
o This is the new "Profile assignment rules” feature replacing "Default profiles”. specified risk level
We're eager to get your feedback! P e
Condition*
Open EDR incidents W ‘
For Outbreak Control to
f . . s, Value* (i)
J‘ pnly evaluated for existing devices. ‘ Severe v ‘
wimmen| S€leCt the dynamic Client typer
Drag and drop theggfw with rule to change position. Cond itio nS to aSSig n the Windows workstations v ‘
outbreak profile
hange tracking: Continuously evaluate rules for the devices, and change the prof Jtional Unit, IP, reverse DNS, or WINS ‘ trening W ‘
— cidents on the device. L J
his toggle must be turned on for the outbreak rules to be active.
Add labels
Order Condition Client type Assign profile Add labels
| v
.S Default rules @
1 | any Windows workstations WithSecure™ Office (open) Description
2 any Windows servers WithSecure™ Server
3 any Linux WithSecure™ for Linux
4 any Mac computers WithSecure™ Office for Mac (open) P
5 any Mabile devices WithSecure™ mabile (open)
6  any Connectors WithSecure™ Elements Connector
98 4 l
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General Settings

Profile for Computer Protection | On some settings, you can click

Data Fellows Security

General settings

|-time scanning

Browsing protechQn

Firewall

Software updater

Device control

Automated tasks

Network location
settings

PREMIUM

DataGuard

103

Early access to client software (3)

Show user interface to clients @

utomatic updates (7)

? to access further information

Juters: 0
/21 1:31 PM
£l=ly]

This tab contains settings th

® chared by all security features in Computer Protection.

To enable a setting, click on the
button. When green, the setting is
enabled. When grey, it is disabled.

Hide proxy configuration (7)

F-Secure Endpaint Proxy (7)

Changed settings and their page tabs
are highlighted for easy review before
publishing.

=)

‘ From users browser settings v ‘

©@ @ @ ©

)
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Real -time Scanning

104

Profile for Computer Protection TaEm

Data Fellows Security

Real-time scanning

General settings

Real-time scanning

Manual scanning

Real-time scanning (2)

Browsing protection Antimalware Scan Interface (AMSI) @

Firewall ~ File scanning (7)

Real-time scanning should always be
enabled, and the setting should be locked
R Decide action on infection automatical tO prevent user Changes.

Software updater .
Files to scan (3)

Network location Action on infection @

settings
Action on riskware (Z)
R ]
ERERIOM Action on spyware @
DataGuard

Protect Hosts File (3)
Application control
Scan network drives (3)

Scan network drives mode (2)

Exclude files with the following extensions ()

Only files with specific extensions

v |

‘ Block v |
‘ Quarantine v |
Scan on execute v |

@ > B D E > m

(S ]
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Real -time Scanning Continued

I e © By default, Scan network drives is enabled. 7 © .
I For e s ) This setting also enables the scanning of / on execute -
I Exclude files with the following extensions (7) attaChed USB Storage' Scannlng IS only E
done when accessing files from network , ,

I BT @ drives or USB storage. | -
I Use F-Secure Security Cloud () O 8
v Excluded objects () ﬁ
‘ 5

v Bxcluded processes () You can exclude specific objects and

processes from real-time scanning.
- Click the ? For further information.

Exclude all riskware (3) E
Exclude all spyware (%) E|
w Excluded riskware/spyware @ E|
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Real -time Scanning:
Deepguard

~ DeepGuard (%)

This setting turns on DeepGuard protection. We strongly recommend that you keep DeepGuard turned on, because it provides critical protection, for example against ransgmware.

When DeepGuard is ON/OFF, the following protections are ON/OFF:
OM/OFF - DeepGuard

OM/OFF - Exploit Pratection

OM/OFF - Ransomware Protection

OM/OFF - Heuristic Analysis

ON/OFF - Behavior Monitoring DeepGuard should always be enabled,
and the setting should belocked to
prevent user changes.

Block rare and suspicious files (7)

~ DeepGuard protection rules (7)

Add rule
Enabled Application SHA-1 Motes Trusted E
106 W/ TH
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Manual Scanning

Profile for Computer Protection orofie 1D 27867

Data Fellows Security

®

Manual scanning You can define extensions to
Real-time scanning Ask users to scan USB storage devices @ be inCIUded in (Or eXCIUded

0 from) manual scanning.

Browsing protection

O

Files with known extensions v |

Included extensions (2)

Firewall

Software updater Scan inside compressed files (ZIP, RAR....) @

| Ask afN v |

Device control . . .
Action on infection (3)

Automated tasks

Exclude files with the following extensions

In an environment with limited
Excluded extensions (3) o -
resources, you can lower the priority

DRENINY Scanning priority (3) Of Scannlng \" Normal priority - |

DataGuard i
v Excluded ohjects (3)

Application control

B> B B B B B B B B B

You can add scheduled scans on a
weekly or monthly basis.

v Scheduled scanning (7)

™ Scan frequency @ Wweekly v

107 W/ TH
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Browsing Protection

Profile for Computer Protection

Data Fellows Security

Assigned computers: 0
Last edited: 8/6/21 4:22 PM

Profile 1D: 6826819 :

Profile name F-Secure Default Demo Description

Browsing Protection checks site
reputations from the WithSecure
Security Cloud. It should be turned
on and set to block access to
malicious sites.

Label Generic

Browsing protection

General settings

Real-time scanning Reputation-based browsing (3)

'8

Manual scanning

Browsing protection

Firewall

Allow user to continue to blocked pages (%)

©

Do not allow users to »
continue to blocked pages.

Enforce SafeSearch mode @

©

Software updater v Reputation-based browsing (7)

Device contral Block access when web site is rated harmful (3)

Automated tasks
Block access when web site is rated as suspicious (3)

Metwork location

eEtlings Block access when web site is rated as prohibited (3)

JEEE

Show link reputations on search results (2)
PREMIUM

2

/I T H

secure

108



Browsing Protection:
Web Content Control

A Web Content Control, located in the Browsing Protection tab, allows administrators to block end users from entering
sites. Choose what to restrict from 28 different categories (such as aadult, drugs, or spam).

A Web Content Control isdisabled by default.

v Web content control (%)

Disallowed

After enabling Web Content Control, you can
enable specific categories to block end user
access.

Adult

Entertainment

Gambling

Alcohol and tobacco Games

109

Disallowed Category

- Social networking

Software download
Spam

Streaming media

W/ TH
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Browsing Protection:
Content Type Filtering

A Content Type Filtering, located in the Browsing Protection tab, allows you to block web content based on its application

or extension type (e.g., flash, Java, .EXE) from unknown or dangerous sites.

3 Content Type filtering (%)

Content Type Filename/Extension

application/*java-*

application/*olecbject

application/*shockwave-flash

*.SWF *.JAR *.EXE *.DLL *.OCX *.XAP *.PDF *.DOC *.XLS *.PPT

Description

After enabling the feature, you
can select which content
types will be blocked.

Block content by filepaffie extension

Ble#X Java content

Block all OLE files like Word, Excel, PowerPoint

Block Adobe Acrobat content

Block Adobe Flash content

110
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Browsing Protection:
Trusted / Blocked Sites

W Sites

Allowed sites (%)

Add site

You can easily add bothAllowed and Denied sites to
your Browsing Protection settings, allowing users to
access sites defined as safe or preventing them from
accessing sites that are otherwise deemed harmful.

Denied sites (%)

Add site

Address

111
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Browsing Protection:
Connection Control

A Connection Control, located in the Browsing Protection tab, is an added security layer to prevent bankingrojans and
Ot NUmMbgz AQUNMSUBDLbMENDtE t ODOSMLIENUEdMENDEt It ANt DOSDUbgllt OO

A Browsing Protection is automatically enabled on known banking sites.

~ Connection control (%) O

Do not interrupt active internet connections ()

You can easily add new (https) sites that
will activate Connection Control by O

Clear clipboard when done (3)

clicking Add site.
Block command-line and scriptin

Add site
Enabled Address ves E|

112
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Firewall

General settings F | rewa “ Settings for Windows Firewall. When Windows Firewall is on, the system will use Windows Firewall user rules. F-Secure Firewall Profiles provide an additional security layer on top of Windows
Firewall user rules.

Real-time scanning

e v eneniseting: 0 | El@ments Endpoint Protection uses the Windows
' © r=nned Firéwalland strengthens those settings with ~
srowsing protection el O N LIfiraindflE profile rules. Use Windows Firewall
& ] and Apply WithSecure firewall profiles should always
TR s e | be turned on and preferably locked.

Device contral

Automated tasks Apply F-Secure firewall profiles (7)

Network location

Use Windows Firewall
settings @

MNormal Workstation ~ ﬁ

If you want to edit aWithSecure
firewall profile, use this menu to /
select the profile or add a new one
with the links below.

PREMIUM

DataGuard

Application controll

Here you can select which
WithSecure firewall profile X

e e oy L e R S S to use
Block rules override allow rulef!

Select profile to edit

Mormal Workstation v

Add a new profile  Delete profile  Rename profile
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Firewall Rules

~ Firewall rules for F-Secure profile: Normal Workstation (7)
Firewall rules table dd f ” I h
You can edit the firewall rules here. Additional rules can be added on top of F-Secure profile rules. You can a new firewall rulies to t S
Black rules override allow rules. The order of the rules has no effect. flrewa” prOfI Ie by CIICkIng Add RUIe X
| o These rules are always added on top of
You can turn on sending of alerts for block rules to see in Security Events wh oD
existing rules.
Add rule Show inactive rules
MName and description A_Ctlor_] and Attributes
direction
ON Allow Protocol: TCP
Cut X
ON Allow Protocol: upp
: out X
You can click on
OM a rUIe to edlt It Allow Protocol: ICMP
Cut ICMP types and codes: X
ON Allow Protocol: ICMP
In ICMP types and codes: X
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Firewall Rules Continued

A As specified under the Firewall rules table, the order the rules are in does not have any effect. Also, note that Block
rules always override Allow rules.

A For Block rules, you can see what was blocked by turning on alerts when you set the rule (or later edit the rule and turn
on alerts). Then, from the Security events tab in the Elements Security Center (ESC), you can view the specifics.

~ Firewall rules for F-Secure profile: Network isolation (7)

Firewall rules table
You can edit the firewall rules here. Additional rules can be added on top of F-Secure profile rules.

Block rules override zllow rules. The order of the rules has no effect.

You can turn on sending of alerts for block rules to see in Security Events what is blocked by these rules.

Add rule

Action and
direction

Name and description

Allowed Domains (2) ‘

W/ TH
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Software

Updater

General settings
Real-time scanning
Manual scanning
Browsing protection
Firewall

Device control
Automnated tasks

MNetwork location
settings

PREMIUM

DataGuard

Application control

Software updater
Software updater (%)
Local user interface (%)

Scan automatically for missing upd

Scanning priority ()

v Automatic installations (7)

Add rule

Active Rule

Active Rule

As a significant amount of malware
exploits software vulnerabilities present in
outdated software, Software Updater is
another crucial component to your

ollelle

security. For that reason, it should always Nomal
be enabled.

Attention: We have moved the automatic installation settings. You can now find them under Automated tasks.

~ Include software in automatic installation (7)

You can exclude specific software

N from being updated by clicking Add
v Excludes"W rUIe.

B B B B
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Software Updater Continued

A Automatic installations have been moved and can now be found under theAutomated tasks | § L NfJ§ & MEt ©AED ML
look at how to set up automatic installations after Device control.

General settings Scanning pricrity (%) Maormal

Real-time scanning
“ Automatic installations (%)

Manual scanning

) ) . Attention: We have moved the automatic installation settings. You can now find them under Automated tasks.
Browsing protection

Firewall

Software updater

et oot For admins already familiar with profile
settings in the ESC portal, a note has
replaced the automatic installation functions
e e . — . in the Software Updater tab, which includes
Find automatic installation here. a link that will redirect you to the correct tab.

Automated tasks

117 W/ TH

secure



Device Control

Device control

General settings

Real-time scanning

Manual scanning

Browsing protection

Firewall

Software updater

Automated tasks

MNetwork location
settings

PREMIUM

DataGuard

Application control

Device control

Device control (%)
v Removable mass storage devices (7)
Allow write access (3)

Allow executables to run ()

Hardware ID

In the Device Control tab, you can set restrictions on how users can access USE devices such as mass storage devices, USB cameras, and printers. You can deny writing access to any USB
storage device, prevent executables running from them, or set restrictions based on device group.

Enabling Device Control allows you to set
restrictions on the use of USB devices, /

such as mass storage devices, web
cameras, and the like.

~ Exclusions for removable mass storage devices (%) \

Restrict end users from writing on USB
mass storage devices or executing
applications from them (including autorun

v Device filtering rules @“"

HTREE\ROOT\O
ROOT\LEGACY_*
SWD\PRINTENUM\*

STORAGE\WWOLUMESNAPSHOT\®

applications) through these settings.

You can exclude the devices you 3 ‘
t 90dIl MAGOI Ml Mg UPZz KMt N
rules to. Click the? For further

—ROHatHoR
1JllI.
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Device Control
Access Rules

119

v Deviceaccessrules (7)

Add rule <=

Device name

Hardware 1D

‘ USE Mass Storage Devices

‘ USBSTORYGenDisk

‘ Wireless devices

‘ USB\

‘ DVD,/CD-ROM drives

‘ Windows CE ActiveSync devices

Access to Send alert Comment
device
‘ Allow v o | |
You can set up new rules for USB devices by |

'\ clicking Add rule. Please see the Elements | |
Admin Guide (withsecure.com/userguides/) |
@ for further information.

‘ Floppy drives

‘ ‘ {4d36e980-2325-11ce-bfc1-08002be10318}

‘ Modems

‘ ‘ {4d36e96d-e325-11ce-bfc1-08002be 10318}

‘ COM & LPT ports

‘ ‘ {4d36e978-e325-11ce-bfc1-08002be10318}

6606006000

‘ Printers

‘ ‘ {4d36e5879-e325-11ce-bfc1-08002be10318}

‘ Allow v

‘ Allow v
‘ Allow v
‘ Allow v

ollelele

W/ TH

secure



Automated Tasks

A Once you enable Automated tasks, Add task becomes visible. Click it to add a new automated task to the list. Activate
or deactivate your tasks as needed.

After enabling the feature, you can select
what updates are automatically installed.

Specify the frequency here.
Use Cron formatting for the
scheduling.
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