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WithSecure˷ - prej F-Secure Business

WithSecure˷Elements EPP - osnove

WithSecure˷Elements EDR

WithSecure˷Elements Vulnerability
Manager

WithSecure˷Elements CP for M365

WithSecure˷Elements novosti



09.00 ʏ10.30ʏUvod v trening ter WithSecure Elements EPP

10.30 ʏ10.45ʏkratka pavza

10.45 ʏ12.30ʏWithSecure Elements EPP in EDR

12.30 ʏ13.30 ʏKOSILO

13.30 ʏ14.30ʏWithSecure Elements VM in CP for M365

14.30 ʏ14.45ʏkratka pavza

14.45 ʏ16.00ʏWithSecure Elevate, Co-Monitoring, CSPM

16.00 ʏ ʏQ&A

Okvirne ure



F-Secure Business 
je zdaj WithSecure
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And complex as ever.

­ŜʩǁƏłğǨʠƸʩǢƏƲŻŜƏƲļŇʩ
is now remote. 

(Ponemon 2020)

58% 30% 94% 76%

Of businesses ramped 
up their tech spend due 

to COVID-19. 
(Forrester 2020)

Of companies plan 
long-term IT changes.

(SWZD 2020)

Of organizations have 
their IT environment at 

least somewhat 
in the cloud. 

(IDG 2020)



We are the largest European single source of cyber security services and detection and response 
solutions for companies, and the leading provider of consumer security software through telecoms 
operators.

WithSecure ôa front runner in cyber 
security

Key figures

170
MEUR revenue

18
MEUR Adjusted 

EBITDA

1600
employees

25
locations

Security 
technology

Cyber security 
experts
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FINLAND

BELGIUM

DENMARK

SPAIN ITALY

NORWAY

POLAND

UNITED KINGDOM

INDIA

JAPAN

MALAYSIA

UNITED STATES

BRAZIL

FRANCE

NETHERLANDS GERMANY

SWEDEN

SOUTH AFRICA

SINGAPORE

AUSTRALIA

HONG KONG

Protecting businesses in 
100+ countries out of 30+ offices



We offer enterprise -grade
cyber security to businesses - and consumers
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We sell our solutions through
a global network of channel partners

We are targeting the corporate
mid-market and local enterprises

OPERATORS
200+ globally

IT 
RESELLERS

6000+

100,000+ 
companies

Tens of millions 
of consumers
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2006 ʏDeepGuard 1.0

The first version of DeepGuard is 
introduced as a response to the 
accelerating rate of new malware.

2008 ʏDeepGuard 2.0

DeepGuard starts utilizing the 
F-Secure Cloud for file 
reputation data.

2010 ʏDeepGuard 3.0

Expanded use of metadata. 
DeepGuard now uses 
prevalence data.

2011 ʏDeepGuard 4.0

Expanded focus on prevalence. Even 
faster and more accurate response to 
quickly evolving threat scenarios.

2013 ʏDeepGuard 5.0

DeepGuard now prevents exploits in 
commonly targeted applications.

2017 ʏDeepGuard 6.0

On-the-fly behavioral analysis is 
performed more accurately and with 
lower system impact.

2019 ʏSecurity Cloud

DeepGuard connected to 
F-Secure Security Cloud for new 
cloud-based analysis modes.



WithSecure EPP 
agents

Elements EPP and Business Suite agents/clients
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Elements EPP overview

Business Suite overview

Elements EPP User Interface

Using the ESC

Managing Agent Settings

Troubleshooting

WithSecure EPP



ÅWithSecure Elements is 
the #1 cloud native 
platform built for the 
entire business security 
value chain ʏall with a 
smooth and seamless 
service experience.

ÅWithSecure Elements is 
a combination of 
products, services, and 
business models. 

What does Elements consist of ?



Elements Security center
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Cloud-based, no need to buy or 
maintain management server

Deploy, manage and monitor security across the whole 
environment

Everything is done from one web portal, accessible 
anywhere, on any device 24/7

ESC PORTAL

New portal for seamlessly managing all 
WithSecure Elements solutions



The ESC portal

MANAGEMENT 
HIERARCHY

CENTRAL 
DEPLOYMENT

SECURITY
MONITORING

GRAPHICAL
REPORTING

PATCH 
MANAGEMENT

INCIDENT
MANAGEMENT

MANAGEMENT 
API

AUTOMATIC 
SECURITY 
UPDATES

MANAGED
FIREWALL



Windows PCs and MACs

ÅElements EPP for Computers

ÅWindows

ÅMac

Mobile Devices

ÅElements Mobile Protection 

Å iOS 

ÅAndroid

Servers

ÅElements EPP for Servers

ÅWindows

ÅLinux

ÅTerminal

ÅCitrix

Elements EPP clients



Elements EPP for Computers

DEVICE 
CONTROL

ADVANCED WEB 
PROTECTION

APPLICATION 
CONTROL*

MULTI-ENGINE 
ANTI-MALWARE

PATCH 
MANAGEMENT

MANAGED
FIREWALL

DATAGUARD*DEEPGUARD

THREAT 
INTELLIGENCE

* = PREMIUM FEATURE



ÅSoftware Updater reduces threats by keeping OS and 
3rd party software up to date

ÅWindows Firewall with WithSecure profiles monitors 
and controls network traffic based on set rules

ÅWeb Content Control restricts sites based on their 
category

ÅBrowsing Protection blocks malicious URLs based on 
reputation

ÅConnection Control secures connections to online 
banking sites

ÅWeb Traffic Protection scans and blocks suspicious 
web activity and filters active content based on type

Elements EPP for Computers - PC
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SOFTWARE UPDATER

BROWSING PROTECTION

WEB TRAFFIC PROTECTION

MALWARE 
SCANNING

WINDOWS FIREWALL

WITHSECURE PROFILES

CONNECTION CONTROL

WEB CONTENT CONTROL

CONTENT 
FILTERING



ÅCloud Scanning checks file reputations from the 
security cloud

ÅSignature Scanning analyzes files against malware 
definitions

ÅDevice Control allows admins to control how USB 
devices and mass storages can be used on the end 
computer

ÅPremium only: DataGuard provides additional 
ransomware protection by providing access control to 
data folders

ÅPremium only: Application Control strengthens 
protection through restrictions on which applications 
are allowed to run

ÅAŇŇƯ\ǇğƲłʠƸsophisticated technology uses heuristic, 
behavior, and reputation analysis

ÅRollback feature to further enhance ransomware
protection capability

Elements EPP for Computers - PC
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ÅFirewall controls OSX firewall

ÅBrowsing Protection blocks malicious URLs to protect 
users from malware 

ÅBanking Protection secures connections to online 
banking sites

ÅCloud Scanning checks file reputations from the 
security cloud

ÅSignature Scanning analyzes files against malware 
definitions

ÅXFENCE restricts malware, unknown applications and 
system processes access to files without permission.

Elements EPP for Computers - Mac
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Elements for Servers

APPLICATION 
CONTROL*

MULTI-ENGINE 
ANTI-MALWARE

CENTRALLY
MANAGED
FIREWALL

DATAGUARD*DEEPGUARD 6

THREAT 
INTELLIGENCE

* = PREMIUM FEATURE

DEVICE 
CONTROL

PATCH 
MANAGEMENT

ADVANCED WEB 
PROTECTION



Elements for Mobile

MDM SUPPORT
TRACKING 

PROTECTION

MOBILE 
VPN

APPLICATION 
PROTECTION

BROWSING 
PROTECTION

SECURITY 
CLOUD



Elements EPP API

Can be integrated into any 3rd party SIEM, 
RMM or other management or auditing tool 
via Rest-based API.

{API}

Enables Automation

All Data & Actions

Custom Reporting

Custom Workflows

Rest-Based



Solution packages
EPP EPP PremiumFeatures

Central deployment with silent updates X X

Multi-engine anti-malware X X

Heuristic & behavioural analysis with DeepGuard X X

Integrated Patch Management X X

SIEM/RMM support X X

Device Control X X

Centrally managed firewall X X

Application Control X

Ransomware protection with DataGuard X

NOTE: Features may differ with operating systems



WithSecure Business Suite

8080

8081

443** / 80

80 / 443*

http / https*

https

https

MANAGED 
HOSTS

Communication paths:
PMSʏPolicy Manager Console
PMSʏWeb Reporting
PMSʏManaged Hosts
AUSʏSecurity Cloud

Policy Manager Server
Windows / Linux

WithSecure Policy 
Manager Console

WithSecure Policy 
Manager Web Reporting

WithSecure Security Cloud
fsdbupdate.f-secure.com
orsp.f-secure.com
corp-reg.f-secure.com*

https / http

Security Cloud
URL-ji se 

spremenijo na v16



Business
Suite

Standard POLICY MANAGER

WINDOWS SERVERS
Server Security 

WORKSTATIONS
Client Security

EXCHANGE
Email and Server 

Security

WEB TRAFFIC
Internet Gatekeeper

SHAREPOINT
Email and Server 
Security Premium

CITRIX AND TERMINAL 
SERVERS

Email and Server 
Security 

LINUX
Linux

Security

EMC STORAGE
Email and Server
Security Premium

VIRTUAL SECURITY
Scanning and Reputation 

Server



Business
Suite

Premium POLICY MANAGER

WORKSTATIONS
Client Security 

Premium

WEB TRAFFIC
Internet Gatekeeper

SHAREPOINT
Email and Server 
Security Premium

CITRIX AND TERMINAL 
SERVERS

Email and Server 
Security Premium

LINUX
Linux

Security

EMC STORAGE
Email and Server
Security Premium

VIRTUAL SECURITY
Scanning and Reputation 

Server

WINDOWS SERVERS
Server Security 

Premium

EXCHANGE
Email and Server 
Security Premium



Elements Security
Center Usage



ÅStart by logging into the ESC Portal at 
https://elements.withsecure.com/

Å If you do not have login credentials, please 
approach your ordering contact about portal 
access

ÅThe Forgot your password link will help you reset your 
password

Logging into the ESC portal

https://elements.withsecure.com/


When taking WithSecure Elements Endpoint Protection into use, the typical process includes five steps. They are:

1. Log in to your Elements Security Center account

2. Select the Elements solution you want to administrate (i.e. Endpoint Protection, Vulnerability Management, 

Detection & Response, or Microsoft 365)

3. fŜʩǨƏǇʠƲŇʩğʩÖƏžǇǁŧƏƆʩÍƲƏǡŧłŇƲʩʇSoP) or a Service Partner (SeP), select a company to administrate

4. Add devices (computers and mobiles) to the ESC

5. Create one or more profiles for the devices and assign them

Start Using Elements Workflow



Prijava v ESC training
portal
https://elements -stg.fsxt.net/

Dostopne podatke ste prejeli na email naslov, s katerim 
ste se prijavili na delavnico
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Prijava skozi login okno

ďğƅŇƆŸğǡğʩǱğľğƸƆŇŝğʩŝŇƸžğ

Preveritev dodeljenih licenc

Prijava v ESC training
portal



The ESC Home Page 
consists of a dashboard 
that provides a quick look 
at all the WithSecure 
Elements solutions and 
companies (if you are a 
partner) under your 
account. 

From here, you can 
navigate to the solutions to 
administrate them 
ŧƆłŧǡŧłǇğžžǨɴʩǢţŧļţʩǢŇʠžžʩ
cover later in this module.

The ESC Home



The Action bar at the top of the screen contains four notable functionalities: 

ÅThe Scope selector on the left (1)

Å Interactive guidance (2) 

ÅAccount settings (3)

The Action Bar

(1) (2) (3)



ÅFrom the Solution selector menu, you can easily switch between the 
different Elements solutions that your account is subscribed to.

ÅFor example, you can go from the Elements Vulnerability 
Management Dashboard to the Elements Endpoint Protection (EPP) 
Dashboard.

Selecting the Solution

Note: This menu will only display the Elements 
solutions your account is subscribed to.



By default, you are on the Partner level and viewing all the organizations 
you manage. To administrate a single company, follow these steps:

1. Click on the Scope selector (1) on the left side of the Action bar at 
the top of the screen. 

2. Click on the name of the company you want to administer (2) from 
the dropdown that opens. Or type the name into the Search field.

3. By selecting a company, you have switched to the Organization
view.

4. The current selection is displayed in the action bar with a dark blue 
background next to the Elements Security Center (ESC) home link. 

5. You can return to the Partner level view by repeating this process 
ğƆłʩƸŇžŇļǁŧƆŝʩǨƏǇƲʩļƏƅƯğƆǨʠƸʩƆğƅŇʩŜƲƏƅʩǁţŇʩǁƏƯʩƏŜʩǁţŇʩžŧƸǁɳ

Selecting the Scope

(1)

(2)



Á When you visit any of the Elements Product pages, a 
pop-up may launch to explain new portal features that 
have been added. This pop-up will only play once. To 
ǡŧŇǢʩŧǁʩğŝğŧƆʩžğǁŇƲɴʩƸŧƅƯžǨʩļžŧļŻʩǁţŇʩʝĀţğǁʠƸʩƆŇǢɺʞʩʇ1) 
link at the top of the Dashboard page.*

Á ʝĀţğǁʠƸʩƆŇǢɺʞʩŧƸʩğʩƯğƲǁʩƏŜʩŧƆǁŇƲğļǁŧǡŇʩŝǇŧłğƆļŇɴʩ
meaning you must enable 3rd party cookies in your 
browser or add https://elements.withsecure.com/ to 
ǨƏǇƲʩĻƲƏǢƸŇƲʠƸʩŇǧļŇƯǁŧƏƆƸʩŜƏƲʩŧǁʩǁƏʩǢƏƲŻɳ

j{t¨ù§New?

41

(1)

https://elements.withsecure.com/


ÅTo modify your account specific settings, click the user 
icon on the top right corner of the page (1).

ÅOn your account settings page, you can:
ÅTurn on 2-step verification (2).
ÅChange your password (3).
ÅSet your username, email, language, and

time zone (4).

ÅRemember to click Save to save your settings.

ÅNote that the user icon also contains the log 
out option (5).

The Account Settings

42

(1)

(5)

(2)
(3)

(4)



ÅThe Navigation pane on the left side contains the links 
you need to administrate your environment.

ÅThe pages accessible via the Navigation pane are 
solution specific. 

ÅFor example, if you are managing Elements Endpoint 
Protection, you will have a different selection of pages 
than when you are managing Elements Vulnerability 
Management. 

ESC Navigation



ÅClick Dashboard on the navigation pane (1) to view all 
devices linked to your account.

ÅAt the Solution Provider (SoP) or Service Partner (SeP) 
level, dashboard displays all the data from all
customers on Company level. 

ÅClick a company name to access the dashboard of 
that company.

ÅFrom there, you can click to view specific 
information of the selected company

Elements EPP Dashboard
SOP / SEO Level

44

(1)



ÅCheck Issues displayed on the dashboard on Solution Provider (SoP), Service Partner (SeP) or Company level.

ÅThese are prioritized by severity and give the option to access more detail on device level for each issue.

Elements EPP Dashboard
SOP / SEO Level

45



ÅClick Devices on the navigation pane (1) to view all 
devices linked to your account.

ÅAt the Solution Provider (SoP) or Service Partner (SeP) 
level, devices are grouped by company. 

ÅClick a company name to access the devices of 
that company.

ÅFrom there, you can click to view specific devices 
of the selected company, such as computers or 
mobile devicesɳʩĀŇʠžžʩžƏƏŻʩğǁʩţƏǢʩǁƏʩłƏʩǁţŧƸʩƆŇǧǁɳ

ÅList view (2) shows all devices.

Devices 
SOP / SEO Level

46

(1)

(2)



ÅTo view all devices under the company level, click Devices on the navigation pane (and if at the SoP/SeP level, click on 
a company name).

ÅFor example, to view mobile devices, you can click the Mobile devices tab.

Devices 
Company Level

47



Devices
Features And Operations

48

Select computers to 
perform operations

Displays the software on the computer; 
hover over the icon for further information

You can set labels by selecting 
computers and performing 
the Set Label operation

You can set filters to view 
specific computers, or search 
computers through keywords



Devices
Filtering Devices

49

View additional device information 
by selecting category 

Filter to view only
specific products



Devices
Filtering Devices 

50

Choose a category to filter the 
results by

Filter to view only
specific products



ÅYou can search for Devices on the Device page.

ÅType at least the first two letters of the search term into 
the search box on the upper left corner of the page.

ÅTo clear the search, click Clear search or X.

Search

51



If you click on the name of a specific device (e.g., DC ʏRDR below), you will be taken to the device view, which provides 
more in-depth information about that device.

ÅAt the bottom of the screen, the gray Operations pane (1) will contain additional actions you can take, such as 
Scan and Install software updates. 

Device View

52

See the tabs at the top for further 
information, like security events 
and monitored applications.

(1)



ÅThe Mobile Devices tab under the Devices page lists all mobile devices on the system. This includes all devices 
protected by Elements Mobile Protection.  Older devices can be found in a separate tab, Legacy Mobile Devices. 

ÅYou can view device specific information by clicking on the Device name.

ÅSelecting a device (1) will bring up the Operations Pane at the bottom of the screen with available actions (2ʈɳʩʩĀŇʠžžʩ
look more at these in later modules. 

Devices
Mobile Devices

53

Select device to 
perform operations

Click to view device
specific information

(1)

(2)



ÅClick Software Updates (1) on the navigation pane.

ÅUpdates are, by default, categorized by criticality. If you want to see the them categorized another way, simply click the 
up/down arrows next to the various categories (2) to change the sorting display. 

ÅChoose the updates you want to make (3) and, to from the gray Operations pane that appears at the bottom of the 
screen (4), select the devices you want to apply the update to.

Software Updater

54

(1)

(2)

(3)
(4)



(1)

(2)
ÅThe Reports tab on the Navigation pane (1) allows you 

to access protection status and infection information. 

ÅMuch of this data is visualized in different ways to 
clarify and provide context.

ÅTo view the infection report, click
on the Infections tab (2).

ÅClick the (ɷ) menu next to Reports to send reports or 
configure the schedule. 

Reports

55

(3)



ÅThe Infections tab on the Reports page provides you with infection-specific information, like what the infection is, the 
location of the infected object, and the actions taken to remediate it. 

ÅClick the (ɷ) menu next to Infections to Export CSV Reports or view and edit the alerting configuration (1).

ÅClick on the name of a computer to access device-specific information or on the name of the malware infection to get 
information on the malware strain.

Infections

56

(1)



ÅOn the Subscriptions page (1):

Å Order new subscriptions 

Å You can view your current, expiring, or 
expired subscriptions 

Å Change subscription plans

ÅOrder new subscriptions by clicking the (ɷ) 
menu next to the title and then selecting Order 
products (2).
-

Å If you do not see this option, you do not 
have ordering rights and must contact 
your sales contact to place a new order.

Å View your status from the side panel (3). 
Only Solution Providers have portal 
permissions to place orders.

Subscriptions

57

(1)

(2)

(3)



ÅÿŧŇǢʩğʩļƏƅƯğƆǨʠƸʩƸǇĻƸļƲŧƯǁŧƏƆƸʩĻǨʩļžŧļŻŧƆŝʩǁţŇʩ
ĻžǇŇʩğƲƲƏǢʩƆŇǧǁʩǁƏʩǁţŇʩļƏƅƯğƆǨʠƸʩƆğƅŇʩʇ1).

ÅThis opens a table with more information, as 
shown here. If you are on the company level, 
you will see this table from the start.

ÅSearch your subscriptions using the search 
bar at the top or switch to the list view to see 
the subscriptions you manage organized as 
a list (2).

ÅNext to show, click Valid subscriptions to 
switch to expiring or expired subscriptions 
(3).

ÅTo change the subscription, click the (ɷ) 
menu at the end of the row (5).

Subscriptions Continued

58

(2)

(3)
(1)

(4)

(5)

Note: For information on the devices, click the blue number in the 
usage column (4). This will take you to the devices view, as covered 
earlier in this module.



Subscriptions Organization Level

59



ÅClick Profiles on the navigation pane (1). 

ÅYou can select the Computer Protection for Windows, Computer Protection for Mac, Linux Protection, Mobile 
Protection, and Server Protection tabs under the page title (2) to view the profiles governing the different devices in 
your environment.

ÅSee the Profile Editor and Profile Settings modules later in this course for instructions on how to create, edit, and 
delete profiles.

Profiles

60

(1) (2)



ÅThe Downloads tab (1) contains all Elements 
software for all available operating systems.

ÅFrom here, you can download the chosen 
software to deliver it to your users. 

ÅThis will download the software locally. 

Å It is also possible to send an email with a 
download link to other users. The next 
module will cover how to do this.

Downloads

61

(1)



ÅTo add, delete, or edit ESC Portal users, click Account on the navigation pane (1). 

ÅTo add a user account, click the (ɷ) menu next to the Accounts page title (2) or a company (or SoP/SeP) name (3).

ÅYou can create as many administrator accounts as you need. It is also possible to create read-only accounts. 

ÅTo edit or delete a user account, click the (ɷ) menu in the same row as the account details (4). 

User Accounts

62

(2)

(3)

(4)

(1)



Security Events

Å If you need detailed information on all events registered by Elements Endpoint Protection 
(EPP) within a company, click Security Events on the navigation pane. 

ÅThis feature is currently in the pilot stage, but it still contains relevant and detailed information 
on all security events in the system.

ÅYou can shift through all security events, or use the filter to select a set of events 
for example, as shown below, you can filter based on Severity with the value Action needed: 

63



Security Events

64



Security posture (PILOT)

65



Agent Deployment

Elements EPP Agent



There are various methods for deploying Elements Endpoint Protection software. They are:

1. Email invitation ʏInvite users to deploy the software by email by using the Add Device function in the ESC 
Portal.

2. Download from the portal and deliver ʏYou can download the software from the Elements Security Center 
(ESC) Portal and deliver it to users along with a subscription key.

3. BatchʏDeliver with a software distribution solution.

4. Single installerʏMSI-based single installer for EPP for Computers and EPP for Servers.

These installation methods are also supported by our Elements Endpoint Detection & Response (EDR) solution.

Deployment Methods

69



1. In the ESC Portal, on the company level, select 
Devices on the navigation pane.

2. Click       next to the page title and select Add new 
device.

3. Select the required subscription from the list and 
click Next. 

4. Type in the email address of the recipient. If there are 
multiple addresses, either use a comma or 
semicolon between each address or hit enter and 
use a new line. Proceed by clicking Send.

5. The recipients should then proceed to install the 
software as demonstrated next.

Method #1
Email Invitation

70

(1)

(2)



1. The user will receive an email invitation like the one 
shown here.

2. The email contains a subscription key and a link to 
the Elements solution installation package, such as 
EPP for Computers in this case. 

3. The user will need to click on the link to download the 
software. From there, follow the instructions of the 
installation wizard. Note: A restart may be required.

4. The computer will then be automatically connected 
to the correct ESC account. 

Installation Via 
Email Invitation

71



If you want to deliver the software directly, all software  
packages can be downloaded from the ESC Portal for 
local installation.

1. Click Downloads on the navigation pane.

2. When downloading EPP for Computers (Computer 
Protection): select Windows (EXE/MSI) or Mac 
(MPKG). Click the blue button to install. 

3. When downloading EPP for Servers (Server 
Protection): Click Windows (EXE/MSI) or Linux 
(DEB/RPM/Generic). Click the blue button to install.

Method #2
Local Installation 

72



1. Log in to the ESC portal.

2. Select the proper company in the Scope Selector.

3. Download the installer from Downloads

ÅNetwork installer for Windows (<1MB)

ÅMPKG installer for Mac (<50MB)

4. Install the software and enter your subscription key when prompted.  

ÅWhen downloading the solution, you will choose which subscription key of your account to use, however, 
you can also find the subscription key from the Subscriptions tab.

5. When the installation is complete, the computer may require a restart.

Local Installation
EPP For Computers

73



https://withsecure.com/userguides/

Alternative Deployment Options
EPP for Computers

https://withsecure.com/userguides


https://withsecure.com/userguides/

Alternative Deployment Options
EPP for Computers

https://withsecure.com/userguides


There are two main methods for deploying WithSecure Elements Protection for Mobile:

ÅEmail invitation ʏInvite users to deploy the software by email by using the Add Mobile Device function in the ESC 
ÍƏƲǁğžɴʩǢţŧļţʩǢŇʠžžʩŝƏʩǁţƲƏǇŝţʩŧƆʩƅƏƲŇʩłŇǁğŧžʩƆŇǧǁɳʩ

Å In the installation email, choose the Android link to be taken to the Google Play Store or the iOS link to be taken to 
the AppStore where the Elements Protection for Mobile app can be downloaded and installed.

ÅDeployment via an external MDM ʏYou can deploy Elements Protection for Mobile via an external MDM platform. For 
further instructions, please refer to the WithSecure Elements Mobile Protection MDM Deployment manual: 

Android: 
https://www.withsecure.com/userguides/product.html#business/fsemp/latest/en/concept_7E61856C00894A
1B883466AFFD11D635-latest-en
iOS:
https://www.withsecure.com/userguides/product.html#business/fsemp -
ios/latest/en/concept_7E61856C00894A1B883466AFFD11D635 -latest-en

Deploying Elements Protection For 
Mobile
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ÅTo add new mobile devices, click       next to the page 
title and select Add new device.

ÅSelect the Mobile Protection subscription and type in 
the email address of the recipient.

ÅPlease note thatyou can add multiple email 
addresses by using a comma, semi-colon, or a 
line break as the separator. 

ÅFrom the email, the recipient(s) will then proceed to 
click the link to install the software.

ÅManage Mobile Protection invitations allows you to 
view which mobile users have not downloaded the 
solution and whether their link has expired.

Adding Mobile Devices
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Namestitev Elements
Agenta

Elements EPP+EDR for
Computers Premium



1

2

3

Prenos MSI ali EXE namestitvenega paketa

ŻǁŧǡğļŧŸğʩǱʩǡğƺŧƅʩłƏłŇžŸŇƆŧƅʩŻžŸǇľŇƅ

Preveritev delovanja agenta

Namestitev Elements Agenta



Device operations

Elements ESC portal



ÅSelect the Devices tab (1) from the navigation pane. Note that we are at the company level.

ÅClick on the name of a computer (2) to view device specific information.

Å[ƲƏƅʩţŇƲŇɴʩǨƏǇʩļğƆʩğžƸƏʩƯŇƲŜƏƲƅʩğʩǡğƲŧŇǁǨʩƏŜʩƏƯŇƲğǁŧƏƆƸɴʩǢţŧļţʩǢŇʠžžʩłŇƅƏƆƸǁƲğǁŇʩţƏǢʩǁƏʩłƏʩƆŇǧǁɳ

Devices
Computer
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(1)

(2)



1. To perform operations, start by selecting one or more device checkboxes (1). This will cause the gray Operations 
pane to appear at the bottom of the screen.

2. Continue by selecting the operation (2) you want to perform, such as installing updates or assigning a profile.  

Devices
Computer Operations
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(1)

(2)



One of the main available tasks on the Devices page is assigning profiles to your EPP clients. When a device is added to 
the system, it is assigned the default profile. Change it by following these steps:

1. First, as shown, select the device by clicking the checkbox (1) next to the name(s) of the device(s) you wish to 
assign. To select all devices at once, tick the checkbox next to Device name (2).

2. Click Assign profile (3) on the operations menu and select the profile to be assigned.

Operations
Assigning Profiles
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(1)

(2)

(3)



To move one or more devices to a new subscription (e.g., updating from Computer Protection to Computer Protection 
Premium + EDR), first select the devices (1), then click Change subscription from the operations pane (2). Finally, you 
need to fill in the required subscription information (3). 

Devices will be automatically updated.

Operations
Changing Subscriptions
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(1)

(2)

(3)



If there is a need to isolate computers from the network 
(because of an infection, data breach, etc.), you can do so 
on the Devices page by following these steps:

1. First, start by selecting the device(s) you wish to 
isolate (1). 

2. From the operations pane, click Network isolation
(2). 

3. From the pop-up list (3), select Isolate from network. 

To release a device network isolation, perform steps 1-2, 
then click Release from network isolation.

Operations
Network Isolation
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(1)

(2)

(3)



ÅTo view the details of a specific device, click its name (1) 
on the Device page.

Å In the specific device view (2), you can see additional details. 
Click the tabs for more information. The familiar Operations 
pane at the bottom of the screen contains helpful actions. 

Viewing Details
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ÅTo perform an operation to one or more mobile devices:
Å Select the device(s).

Å Select the operation you want to perform and follow the instructions.

ÅPlease note that anti-theft mobile device management functionalities are now done via 3rd party MDM platforms. 

Mobile Device 
Operations 
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Profile editor

Elements ESC portal



Å In the Elements Security Center (ESC), you can edit the endpoint security settings in the profile manager by selecting 
Profiles from the navigation pane.

ÅYou can create profiles with specific security settings and assign them to devices based on need.

ÅProfiles are divided into several groups: Computer Protection for Windows (1), Computer Protection for Mac (2), Linux 
Protection (3), Elements Connector (4), Mobile Protection (5), and Server Protection (6). 

Profile Editor
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ÅThe default profile is the profile that is automatically assigned to new computers when they are added to the ESC.

ÅYou can set the default 
profiles by selecting 
Profile assignment rules 
from the top of the 
Profiles page.

ÅOn the Default
Profiles page, you
can set the default
profile for WithÖŇļǇƲŇʠƸEPP software by clicking Edit.

Default Profile
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ÅBack under the general Profiles view, choose from the Computer Protection for Windows, Computer Protection for 
Mac, Linux Protection, Elements Connector, Mobile Protection, or Server Protection tabs, found below the page title.

ÅNote: There is no inheritance in Computer or Server Protection profiles ʏinstead, all profiles are on the same level.

Managing Profiles 
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ÅTo create a new profile, click the Create a profile
button next to the page title.

ÅTo delete a profile, click the      next to it, then select 
Delete profile.

ÅTo edit a profile, click on its name in the profiles list.
Å You cannot edit or delete profiles marked as READ-

ONLY.
You can clone a read-only profile and edit the duplicate.  
Click
the       and select Clone profile.

ÅYou can copy a Computer profile to your Servers and 
vice versa.

Å If you are on the Solution Provider or Service Partner 
level, you can copy profiles to the company accounts 
that you manage.

Creating, Editing, Cloning, And Deleting 
Profiles

94



Å In the profile editing window, you can change security settings for the EPP clients.

ÅClick the lock icon (1) to allow or prevent any user changes to the setting from local user interface: 

Å If user changes are allowed, the users can freely change the setting regardless of how it is used in the profile.

ÅPermanently locked items are shown but not available to edit in local user interface:

Editing Profile Settings
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ÅAfter creating a profile or making changes 
to a profile, remember to click Save and Publish on the 
bottom of the screen to save the changes.

ÅɷƏƲʩǨƏǇʩļğƆʩļţƏƏƸŇʩǁƏʩƯǇĻžŧƸţʩǁţŇʩļţğƆŝŇƸʩǁƏʩƅǇžǁŧƯžŇʩ
profiles simultaneously. In this case, click Save and 
publish to multiple profiles. Then, choose all the profiles 
you want include the changes in.

ÅɷƏƲʩļžŧļŻʩʩX on the top right corner to cancel 
any changes.

Saving and Publishing Profiles
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ÅWithSecure EPP profile selection can be made
automatically depending on EDR or Vulnerability
Management.

ÅDynamically assess the risk score for a single device. 
You can create a rule that automatically changes the
profile.
Once the dynamic score is returned to trusted levels
the profile selection is returned.

Outbreak Control
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Outbreak Control
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Under Profile assignment
rules create a new rule

Select the dynamic
conditions to assign the
outbreak profile

For Outbreak Control to
functionʜchange trackingʝ
must be enabled



Operacije in profili

Elements EPP+EDR for
Computers Premium
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Kreiraj lasten profil (clone)

Nastavi profil kot privzet

Dodeli ga svoji napravi

Operacije in profili



Profile settings

Elements ESC portal



Windows Computers and Servers

Elements EPP Profiles



General Settings

103

On some settings, you can click 
? to access further information

To enable a setting, click on the 
button. When green, the setting is 
enabled. When grey, it is disabled.

Changed settings and their page tabs 
are highlighted for easy review before 
publishing. 



Real - time Scanning
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Real-time scanning should always be 
enabled, and the setting should be locked 
to prevent user changes.



Real - time Scanning Continued

105

By default, Scan network drives is enabled. 
This setting also enables the scanning of 
attached USB storage. Scanning is only 
done when accessing files from network 
drives or USB storage.

You can exclude specific objects and 
processes from real-time scanning. 
Click the ? For further information. 



Real - time Scanning:
Deepguard
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DeepGuard should always be enabled,
and the setting should be locked to 
prevent user changes.



Manual Scanning
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You can define extensions to 
be included in (or excluded 
from) manual scanning. 

You can add scheduled scans on a 
weekly or monthly basis.

In an environment with limited 
resources, you can lower the priority 
of scanning. 



Browsing Protection
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Do not allow users to 
continue to blocked pages.

Browsing Protection checks site 
reputations from the WithSecure 
Security Cloud. It should be turned 
on and set to block access to 
malicious sites.



ÅWeb Content Control, located in the Browsing Protection tab, allows administrators to block end users from entering 
sites. Choose what to restrict from 28 different categories (such as adult, drugs, or spam).

Å Web Content Control is disabled by default.

Browsing Protection:
Web Content Control

109

After enabling Web Content Control, you can 
enable specific categories to block end user 
access.



ÅContent Type Filtering, located in the Browsing Protection tab, allows you to block web content based on its application 
or extension type (e.g., flash, Java, .EXE) from unknown or dangerous sites.

Browsing Protection:
Content Type Filtering
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After enabling the feature, you 
can select which content 
types will be blocked.



Browsing Protection:
Trusted / Blocked  Sites

111

You can easily add both Allowed and Denied sites to 
your Browsing Protection settings, allowing users to 
access sites defined as safe or preventing them from 
accessing sites that are otherwise deemed harmful.



ÅConnection Control, located in the Browsing Protection tab, is an added security layer to prevent banking trojans and 
ƏǁţŇƲʩƅğžǢğƲŇʩŜƲƏƅʩƸŇƆłŧƆŝʩǇƸŇƲƸʠʩƸŇƆƸŧǁŧǡŇʩŧƆŜƏƲƅğǁŧƏƆʩǁƏʩƏƆžŧƆŇʩļƲŧƅŧƆğžƸɳʩ

ÅBrowsing Protection is automatically enabled on known banking sites. 

Browsing Protection:
Connection Control
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You can easily add new (https) sites that 
will activate Connection Control by 
clicking Add site.



Firewall
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If you want to edit a WithSecure 
firewall profile, use this menu to 
select the profile or add a new one 
with the links below.

Elements Endpoint Protection uses the Windows 
Firewall and strengthens those settings with F-
ÖŇļǇƲŇʠƸfirewall profile rules. Use Windows Firewall
and Apply WithSecure firewall profilesshould always 
be turned on and preferably locked.

Here you can select which 
WithSecure firewall profile 
to use.



Firewall Rules
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You can add new firewall rules to the 
firewall profile by clicking Add Rule. 
These rules are always added on top of 
existing rules.

You can click on 
a rule to edit it. 



ÅAs specified under the Firewall rules table, the order the rules are in does not have any effect. Also, note that Block 
rules always override Allow rules.

ÅFor Block rules, you can see what was blocked by turning on alerts when you set the rule (or later edit the rule and turn 
on alerts). Then, from the Security events tab in the Elements Security Center (ESC), you can view the specifics. 

Firewall Rules Continued
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Software Updater

116

As a significant amount of malware 
exploits software vulnerabilities present in 
outdated software, Software Updater is 
another crucial component to your 
security. For that reason, it should always 
be enabled.

You can exclude specific software 
from being updated by clicking Add 
rule.



ÅAutomatic installations have been moved and can now be found under the Automated tasks ǁğĻɴʩğƸʩƸţƏǢƆʩĻŇžƏǢɳʩĀŇʠžžʩ
look at how to set up automatic installations after Device control.

Software Updater Continued
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Find automatic installation here.

For admins already familiar with profile 
settings in the ESC portal, a note has 
replaced the automatic installation functions 
in the Software Updater tab, which includes 
a link that will redirect you to the correct tab.



Device Control
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Enabling Device Control allows you to set 
restrictions on the use of USB devices, 
such as mass storage devices, web 
cameras, and the like.

You can exclude the devices you 
łƏƆʠǁʩǢğƆǁʩǁƏʩğƯƯžǨʩłŇǡŧļŇʩļƏƆǁƲƏžʩ
rules to. Click the ? For further 
information.

Restrict end users from writing on USB 
mass storage devices or executing 
applications from them (including autorun 
applications) through these settings.



Device Control 
Access Rules
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You can set up new rules for USB devices by 
clicking Add rule. Please see the Elements 
Admin Guide (withsecure.com/userguides/) 
for further information.



ÅOnce you enable Automated tasks, Add task becomes visible. Click it to add a new automated task to the list. Activate 
or deactivate your tasks as needed.

Automated Tasks
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After enabling the feature, you can select 
what updates are automatically installed.

Specify the frequency here.  
Use Cron formatting for the 
scheduling.


