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WithSecure Elements VM - Vulnerability Scanner

W/ Elements™ FI NextGen Marketing v

«
Network scans

4 Home scans: 52, running: 0, queued: 40

Ej ENDPOINT PROTECTION

ENDPOINT DETECTION AND Filter
RESPONSE

VULNERABILITY

(
MANAGEMENT [ ) All scans ‘ Q Search in scan groups

Fold all groups

Dashboard

() Office vulnerability scan
Internet discovery y m

Discovery scans
System scans

Device discovery Default template: (Default) TCP 0-65535, UDP 0-1024

Assets Node: Windows server 2022 System Scan

Default schedule: System scan scheduling for Office vulnera

Network scans bility scan group

Scan nodes

Vilneratiltios Asset source summary

23 Targets added manually
Reports 17 Targets added automatically from Discovery Scan

: "Anssi's Office scan"
Tickets

v ( 3

Templates —

Settings

Web scans
Default template: (Default) WebScan settings
Node: Windows server 2022 Web Scan

Default schedule: No schedule

Asset source summary
0 Targets added manually

Scan template Vulnerabilities v Schedule ©

& &, (Default) TCP 0-65

v O] B & %, (Default) TCP 0-65...

v O B & %, (Default) TCP 0-65...

Notifications

& %, (Default) TCP 0-65...

Support

e dlaal.

W/ TH

secure

&  (Default) TCP 0-65...

(Default) TCP 0-65...

(Default) TCP 0-65...
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Show empty groups 0

System scan sched

System scan sched...
System scan sched...
System scan sched...
System scan sched...
System scan sched...

System scan sched...

Sroup view

Select filter v

50 scans per group

Scanning

Queued
Queued
Queued
Queued
Queued
Queued

Queued

0%

¥

S rre

Discovery Scanner
Internet network scanner
Internet web application scanner

Internal network scanner
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WithSecure Elements VM - Vulnerability Scanner

- Enostaven za uporabo
- Omogoca pripravo preglednih, tehnicnih in profesionalnih porocil

- Moznost skeniranja spletnih aplikacij
- Tudi s prijavo v aplikacijo

- Moznost periodicnega skeniranja
- Moznost lokalnega skeniranja

- Preko mreznih skrbniskih protokolov
- Lokalno z agentom na strezniku
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WithSecure Elements VM - Discovery scan

A1 Slovenija, d.d.

/ Elements™ A1 Slovenija, d.d._NFR ™
<4 E:) Vulnerability Management / Discovery scans
* Home @ We want to inform you about an upcoming breaking change that will impact our service. Please read the following details carefully. Read more
EJ] enDPOINT PROTECTION v - . Completedc
[D ENDPOINT DETECTION AND v 91.209.150.0/24 173 days ago
RESPONSE
) VULNERABILITY A
MANAGEMENT Show changes o
Dashboard
v Filter Select filter v [ 100 v ]
Internet discovery
8 g e e S EY
Discovery scans ) Scanned TCP/443 Many Online
Device discovery ) Scanned TCP/443 Many Online
Assets O Scanned TCP/80, TCP/135, TCP/139, TCP/445 , TCP/49154 , TCP/49156 Many Online
Network scans CJ Scanned TCP/22 , TCP/53, TCP/111, TCP/10000 Many Online
Scan nodes O Scanned TCP/21, TCP/22 , TCP/80 , TCP/443 , TCP/10000 , TCP/10050 Many Online
O Scanned TCP/22, TCP/80 , TCP/443 , TCP/3306 Many Online
Vulnerabilities
O Scanned TCP/22 , TCP/80 , TCP/443 , TCP/3306 , TCP/10000 , TCP/10050 Many Online
Reports d
O scanne TCP/443 Many Online
Tickets S d
O canne TCP/5000 , TCP/5001, TCP/5090 Many Online
Users
0 Scanned TCP/25 Many Online
Te lat [
emplates O Scanned TCP/443 Many Online
- . . . (I Scanned TCP/AN TrP/AAR Manu Online
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WithSecure Elements VM - Network scan

slovenija, d.d._

<4 Q Vulnerability Management / Assets
e~
ENDPOINT PROTECTION v = First discovered: 35 days ago | Last seen: 35 days ago | Last scanned: Not available | Last updated: 35 days ago | Risk last assessed: 4 hours ago @

RESPONSE TCP 61393 Port number

VULMNERABILITY ~
MANAGEMENT

D ENDPOINT DETECTION AND b
)

Dashboard
Internet discovery
Vulnerabilities and findings @

Discovery scans 58 findings (41 vulnerabilities, 0 potential findings. 17 informative findings)

Device discovery

Select findings to update status. TSR
. - e . R Group vulnerabilities |~ )
Assets Showing 58 records (41 vulnerabilities, 0 potential findings, 17 informative findings) -
Network scans v Filter Select filter v
B 0 X N
Vulnerabilities v 1064568  IBM Domino 9.0, 10.0 Buffer Overflow Vulnerability CRITICAL Unattended v
Reports . -
v () 1065029  IBM Domino before 10.0.1 FP4 Buffer Overflow Vulnerability CRITICAL  New Unattended v
Tickets
v [ 1065029  IBM Domino before 10.0.1 FP4 Buffer Overflow Vulnerability CRITICAL  New Unattended v
Users
v v U 1118671  IBM Domino 9.0 Micro Focus KeyView Multiple Vulnerabilities CRITICAL  New Unattended v
v [ 1051008  IBM Domino 8.5 and 9.0 TLS server Diffie-Hellman key validation Vulnerability CRITICAL  New Unattended v
\nN 7T A
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WithSecure Elements VM - Webscan

A1 Slovenija, d.d.

A1 Slovenija, d.d._NFR»

E}, Vulnerability Management / Network scans

Home @ we want to inform you about an upcoming breaking change that will impact our service. Please read the following details carefully. Read more ,

ENDPOINT PROTECTION ~ @ http//21315724357/CUE‘nta/ Completec

LR

ENDPOINT DETECTION AND W http://213.157.243.57 /cuenta/ 2 days ago
RESPONSE
VULNERABILITY N Scan results  Discovered pages: (9)  Scan history
MANAGEMENT
e ~ Overview
rrnet discovery

Vulnerabilities Findings and changes Vulnerabilities by status

overy scans

1 3 5 1 0

fice discovery

Total findings: 10
ets

Total vulnerabilities: 9

Informative findings: 1 1 0 0 0/0

work scans

n nodes

Unattended

nerabilities

worts |

efs
rs

plates 10 most severe vulnerabilities New (0) Fixed (0)
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WithSecure Elements VM - Agent

E:g Vulnerability Management / Assets

=l ICT2SERVER ~ Addalias

First discovered: 5 days ago | Last seen: 1 day ago | Last scanned: 1 day ago | Last updated: 5 days ago | Risk last assessed: 1 day ago ®

- Deluje znotraj agent klienta

Vulnerabilities: Flags: Importance: Internet exposure: Asset risk: (D

Enl e o
- Preverja varnostne nedoslednosti

lokalno

- Nedoslednosti programske
opreme

- Nedoslednosti OS

Show more asset details A
Host name: ICT2SERVER IP address: 10.10.10.41
Operating system: Windows Server 2012 R2 Essentials 6.3.9600 MAC: 00:0C:29:AB:48:D0

Domain name: ICT2.local Asset source: Endpoint Agent Scan

Tags: End of Life e e chow all  Add

Vulnerabilities and findings (14)  Software  Hardware Description Notes  Activity log (3)

~ Scan summary

11

Open ports
Open TCP ports (32): 53, 80, 88, 135, 139 ...

Open UDP ports (5013): 53, 88, 123, 137, 138 ...

Vulnerability tags (10)

Authenticated Check End of Life Third-party Software | Tools [Vl
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WithSecure Elements VM - Assets pregled

12

/ Elements™

Al .:Ic“mnua dd._ NFRv

L:', Vulnerability Management / Assets

Trs @ We want to inform you about an upcoming breaking change that will impact our service. Please read the following details carefully. Read more

ENDPOINT PROTECTION

Assets Group by ~ List vi

ENDPOINT DETECTION AND 'Y
RESPONSE

VULNERABILITY A
MAMNAGEMENT v Filter Select filter ~ 5

ernet discovery

== Serious

=iyl
v '1 — = Normal o/ = 3 hours ago
3COVEry scans
Low
v [ 6 3 2 Normal =40 10 hours ago
wice discovery
Minimum
v (] 3 . 2 Normal - 19 hours ago
sets vl '
- Minimum
3twork SCans LY D 1 5 3 12 NOFma| @ % 34 4 days ago
" Minimum
an nodes v 35 | 13| 27 Normal & b 35 days ago
Inerabilities
- Moderate
v [ 13|16 | 4 | 17  Normal S @ = 71 35 days ago
ports
. Low
v 1 g 5 10 Normal & =" 35 days ago
0 ¢/ =5 ys ag
kets
v [ 1 [ 10 | 7| 25  Normal & & = Low 35 days ago
ers L =3
Minimum
mplates v [ 5 Normal & - 35 days ago
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WithSecure Elements VM - Reports

PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing
avigation ~ X 1. Executive summary
irch document o~ 1.1. Conclusion

adings  Pages  Results Based on the selected scan targets and the below described summary report configuration, the overall

= security level! for the systems in scope of the assessment is: Low
1. Executive summary
1.1. Conclusion 1.2. SCOPE
4 1.2. Scope

The following 14 targets and 0 sites have been scanned.
1.2.1. Summary rep...

1.3. Statistics
2. Findings — eti8 (91.223....

2.1. Service enumeration

Findings
4 2.2 Platform scan findi... Targets Risk score Importance Scan date
2.2.1.1 Critical ris... Critical High Medium Low
2.2.1.2 High risk... o
2.2.1.3 Medium ri... 18:07-2023 ’ v ° )
3. Findings — eti9 (91.223.... 18-07-2023 1 0 0 i
3.1. Service enumeration
4 32 Platform scan findi... 18-07-2023 0 3 8 -
3.2.1.1 Critical ris...
4. Findings - eti2 (94.75.8... 18-07-2023 0 2 4 -
4.1. Service enumeration
4 42, Platform scan findi... 18-07-2023 0 ! ® i
42.1.1 High risk... 15072003 . ) . ]

4.2.1.2 Medium ri...

rorr_ it -1l AT O
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Posebna akcija:

WithSecure elements VM - 25ip
990,00€ + DDV

Dodatek: Profesionalne storitve svetovanija

Narocila: do 31.12.2023
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HEK Delavnica

Torek 14.11 ob 9h
Ljubljana

250€ + DDV
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Email protection

Share point

One Drive

Teams

11111
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Microsoft 365 E3
$32.00 user/month

(annual commitment)

Contact sales >

Microsoft 365 E5
$57.00 user/month

(annual commitment)

Contact sales >

Microsoft 365 F3
$8.00 user/month

(annual commitment)

Contact sales >

— Threat protection
Detect and investigate advanced threats, compromised
identities, and malicious actions across your on-premises
and cloud environments. Protect your organization with

adaptive, built-in intelligence.

2

v

2

Microsoft Advanced Threat Analytics o v v v
Microsoft Defender Antivirus and Device Guard ° v v v
Microsoft 365 Defender v
Microsoft Defender for Endpoint v
Microsoft Defender for Office 365 v
Microsoft Defender for Identity v
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20

WithSecure™ E— Microsoft 365 ATP

Elements
Collaboration
Protection

TRADITIONAL THREATS (malware, PUA, spam)

Built-in security in
Microsoft 365
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WithSecure Elements CP - Dashboard pregled

21

. A1 Slovenija, d.d.
™ 4
WV/ Elements A1 Slovenija, d.d._ NFRv
&L (} Collaboration Protection / Dashboard
s
)

ENDPOINT PROTECTION v

D ENDPOINT DETECTION AND v
RESPOMSE

VULNERABILITY
MANAGEMENT

[E] cLouD SECURITY POSTURE
MANAGEMENT

¢ COLLABORATION A
PROTECTION

Dashboard

Cloud services
Detections
Compromised accounts
Policies

Quarantine

System events

Reports

Support

‘a Management -

Home Dashboard

Current detections @ Last month ltem status &

Mailboxes Sites Userdrives Channels

No detections

® Protected
Unprotected

® Error

® Unavailable

Top affected items & Last month Inbox rules

Mailboxes  Sites Userdrives Channels

Mailbox Detections

No inbox rules

elements.withsecure.com/apps/cloudprotection/.../dashboard
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WithSecure Elements CP - Pregled po servisih

A1 Slovenija, d.d.

™
VV/ Elements A1 Slovenija, d.d._NFR»
& G Collaboration Protection / Cloud services
A& Home : T of T
CIOUd services List view Subscription view
Ej ENDPOINT PROTECTION N
[0) ENDPOINT DETECTION AND — ~ . = ,
RESPONSE ] Name Exchange SharePoint OneDrive (i) Teams Policy
) VULNERABILITY (] Varnostne reditve n - = = n - - = n - - = n - - = WithSecure Policy3
MANAGEMENT

E] cLouD SECURITY POSTURE
MANAGEMENT

() COLLABORATION N
PROTECTION

Dashboard

Cloud services
Detections
Compromised accounts
Policies

Quarantine

System events

Reports
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WithSecure Elements CP - Pregled detekcij

23

«

2
& Home
EJ enDPOINT PROTECTION v

D ENDPOQINT DETECTION AND ~
RESPONSE

) VULNERABILITY
MANAGEMENT

E] cLoup SECURITY POSTURE
MANAGEMENT

NO SUDSCrpon

{3 COLLABORATION A
PROTECTION

Dashboard

Cloud services
Detections
Compromised accounts
Policies

Quarantine

System events

Reports

Support

‘5 Management -

@ Collaboration Protection / Detections

Detections

‘ Status

Select one or more values

ltems: 20

O
O
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Description

Harmful content

Harmful content

Harmful content

Harmful content

Harmful content

Harmful content

Harmful content

- 1 attachment

: T URL

. T URL

. T URL

: T URL

: T URL

T URL

Affected ass... Q}

]

&5

]

TEST

ef

Fwd: Postni ...

DHL posiljka

DHL posiljka

DHL posiljka

DHL posiljka

Sever... (._;C

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

Date and time

7 months ago
Apr 17, 2023
12:39:11

a year ago
Nov 04, 2022
05:04:57

a year ago
May 24, 2022
02:16:05

2 years ago

Jul 09, 2021
00:49:53

2 years ago

Jul 08, 2021
00:49:53

2 years ago

Jul 09, 2021
00:49:52

2 years ago
Jul 09, 2021
00:49:52

-

Affected user

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

vladimir.ban@varnostne-...

Location

Inbox

Inbox

Inbox

Deletions

Deletions

Deletions

Deletions

Action taken C

Quarantined

Quarantined

Quarantined

Quarantined

Quarantined

Quarantined

Quarantined

All v
Status_  Cloud service =~ Comments”  ID
New [@ varmost.. WO ]
New [@ Varnost.. @O ]
New [@ Varmost.. WO ]
New @ Vvamnost.. @0 ]
New Varnost... @0 ]
New [@ Vvarnost.. @O ]
New [@ varmost.. WO ]
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WithSecure Elements CP - Compromised accounts

A1 Slovenija, d.d.

™

VV/ Elements A1 Slovenija, d.d._NFR

& G Collaboration Protection / Compromised accounts

a

A Home :

Compromised accounts
EJ) ENDPOINT PROTECTION v
[ ENDPOINT DETECTION AND v | Domain name v | includes v | Enter avalue and then press Enter ‘ Clear all
RESPONSE

) VULNERABILITY ..
MAMNAGEMENT A Varnostne resitve

Last checked for compromised accounts: 09.11.2023, 02:23:04

) cLouD SECURITY POSTURE Email account Domain name Breaches Last password change (i) MFA ()
MAMNAGEMENT L. L

¢ COLLABORATION A
PROTECTION

Dashboard

Cloud services
Detections
Compromised accounts
Policies

Quarantine

System events

Reports

Support

‘5 Management -
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WithSecure Elements CP - Karantene

= Al Slovenija, d.d.
WV/ Elements A1 Slovenija, d.d._ NFR v
& @ Collaboration Protection / Quarantine
2
&' Home :
Quarantine
EJ ENDPOINT PROTECTION v Totalsize: 1.55 MB
[) ENDPOINT DETECTION AND ™ . ctar 2 valie and Hhen nrace En lanr
RESPONSE ‘ Quarantine ID v | Enter a value and then press Enter | Clear all
) VULNERABILITY All v
MANAGEMENT

Status: Quarantined, Failed, Recoverable failure = X

E] cLouD SECURITY POSTURE
MANAGEMENT

Showing 22
() COLLABORATION ~ |:| Status Quarantine ID Cloud service Date and time Reason Action
PROTECTION
— 17.04.2023 L
v [ ] 0546505e-34ca-4293-a40f-c30adb5d7c00 Exchange o Harmful content View detection
Dashboard — 12:39:11
. — 04.11.2022 L
Cloud services v [ ] 19ae0fc2-d3a5-4398-95c9-ce5f168ed40a Exchange 0504 Harmful URL View detection
Detections v O ] b4b18081-4da3-40df-917d-0d16b793c2f1 Exchange ?f'?i%ozz Harmful URL View detection
Ul lolo
SopreiislEiis i v ] ed2daf18-d492-492¢-8567-f2575d6e935b Exchange 0940?2021 Harmful URL View detection
Policies — 09.07.2021 , .
v L ~ 3c2456ef-b9fa-424c-988e-07853ac55e8¢ Exchange 00:49:53 Harmful URL View detection
Quarantine B 09.07.2021
v [ ~] cc858316-8d9e-4a26-abd8-1d5a2aebe9dc Exchange ﬂ..~-.4-.-.-:'1 Harmful URL View detection
System events
— 09.07.2021 s Aatbart]
v (] ] dcd04846-865c-4ebe-a196-37948e5d07ac Exchange 040 Harmful URL View detection
Reports ——
- 09.07.2021 v Aatart
v [ ] 552b5e67-ce95-4eh2-a40d-8906d644f84e Exchange o Harmful URL View detection
Support 00:49:51
O bd7b -e826d : 02.07.2021 ful iew detectio
& Management - v ~ . 4 2291bd7b-1e65-4e8e-946f-e826d223381e Exchange 00:49:51 Harmful URL View detection

ataNar e rate
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Viadimir Ban
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