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Evropska kibernetska varnost

A1l ICT Distribucija FJILABYRINTH

- Distributer z dodano vrednostjo ze od leta 2005 (F-Secure v okviru Amis d.o.0.)
- Znotraj Al Slovenija namenska ekipa s prodajnimi in tehnicnimi kompetencami
. Siroka partnerska mreza

« Pokrivamo obsezen nabor resitev
- Zascita delovnih postaj in streznikov
« Zascita poslovno kriticnih podatkov
e ZascCita omrezja
- Zascita elektronske poste
- Sistemi za zaznavanje in odzivanje na vdore (omrezje in end-point)
« Omrezne resitve (brezziCna in zicha omrezja)
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Evropska kibernetska varnost
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nasi dobavitelji

W/ TH w% VECTRA W<LLIX N vade

secure STORMSHIELD 2 CYBERSECURITY SIMPLIFIED

COMMSCOPE
1ISEOr.swisse RUCKU S@ @ Cambium Networks®  PORE /| PORXT a F-Secure.

A

ce°
ﬁq\ censornet ENERGY &% SILABYRINTH

s | ALICT Distribucija A1




Komponente platforme
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Admin VM
(Management Console)

All information collected at the
Points is forwarded to the
Management Console for
incident analysis and response.

Point

Points simulate applications and
services in a real-world IT
environment and interact with
attackers, keeping them inside
the Labyrinth.

AILABYRINTH

Worker VM

The Worker VM is the host that

hosts all the Points in Labyrinth.
It can operate in multiple VLANs
simultaneously.

Host with Seeder Agent

Agents are deployed on real
hosts and distribute attractive
artifacts to them. The artifacts
used by attackers direct them to
Points.



Arhitektura platforme FAILABYRINTH
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Deception Point Type Bases

Name

1C8.1

Description

1C:Enterprise Web login page

Name

Allen Bradley Ethernet Processor SLC-500
Description

Allen Bradley Ethernet Processor SLC-500 (1

Name

Allen Bradley PLC

Description

Allen Bradley PLC CompactLogix 5069-L320E

Name

ASKOD WEB
Description

ASKOD WEB (Ukraine)

Name

Client OS

Description

Client requests imitation

MName

DMNS server
Description
DMNS server

Name

FortiGate Web Ul

Description

FortiGate Web logon page imitation

Name

FTP server

Description

Standalone FTF server

Name

Modbus TCP server
Description

Standalone Modbus server

Name

MQTT Broker

Description

MQTT Broker with anonymous access enabli
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Name

Microsoft Outlook Web Access

Description

Microsoft Outlook Web Access logon page in

Name

MySQL Server

Description

Standalone My SQL Server Point

MName

PostgreSQL Server

Description

Standalone PostgreSQL Server

Name

IEM Qradar Server imitation

Description

IBM Qradar Web interface and APl with syslo

Mame

Samba File Server

Description

Standalone Samba File Server
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Narme
Siemens SIMATIC 57 PLC

Description

Siemens SIMATIC PLC 57-300, $7-1200, S7-1500

Name
Siemens SIMATIC HMI

Description
Siemens SIMATIC HMI Ul imitation

Name
55H daemon

Description
S5H service imitation

Name
Universal WEB Point

Description
Universal WEB Point

Name
VMWare vCenter Virtual Appliance (logdshell)

Description

VMWare vCenter Virtual Appliance with log4shell vulnerability



Universal Web Point
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Point Type
Hosthname
IP Adress

status

universalweb
ophelia
172.16.72.116 -
running

Latest alerts

\ Potentially dangerous HTTP method (POST,
2

corporate v

150

PUT or DELETE)
2023-04-05 17:11:46

Source IP:

Point ID
Honeynet
Location
Point IP
Point Type

open

172.16.254.129

universalweb-c0463b85
honeynet01

labdev

172.16.72.122
universalweb

\ Potentially dangerous HTTP method (POST,
2

PUT or DELETE)
2023-04-05 17:13:22

Source IP:

Point ID
Honeynet

Location
DaAint ID

172.16.254.129

universalweb-009d4cbb
honeynet01
labdev

470 42 72 442

VIEW ALL

AILABYRINTH




Universal Web Point JILABYRINTH

Mozilla Firefox - ~ 0 Mozilla Firefox

%% 192.168.200.20/csbe0cbs: X | + &% 192.168.200.32/csbe0cbs: X | +

«)> C o © | #Z 192.168.200.20/csbe0chb8c1/config/log off pagehtm  +=« & ¥ ¥y IN D 9 f@

€)> C @ © | & 192.168.200.32/csbe0cb8c1/config/log_off pagehtm  +« & ¥

alis Switch Jalie Switch
CISCO Usemame _ CISCO Usemame —

- Langage
oo | secursarowsg ¢105) ogin | secueerovsng 177

© 2010-2014 Cisco Systems, Inc. All Rights Reserved © 2010-2014 Cisco Systems, Inc. All Rights Reserved
Cisco, Cisco Systems, and the Cisco Systems logo are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the Cisco, Cisco Systems, and the Cisco Systems logo are registered trademarks or trademarks of Cisco Systems
United States and certain othe e United States and certain other countries
(® O Inspector (] Console [ Debugger 1| Network {} StyleEditor () Performance {x Memory [ Storage > 0) *=+ X (W O inspector () Console [ Debugger P Network {} StyleEditor () Performance £ Memory E
B 7 Filter URL I a e Disable Cache ~ NoThrottlings 3§ | @ 7 Filter URL I Q

Al HTML CSS Media WS Other All. HTML CSS @US XHR Fonts Imag Media WS Other

Method Domain File Initiator Type Transferre(

——- rm emiievimvvive e o g e e -

Status Method Domain File Initiator Type Transferred Size ™

- e P v i [E—— Ve g o ey ——— - - -

GET ¥ 192.168.200.20 button.gif img gif 6.47K8 6.26KB j o4 GET # 192.168.20032 button.gif img gif 6.47KB

GET ¥ 192.168.200.20 Favicon.gif A FaviconLoaderjsm:1... gif 1.33K8 1.12KB j 52 GET J 192.168.200.32 favicon.gif FaviconLoaderjsm:1... gif 1.33K8B
CET # 192.168.200.20 logo_cis.gif log_off_pagehtm:5... gif 8918 6788 | 39 GET # 192.168.200.32 logo_cis.gif log_off_page htm:5... gif 8918
GET # 192.168.200.20 pageBackground.jpg log_off_page.htm:5... jpeg 14.85KB 14.64KB | 12

GET ¥ 192.168.200.20 Status_information_icon.png & log_off_pagehtm:5... png 2.29KB 2.08KB | RU

GET H 192.168.200.32 pageBackground.jpg log_off_page.htm:5... jpeg 14.85KB
GET # 192.168.200.32 Status_information_icon.png log_off_page.ntm:5... png 2.29KB
GET J 192.168.200.20 ContextMessageArrow_DownT.gif log_off_pagehtm:S... gif 1.03K8 8398 | GET J 192.168.200.32 ContextMessageArrow_DownT.gif log_off_page.htm:S... gif 1.03K8
GET # 192.168.200.32 login_progress.gif log_off_page.htm:5... gif 8868
GET # 192.168.200.32 topLeft.gif log_off_page.htm:5... gif 1KB

GET J 192.168.200.32 topRight.gif log_off_page.htm:5... gif 1K8

CET ¥ 192.168.200.20 login_progress.gif log_off_pagehtm:5... gif 8868 6738 |s
GET H 192.168.200.20 topLeft.gif log_off_page.htm:5... gif 1K8 8168 | 2
GET J 192.168.200.20 topRight.gif log_off_page htm:5... qif 1K8 8168 i

GET 192.168.200.20 bottomLeft.gif log_off_pagehtm:s... gif 1KB 8168 | GET 192.168.200.32 bottomLeft.gif log_off_page.htm:5... gif 1K8

GET 192.168.200.20 bottomRight.gif log_off_page.htm:5... gif 1K8B 8168 | 2 GET 192.168.200.32 bottomRight.gif log_off_page.htm:5... gif 1K8

260] GET 192.168.200.20 bar.gif log_off_page.htm:5... gif 059KB 8018 |4 GET 192.168.200.32 bar.gif log_off_page.htm:5... gif 0.99K8B

o 22 requests ansferred Finish:11.48 s DOMContentLoaded: 6.40 s load: 7.59s O 22 requests kferred Finish: 6,56 s DOMContentLoaded: 3.49 s load: 3.76 s

1o | Al ICT Distribucija



Zgodnje zaznavanje groznje
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Primer alarma AJILABYRINTH

Severity Status Timestamp Point ID Attacker IP Alert Reason

\I-D open 2024-05-16 11:08:58 sshd-3eae0458 10.10.10.1 sshd successful login detected A

DETAILS EVENTS ACTIVITY(O)

2024-05-16 11:08:58

Alert ID 54b8ce4b-f9e7-4047-b731-3e02e1010c94
Alert Reason sshd successful login detected
Destination IP 10.10.10.71

() Download PCAP
21.31 KB

File Type: pcap
MD5: dOdfcObeff7552a0af6c142c5daba885
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Additional Info

Username testol1

Clientip 10.10.10.1

Password robot

Message login attempt [testol1/robot] succeeded

Additional Info

Message login attempt [test_receiver3/tarakan] failed

Clientip 172.16.1.50

Password tarakan

Username test_receiver3
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Podrobnosti alarma AJILABYRINTH

DETAILS EVENTS ACTIVITY(O)

(RSN

2024-05-16
11-08:58 Hostname: - Username: testol1 Message: login attempt [testol1/robot] succeeded
2024-05-16 . i i
11-08-58 Hosthame: - Message: SSH client hassh fingerprint: 55b7fab6f5d2b485a6773eee233e4a52
2024-05-16 _ i
11-08:58 Hostname: - Message: New connection: 10.10.10.1:12033 (10.10.10.71:22) [session: 8495d6e5e930]
2024-05-16 :
11-08:58 Hosthame: - Message: Remote SSH version: SSH-2.0-OpenSSH_7.8 FreeBSD-20180909
2024-05-16 L .
11-08:50 Transport: tcp Source IP: 10.10.10.1 Source Port: 12033 Destination [P: 10.10.10.71 Destination Port: 22 TCP Flags: SYN
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Podrobnosti alarma

DETAILS EVENTS

ACTIVITY(0)

2024-05-16
11:09:41

Hostname:

Message: CMD: ps

AILABYRINTH

2024-05-16
11:09:26

Hostname:

Message: CMD: cat passwd

2024-05-16
11:09:19

Hostname:

Message: CMD: cd /etc

2024-05-16
11:09:16

Hostname:

Message: CMD: sudo su

2024-05-16
11:09:01

Hostname:

Message: CMD: ping 8.8.8.8
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Multi-tenant sistem AJILABYRINTH

YRINTH A R

Tenant list

Tenant license used: &6 available: 10

Name Honeynet(VLAN) Points Action
Used/Reserved Used/Reserved
default 3/3 2/50 Z W
TESTOO1 4/4 1/50 Z W
byod-subnet 0/15 0/250 Z W
corporate 1/20 1/200 Va @
remote-office 0/10 0/100 Z W
main-office 3/47 8/300 Z W
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Integracije z obstoje¢imi sistemi SILABYRINTH

State Name Edit
@ CrowdStrike Z
@ Cuckoo Sandbox VA
@ Fortigate ya
© Microsoft Teams Notifications A
®© IBM-Qradar A
CD) Slack Notification VA
@ SMTP Notification a
© Splunk Va
© SIEM Integration (Syslog forwarder) ya
© TheHive VA
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Zakaj Labyrinth? 5] YRINTH

Vir detekcij za varnostno-operativni center (SOC)
Vir informacij o tehnikah napadov

Network monitoring

Komplementarno z EDR / XDR reSitvami

Al ICT Distribucija 1



Zakaj Labyrinth? 5] YRINTH

Hitra in enostavna implementacija
Brez vpliva na aktivno infrastrukturo
Brez laznih alarmov

Brezplacen POC (proof-of-concept)

Pripravljeno za ponudnike storitev (MSSP)

Multi-tenant opcije vgrajene

Al ICT Distribucija 1
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Licenciranje

Settings: License

Active

License expires 12/31/2024

AILABYRINTH

~ N

-y

Connected

License ID [

[copy

FORCE CHECK LICENSE

VLANSs used “ of I
Points used “ of INE)
Tenants used “ of
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VM dimenzioniranje

Requirements for production environment:

AILABYRINTH

Up to 150 Points

Up to 300 Points

Up to 500 Points

More than 500 Points

Components Up to 15 VLANSs Up to 50 VLANSs Up to 100 VLANSs More than 100 VLANs
vCPU(cores), vCPU(cores), vCPU(cores), vCPU(cores),
RAM(GB),HDD(GB) RAM(GB),HDD(GB) RAM (GB),HDD (GB) RAM(GB),HDD(GB)

Admin VM 4 vCPU(cores) 4 vCPU(cores) 4 vCPU(cores)

(Management 28 GB RAM 28 GBRAM 32 GBRAM

Console) 500 GBHDD 500 GBHDD 800 GBHDD

Worker VM 8 vCPU(cores) 12 vCPU(cores) 16 vCPU(cores) Contact the
16 GB RAM 24 GB RAM 40 GB RAM manufacturer’'s
200GB HDD 250GBHDD 500GB HDD representative

Total 12 vCPU(cores) 16 vCPU(cores) 20 vCPU(cores)
44 GB RAM 52 GBRAM 72 GBRAM
700 GBHDD 750 GBHDD 1300 GBHDD
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