


09.00 ʏ10.30ʏUvod v ĀŧǁţÖŇļǇƲŇʩŧƆʩƆƏǡŇʩƲŇƺŧǁǡŇ

10.30 ʏ10.45ʏkratka pavza

10.45 ʏ12.00ʏWithSecure Co-Security in A1 storitve

12.00 ʏ13.00 ʏKOSILO

13.00 ʏ ʏĀŧǁţÖŇļǇƲŇʩGÍÍʩŧƆʩGAÐʩƆƏǡƏƸǁŧʩʇǁŇţƆŧľƆƏʈ

ʏQ&A

Potek delavnice
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FINLAND

BELGIUM

DENMARK

SPAIN ITALY

NORWAY

POLAND

UNITED KINGDOM

INDIA

JAPAN

MALAYSIA

UNITED STATES

BRAZIL

FRANCE

NETHERLANDS GERMANY

SWEDEN

SOUTH AFRICA

SINGAPORE

AUSTRALIA

HONG KONG

Protecting businesses in 
100+ countries out of 30+ offices



We exist to build and 
sustain digital trust 6,000

Partners

1000
Employees

ýDGF¡
Revenue 2023

35
Years of history

A leading European
Cyber security company

Listed
On the NASDAQ OMX Helsinki Ltd

150,000
Customers

70
Nationalities



We offer enterprise -grade
cyber security to businesses - and consumers
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We sell our solutions through
a global network of channel partners

We are targeting the corporate
mid-market and local enterprises

OPERATORS
200+ globally

IT 
RESELLERS

6000+

100,000+ 
companies

Tens of millions 
of consumers



öaXkg-ZXa÷3Ybe3DC>3lXTef
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2006 ʏDeepGuard 1.0

The first version of DeepGuard is 
introduced as a response to the 
accelerating rate of new malware.

2008 ʏDeepGuard 2.0

DeepGuard starts utilizing the 
F-Secure Cloud for file 
reputation data.

2010 ʏDeepGuard 3.0

Expanded use of metadata. 
DeepGuard now uses 
prevalence data.

2011 ʏDeepGuard 4.0

Expanded focus on prevalence. Even 
faster and more accurate response to 
quickly evolving threat scenarios.

2013 ʏDeepGuard 5.0

DeepGuard now prevents exploits in 
commonly targeted applications.

2017 ʏDeepGuard 6.0

On-the-fly behavioral analysis is 
performed more accurately and with 
lower system impact.

2019 ʏSecurity Cloud

DeepGuard connected to 
F-Secure Security Cloud for new 
cloud-based analysis modes.



Best protection on all fronts ôverified by 
independent industry evaluations
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WithSecure ƱǇğžŧŜŧŇłʩğƸʩğʩÍğǨƅŇƆǁʩ;ğƲłʩfƆłǇƸǁƲǨʠƸʩ
Approved Scanning Vendor (PCI ASV)

WithSecure named a 2020 Gartner Peer Insights 
;ǇƸǁƏƅŇƲƸʠʩ;ţƏŧļŇʩŜƏƲʩÿǇžƆŇƲğĻŧžŧǁǨʩ ƸƸŇƸƸƅŇƆǁ

Independent evaluation by MITRE confirmed WithSecure ʠƸʩ
industry-leading capabilities in detecting advanced attacks

ßţŇʩ\ğƲǁƆŇƲʩÍŇŇƲʩfƆƸŧŝţǁƸʩ;ǇƸǁƏƅŇƲƸʠʩ;ţƏŧļŇʩĻğłŝŇʩŧƸʩğʩǁƲğłŇƅğƲŻʩğƆłʩƸŇƲǡŧļŇʩƅğƲŻʩƏŜʩ\ğƲǁƆŇƲɴʩfƆļɳɴʩğƆłʁƏƲʩŧǁƸʩğŜŜŧžŧğǁŇƸɴʩğƆd iƸʩǇƸŇłʩţŇƲŇŧƆʩǢŧǁţʩƯŇƲƅŧƸƸŧƏƆɳʩ žžʩƲŧŝţǁƸʩƲŇƸŇƲǡŇłɳʩ\ğƲǁƆŇƲʩÍŇŇƲʩfƆƸŧŝţǁƸʩ;ǇƸǁƏƅŇƲƸʠʩ;ţƏŧļŇʩļƏƆƸǁŧǁǇǁŇʩǁţŇʩ
subjective opinions of individual end-user reviews, ratings, and data applied against a documented methodology; they neither represent the views of, nor constitute an endorsement by, Gartner or its affiliates.

WithSecure has the most ğƆƆǇğžʩʟ:ŇƸǁʩÍƲƏǁŇļǁŧƏƆʠʩ ÿ-
TEST awards for business since its inception, and the 
latest Top Product.

PREVENT: 
ENDPOINT & 

COLLABORATION 
PROTECTION

DETECT & RESPOND: 
ENDPOINT & MANAGED 

DETECTION AND 
RESPONSE

PREDICT: 
PATCH & 

VULNERABILITY 
MANAGEMENT

WithSecure Elements 
Endpoint Protection won 
SC Awards Best Endpoint 
Security 2021.

WithSecure Elements is PC Mag 
GłŧǁƏƲƸʠʩ;ţƏŧļŇʩȒȐȒȒ

AV-Comparatives named WithSecure
ʟÖǁƲğǁŇŝŧļʩzŇğłŇƲʠʩŜƏƲʩGƆłƯƏŧƆǁʩÍƲŇǡŇƆǁŧƏƆʩ
and Response (EPR) in 2022

6 Annual
Best Protection 
awards 



ÅWithSecure is once again identified as one of the 

leading 15 vendors in the Gartner Magic 
Quadrant for Endpoint Protection Platforms

ÅWithSecure is one of only four European cyber 
security vendors included in the report

ÅWithSecure significantly improved its 
position compared to the previous report in terms 
of both completeness of vision and ability to 
execute ʏmore than any other vendor!

WithSecure a leading European vendor
in Gartner Magic Quadrant 2024 for EPP



WithSecure recognized as the European 
choice for mid -sized companies

\ğƲǁƆŇƲʩƆƏǁŇłʩĀŧǁţÖŇļǇƲŇʠƸʩnew innovations Exposure Management, 
Identity Security, ease of use and MDR service augmentation

WithSecure recognized as a cost-effective
choice for small and mid-sized companies

We believe being a Niche vendor is result of our European 

and mid-market centric strategy



ĀŧǁţÖŇļǇƲŇʠƸʩƸǁƲŇƆŝǁţƸɵ

ÅAttuned to the needs of the midmarket, while 
Gartner is primarily targeting enterprises

ÅAffordable and generally lower than average 
pricing compared to other vendors in the 
report

ÅCustomers generally rate the support they 
receive from WithSecure as good

WithSecure is a good fit for 
small and midsize businesses



ÅAmis, d.o.o. 2005 postane distributer za F-Secure

Å2015ǱłƲǇǳŧǁŇǡs Si.mobilom v A1 Slovenija

ÅØŧƲƏŻʩƯƏƲǁŜŇžŸʩŇǡƲƏƯƸŻŧţʩƯƏƆǇłƆŧŻƏǡ
Å Stormshield Network Security (NGFW / UTM)

Å iStor Backup

Å Vade Email Defense (M365 and Cloud Gateway)

ÅWALLIX Privileged Access Management (PAM)

Å Labyrinth Deception

Å Censornet (MFA)

Å Energy LogServer (SIEM)

A1 ICT Distribucija



No 100% protection guaranteed

Challenges we hear from our customers

Lack of visibility to growing IT and Cloud environments

Evolving threat landscape

Meeting new compliance requirements

Lack of trained personnel 

Increasing complexity & cost

Lack of understanding what is enough security



We are here for the over - loaded,
under - resourced and underserved 

mid -size organizations



WithSecure Elements

Proactive and Modular ʏMade for Co-Security



Right security outcomes with optimal blend of technologies and services

Simple and efficient security management with AI -powered Elements Cloud

Prepare for tomorrow, strengthen your digital security today

WithSecure Elements



Extended Detection
and Response

Exposure Management

Proactive and Modular. Made for Co -Security.

Co -Security Services

WithSecure Elements



Proactive and Modular. Made for Co -Security.

Extended Detection
and Response

Co -Security Services

Endpoint Security

Identity Security

Collaboration Protection

Elevate

Co -Monitoring 

Managed Detection
and Response 

Incident Response

WithSecure Support Services

Exposure Management

Attack Paths

Remediation

Exposure Score

WithSecure Elements

Exposure Management

Countercept



Exposure Management

Extended Detection and Response

Endpoint Security

Collaboration Protection

Identity Security *

Exposure Management

Countercept

Managed Detection and Response

Elevate

Co -Monitoring

Incident Response

Identify Protect Detect Respond Recover

WithSecure Elements Cloud - NIST

*Identity Security will be extended to respond capability later in 2024



WithSecure Elements 
Exposure Management



Pain points
£y3¨£wt­ù§3t¨¨tv~
surface

Hybrid 
environment 
with unclear 

borders

Lack of visibility across cloud
and on-premises environments

Identities as 
the weak link

Powerful attack acceleration points, 
easily phished and stolen 

Dynamic 
threat 

landscape

Constant threat landscape changes 
and AI-enabled cyber attacks



Organizations face many challenging questions

What is my external attack surface? 

What shadow IT do I have in my environment? 

ƲŇʩǁţŇƲŇʩƲŧƸŻƸʩŧƆʩǇƸŇƲƸʠʩŧłŇƆǁŧǁŧŇƸʩǁţğǁʩƅğŻŇʩǁţƏƸŇʩŇğƸǨʩǁƏʩĻƲŇğļţɺ

What risks is my organization causing to the supply chain?

How can I keep my business risk low with limited resources?

What is the business context of the identified exposure?



Proactive security approach

Know what makes up 
your attack surface

Know what to prioritize 
when remediating 

exposures

Have the right tools, 
people and means to 

remediate successfully



Elements XM & XDR

Attack Surfacebefore attack

during attack

is the foundational combination for 
addressing the mid-market cyber security 
needs before and during an attack. 

Cover your
360 ϲcyber

security needs

WithSecure Elements
Extended Detection 
and Response

Incident Response
Service

WithSecure Elements
Exposure Management

https://www.nist.gov/itl/smallbusinesscyber/nist-cybersecurity-framework-0


A continuous proactive solution to predict and 
ƯƲŇǡŇƆǁʩĻƲŇğļţŇƸʩğŝğŧƆƸǁʩǨƏǇƲʩļƏƅƯğƆǨʠƸʩğƸƸŇǁƸʩ
and business operations. 

WithSecure Elements 
Exposure Management (XM)



WithSecure Elements Exposure Management
Continuous assessment of threat exposure, using the attacker's view of your environment.

Attack PathsBusiness Context Threat Intelligence

2. ENRICH WITH
INTELLIGENCE

Exposure Dashboard
See business risks and remediate 
exposures based on exposure scores
and AI-powered recommendations . Remediate with Guidance

Elevate to WithSecure
AI-powered 

Recommendation 
Engine

3. PRIORITIZE
REMEDIATION

Managed Devices
Workstations, servers

Identity
Entra ID

External Attack Surface
Internet discovery, internet 

detections

Environment

Cloud Services
AWS, Azure

Network
Network equipment, 
unmanaged devices

1. INTEGRATE
DATA



Discover your digital 
perimeter and identify 
your exposed critical 
assets and identities

Get actionable 
recommendations 

based on integrated 
data from threat 

intelligence, attack 
paths and business 

context
Implement prioritized 
remediation actions to 

reduce your attack 
surface and decrease 

your business risk 
level*

Key outcomes:

Note: *NIS 2 art. 21.2(e) mandates companies to have security in 
network and information systems acquisition, development and 
maintenance, including vulnerability handling and disclosure.



Ux¢xy|¨3y¦£¡3x¬¤£§©¦x3¦x¡xw|t¨|£¢3¨{¦£©z{3¨{x3t¨¨tv~x¦ù§3 x¢§M

Peace of mind
Know your risk level 
and how to lower it

Secure your part of 
the supply chain

as a complex digital attack 
surface

Boost productivity
Focus on what matters 

instead of drowning in alerts

Many exposures, 
one solution

Tackle vulnerabilities, exploits & 
misconfigurations without silos

Use existing skills
Manage exposure with 
existing IT resources

AI-powered 
recommendation engine

for efficient prioritization with 
actionable guidance



How it works 















Key Features



1. See how strong your attack surface is

Exposure summary view gives you a risk-based 
overview of the identified weaknesses in your attack 
surface.

2. See the business-critical assets at risk

Use Exposure Score to start prioritizing the 
remediation from the assets causing the severest 
risk of exploitation.

3. Know the next actions to improve 
exposure

Get recommendations on what to solve first for quick 
and easy action, thanks to our AI-powered 
recommendation engine. No more alert fatigue.

Exposure Dashboard
Understand business risk and recommended actions 



Environment View
Discover and manage your assets from a single view

1. Centralized listing and management of assets 
per asset type:
Å Onboard supported asset types like devices, network, 

identities and cloud
Å List assets in a single view
Å Manage andconfigure

2. Discover more assets
Å For example: Unmanaged devices

3. Navigate and address risks related to a 
particular asset type


