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Deception approaches

is based on deployment within a 
hypervisor of one or several virtual 
machines;

is based on creation of imitations which 
recreate certain services or service 
combinations as separate instances 
within a single VM;

Full OS OS/Service emulation

https://labyrinth.tech/news/posts/full-os-vs-osservice-emulation



What is Labyrinth Deception Platform?
Saves your time

Labyrinth provides minimum manual configuration and allows to create 
1 decoy as fast as a 100.

High scalability
Labyrinth does not need vast amounts of resources to work effectively.

Cuts operational costs
Does not collect tons of data, not generate false positive alerts, no need 
for special skills to operate.

Automated IR
Accelerates IR through 3rd party integrations that automate isolation, 
blocking, and threat hunting.

Stops advanced threats
Detects targeted and advanced attacks without requiring any prior 
knowledge of the threat form, type, or behavior.



Components

Point

Points simulate applications 
and services in a real-world 
IT environment and interact 
with attackers, keeping them inside 
the Labyrinth.

Admin VM 
(Management Console)

All information collected at 
the Points is forwarded to 
the Management Console for 
incident analysis and response.

Host with Seeder Agent

Agents are deployed on real 
hosts and distribute attractive 
artifacts to them. The artifacts 
used by attackers direct them to 
Points.

Worker VM

The Worker VM is the host 
that hosts all the Points in 
Labyrinth. It can operate in 
multiple VLANs simultaneously.



Architecture



Worker location



Deployments: p1



Deployments: p2



Press to prepare
Press to prepare button builds new version of Seeder Agents, adding to the certificates, signed by freshly 
created CA.



Seeder Agents



Seeder Agent usage
Windows:
- MSI:

msiexec /i  seeder_service_x64.msi  SVCPROXY=<Seeder proxy IP>

- x32/x64 basic binary:
seeder_x64.exe –-host  <Seeder Proxy IP> 

- x32/x64 interactive binary:
seeder_x64.exe –-host  <Seeder Proxy IP>

Linux:
- x32/x64 binary:

./seeder_x64.exe –-host <Seeder Proxy IP>



Seeder Tasks
Seeder Tasks are extremely useful in combination with two-way integration with Splunk or IBM Qradar.
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What is a Point?

[CONFIDENTIAL] For internal use only



Classification



Some statistics



Low interaction Points

- ASKOD WEB
- Allen Bradley Ethernet Processor SLC-500
- Allen Bradley PLC
- Siemens SIMATIC HMI



Mid interaction
Basic IT

1C8.1

Fortigate WebUI

Microsoft Outlook Web Access

VMWare vCenter Virtual Appliance (log4shell)

VMWare ESX WebUI

QRadar Server imitation

SSH daemon

Windows 10 Host

Client OS

SCADA/OT

Modbus server

Siemens Simatic PLC S7-1200

Siemens Simatic PLC S7-1500

Siemens Simatic PLC S7-300



WEB services



VMware vCenter virtual appliance



QRadar server imitation



SSH daemon

Users field may be one of: 
- list of users (identified by `username` and 

`password` properties);
- or as a number of users to be selected from 

usernames and passwords wordlists;



Win10 host



ClientOS



MODBUS server



SIEMENS PLCs



High interaction
• DNS server

• FTP server

• MQTT broker

• MySQL server

• PostgreSQL server

• Samba file server

• Universal Web Point



DNS server



MQTT broker



MySQL and PostgeSQL



Samba file server



FTP server



WEB deception



Universal Web Point
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How to create a new Point type
1. Go to the “Points->Types->Point types”

2. Click on “Add” 



Configuration pattern 
Options Required Description

Hostnames No Hostname value is short domain name or Fully Qualified Domain Name of the Point host. If 
omitted,  hostname value will be generate for each instance of a Point:

 1. from hostnames wordlist which is specified in Point Type configuration;
 2. from hostnames wordlist which is specified in Honeynet configuration.

Fake_ports No Fake_ports are TCP and UDP ports which will be visible to network scanners as filtered ports. 
Although main goal is to simulate  services which are binds to Point's ports but are filtered by 
firewall,  actually there is no any service which is listening on fake ports.

You may specify fake port group, which will be randomly chosen for each Point of that type.

Mac_oui_prefixes No Gives an ability to specify preferred MAC address OUI prefixes.

The rest of the address is generated in a random manner.

Services Yes Contains configuration of services which are supported by the Point Type.



Case 1
Use DNS as the starting point



Preparation
1. Create a Honeynet with a SSH Point in it

2. Create new DNS Point type with custom records

3. Create another Honeynet with the new DNS Point type



Action plan



Case 2
Use FTP as the starting point



Preparation
1. Create FTP server with disabled anonymous access

2. Put there file that leads to another Point



Action plan
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Integrations: overview



Classification

Type Integration name

Integrations that perform 
host isolation

CrowdStrike

FortiGate

Two-way integration Splunk

IBM QRadar

Notifications Slack

Microsoft Teams

SMTP

Webhook

Log forwarding to SIEM Syslog Forwarder (SIEM integration)

IR platforms The Hive



Labyrinth Deception Platform YouTube

https://www.youtube.com/@labyrinth
deceptionplatform7278 

https://www.youtube.com/@labyrinthdeceptionplatform7278
https://www.youtube.com/@labyrinthdeceptionplatform7278


CrowdStrike

1. Enriching the alert using the data about the 
attacking host from the system;

2. Isolating the host that appears in the Source IP 
of the alert (optional).



FortiGate

Isolates the host that appears in 
the Source IP of the alert.

YouTube Labyrinth Deception 
Platform
https://www.youtube.com/watch
?v=nlLXkgwzZw4 

https://www.youtube.com/watch?v=nlLXkgwzZw4
https://www.youtube.com/watch?v=nlLXkgwzZw4


Trellix
• Integration with Trellix ePO 

• Performs Host isolation based on your policies



Some notes
1. Isolation requirements

2. Custom timeout for FortiGate integration



What is two-way integration?



Splunk
1.  Search in the SIEM for attempts to use logins and passwords that are 

not valid and appear in Seeder Tasks (breadcrumbs), that is, these 
logins and passwords are used in the configuration of network decoys 
(Points) and should not be used when trying to log in to real servers. 

2.  Enrichment of the alert that occurred on Point.

Since Splunk query in the integration setup form is 
not a query, but a template, these templates 
support the following template variables: 

1. ${usernames} - a template variable that 
contains a list of usernames that are part of the 
Seeder Tasks. 

2. ${source_ip} - IP address of an attacker. It 
should mostly be used for Alert enrichment. 



IBM QRadar

• Allows to detect usage of credentials from 
bredcrumbs



SIEM integration (syslog forwarder)

Audit Log:

Alerts:

Test message:



Syslog: message fields
1. Timestamp - ISO 8601 format (always UTC);

2. (UTC) AdminConsole CEF:<version> - always static and indicates Labyrinth version;

3. Labyrinth Technologies - vendor, always static;

4. Point  - Alert info always contains Point keyword;

5. LAB_ALERT  - indicates that the source is Alerts;

6. <Alert reason>;

7. <Severity in numerical form> - may be from 0 to 10. 0 Low severity, 10 High Severity;

8. CEF Extensions:

1. CEF Extensions:

2. src - Source IP address of an attacker:

3. dst - Destination IP address. In most cases it is the IP address of the attacked Point. In some cases it may differ from Point's for example during outgoing connections attempts.

4. pointType - Point Type of the attacked Point.

5. honeynetID - the Honeynet to which the attacked Point belongs.

6. location - Honeynet location to which the attacked Point belongs.

7. dvc - sctual IP address of the Point / network decoy which has been attacked.

8. dvchost - hostname of the Point / network decoy

9. deviceExternalId - unique ID of the Point in Labyrinth.

10. severity – severity level;

11. cs1 - details of an Alert / Description

12. cs2 – recommendations

13. cs3 - MITRE ATT&CK tactics

14. cs4 - MITRE ATT&CK techniques



Webhooks



Slack and Microsoft Teams



SMTP



REST API



MFA



Roadmap
1. Adding new integrations:

1. Checkpoint

2. Integrations with Sandboxes (R&D)

3. Integrations suggested by the customers

2. Updating the existing ones



Labyrinth is a team of experienced cybersecurity engineers and penetration testers, which specializes 

in the development of solutions for early cyber threat detection and prevention.

Follow us on:

Labyrinth Development

https://labyrinth.tech

Labyrinth Deception Platform

info@labyrinth.tech
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