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4 good reasons to implement a PAM solution

External service providers Admin Passwords

I have no visibility on what my providers are doing on the Post-it notes multiply on computer screens or on the desks or
infrastructure in unsecured Excel file

Many people access servers, devices and applications: Passwords are handled chaofically. Sometimes, they are

| do not know who has access to what, when or how only in the admin’s head

| must control these accesses and change external Generic accounts (Admin & Root) are not longer an option
provider if | need to

. What is the best way to handle user authentication?
How can | ensure full access control? How can | find the

origin of the problem? Who is responsible?

When an incident happens IT teams turnover

Origin of an incident and fraceability of actions One of my admins is leaving the company

The customer database crashed after a support His/her access rights must be listed, deactivated
intervention from an external provider during a major and modified for every device

upgrade
e These changes must be communicated internally

We cannot establish responsibilities or find evidence!

How can | make sure he/she will no longer be

happened? How can we determine the origin of the
problem? ‘
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WALLIX In the middle

= N accounts to N resources

= Direct access to resources
-~

nton -~

Privileged
Accounts
Access

WITHOUT WALLIX

www.wallix.com

= Bridging 1 accounts to N resources
= No knowledges of passwords on resources

E.? 10.10.30.237 - WAB PuTTY — O X

lton

Privileged
Accounts
Access

WITH WALLIX S
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WALLIX Bastion Key Architecture and Functionalities

= Web console to access and audit
distributed Bastion architectures

= LDAP/AD directory

= Customizable UX

RDP, SSH

Privileged accounts mgt & governance
Pattern detection with automatic termination
Real-time monitoring

Session recording and replay
Contextualized settings

BASTION

Access

Privileged users

Third party
contractors

Auditors, Risk and

Manager

HTTPS

= Vault to store passwords

SSH keys as well as Passwords
= AES 256 encryption

» Integrate with third-party vaults

a M

Session

Manager

Vault

\ 4

Compliance officers

= Password Management

Robots

= Generation complexity
= App2App Password Mgt

Check-out/check-in workflow

Password
Manager

RDP
>
RDP, SSH, VNC, TELNET, RLOGIN, Raw
TCP/IP
RDP HTTP/HTTPS
.

Targets

== Certified by ANSSI

| French cybersecurity
/ compliance body

PEDM Agent on
Windows based
targets

e
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Deployment options

On-Prem Managed
appliance Services

= 3 - layer architecture to provide scalability
= Bastion Access Manager farms

= Bastion Clusters
= Jump Server Clusters WX Pmorm

Access BASTION Jump
Manager Server

[ | ; f .- Microsoft
L] | ikl Ml Azure
- Speed up configuration Bastion Administrator
= Import/Export capabilities amazon
= REST API
= Sizing VM Maximum Number of Number of CPUs | GHz to reserve Memory (GB)
number of concurrent to reserve
registered sessions
devices (ROPY | SSH) e
50 2/20 2 6 4 £: openstack
200 16 /50 6 15 8
600 25/100 8 20 16
1000 80/200 16 40 16
2000 160/ 400 16 42 16




ssssssssssssssssssssss

Access without WALLIX PAM

= Direct connection to target system using mstsc

USER

RDP

Windows
Server

No PROXY — no access control
No network separation
No monitorig
No historical data
No recording

www.wallix.com
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Access to corporate resources via WALLIX PAM

= Mitigating risk od sharing privileged user’s password

"
L RDP_ | RDP
BASTION >
USER
Windows
R Rermete Desktop Conection - x Server

| Remote Desktop
~>¢ Connection

WAL L I X General Display Local Resources Experience Advance: d
. Logon settings
B aStI o n & Enter the name of the remote computer.
. ﬂ [pasion waliclocal <]
In Stead Of User name [privilsgedused
eeeeeeeeee ‘
tal’g et SySte m You wil be asked for credentials when you conns ot
[ Al dertial
nnnnnnnnnnnnnnn
e settings t
nnnnnnnnnnnnnn
5 Save As. Open.

) Hide Options Help

www.wallix.com
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Native SSH client access with WALLIX

= Using native PuTTY client

‘

A 4

BASTION

\ 4

USER

Linux
Server
R WALLIX PUTTY Configuration X

Category:

WA L L I X (- Session Basic options for your WALLIX PuTTY session

I..og‘gmg Specify the destination you want to connect to
Bastl O n N Host Name (or IP address) Port
[bastion wallix Jocal [22

H Feat. Connection type:
Instead Of E Wimj:wures (f”gaw"”"r_ ?I'elnat ™ Rlogin @ S5H (" Serial

) Appea.rance Load. save or delete a stored session
target system Behariout
Translation Saved Sessions
- Selection [bastion wallix Jocal
| ' Colours RAWTCP - am walix Jocal Al
=) Connection RAWTCP - am wallix.Jocal - routing
- Data SSH Key Auth - localuser@debian @: 5
Prowy S5H Key Forwarding - localuser@det $
SSH Screen Sharing - privilegedusert
- Telnet Ticketing - cotractortcketing @debiz _Deee |
- Rlogin bastion.wallix Jocal ©
(- 55H
- Seral

Close window on exit:
" Aways T MNever & Onlyon clean exit




W<LLIX

CYBERSECURITY SIMPLIFIED

UAC based access

= Standard users profiles
= USER
= ADMINISTRATOR

USER

WAL Baion x|+

(o o8

< WALLXBomtion [ ccess Manager £ Fedemtion

W<LLIX 4

walilccal
Crennes (Bl sohrk €3 Senicsbom P M lihaper

Sessions

© pownicad Lty Q) Download ROP configuration e

» Authorization name
Linux_Access
Linux_ficcess

Linux_fccess

Linys_#

55
Linux_fccess
Linux_ Access
Linux Access
Linux_Access
Linux_fccess

Linux pccess

g = Duration < Tid

www.wallix.com

n® privilegeduser@WALLIX LOCAL
Privieged User

ABP: 300600, 16 bpp

Seach

- allthetime  2021-04-2017:11:33
= althetme 20211214 16:17:50
- allthetime  2021-02-16 09:40:3%

althetme 20210131 18:08:45

allthetime  2020-08-31 17:12:58
- alithetime  2021-04-15 14:44:36
- slthetme 20201211 09:14:05
- allthetime  2021-12-14 14:41:48
- althenme 20201221 15:28:53
- slthetme  2021-04-08 18:02:18

ket < Quorum =

ADMIN

v

Passwords
S 10 enmes
Protcals get
&A@ s priviegeduser BWALLIX LOCALBIDESIAN-SSH
&0 s debian@local@OEBIANISSH
& [ RAWICPIP  MarlaDBRAWTCPIP [interactive login]
&0 s deblanscenario®local@DEBIANSSH Scenario
& (] RAWICPIP  DEBANRAWTCPIP [interactive login]
A0 s snlble@local@DEBIANSSH
20 ss debianscensrio®|ocalPDEBIAN-SSH_ Triux
&0 s wallixBlacal BAWSDebian SSH
&0 s ansiblelocal@ansible.wallilocaliSSH
s - farwarding@localBDEBIAN:SSH
Torora
Approval requasts
Bastion
a-ar0
<
[ p—
WaLLX Bestion x| +
« c o8 waticoca
WALLIX Bestion [ Acs anager Fedention [ Onhers B Sphnk  ©) ServiceNow e Mail 1/ MastShurper
W< LLIX R pbeks
A vour WALLIX Bastion license s are disabled. pleas

vt
KPts
Time filter
® muan v
users v Lowt cumten

argets -
© Authorizatons v "
Session management v 12

"

Password mansgement o

5
1+ configuration v
4

Od2 D43 NeOT  Narth N2t New2d  DecOs

Sessions and Account activity

User group filter

@ Account sctidty @ Sessices

Dectz  Dects

@Percentage o faled

= imporExport v
Activeusers @) Failed user sessions by day
3 1000%
500%
0%,
Bastion 0%
1000%
wwa e
User
connections
<

[ —

w2201

contact the WALLIX Support Team. i you already hae 4,

@ :  Toruetaroup fiter =)

uodate .

Concurrent target sessions D

oct2e

Active targets

5

Target

connections

Oct3t

@RDP  @SSH SHELL SESSION @G

Norl7  Mortd  Nor2!  Noe2  Dec05  Deci2  Dectd

d target sessions by day @ :
®Peccentge of ikd.

= =
210201 102
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Audit data

Viewing recorded session

4-eyes
4-hands

L
'?0/0
AUDITOR
o RDP
USER
&
&I

ADMIN

4-eyes
AUDITOR is
viewing USER
session in real time [ -
RDP ‘
BASTION RDP >
4-hands Windows
USER sharing Server

session togheter
with ADMIN

www.wallix.com
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Workflow approval mechanism

= Access for critical resources for defind time

@  RDP/SSH

»
>

RDP/SSH

\

BASTION

USER APPROVER REQUEST \ ACCEPT / REJECT

/% I /% I /% I
i/ i/ i/

APPROVER(S)
QUORUM

v

Target
Systems

www.wallix.com
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Access & monitoring Application profile

= Monitoring Apps profiles
= Web App access with credentials automation injection

> /
o RDP

s RDP HeidiSQL
BASTION — 4
7% e B
USER S g e
Windows '
Server
with RDS '

o et s el
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Authorization methods on Primary connection

= Local users
= LDAP/AD

—
o ,
- BASTION >

ER L
us User Authorization Target
- Local user System

- LDAP/AD
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Supported login mechanism on Secondary connection

= Accont
= Account mapping
= [nteractive

Which account can be used to connect to the target ?

Primary connection @ Secondary connection

L
@ RDP, SSH BASTION RDP, SSH, VNC, TELNET,

RLOGIN, HTTP, HTTPS, Raw

Privileged users TCP
Third party
contractors Account
Auditors, Risk and

v

A 4
v

Compliance officers

Targets

e

BASTION

A 4

Account mapping

Interactive login @

A 4
v

(DD
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Password Manager

Securing passwords in a certified vault, hiding, revealing, changing or
generating target passwords

= Bastion Vault, the credentials’ secured storage
o SSH key as well as Password
o Password encryption using AES 256

= Password Management capabilities Targets

o Automatic or on-demand password
rotation

Check-out/check-in workflow

Password complexity generation Juniper SRX Windows LDAP MySQL

App2App Password Management
Breaking glass IBM 3270 Cisco Linux

PA-500 FortiGate

O O O O
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Password Manager capabilities: Check-out/in workflow

User/primary Secondary/Target Target device
account account S
3 @8 05
HTTPS on Bastion GUI Password
Check out €= .
View <& > g Check out Policy without Lock
Check in .
Check out 4= . E
View <@> < Check out Policy with Lock
Checkin ¥ . ﬁ
Password change policy "\ Password modification
Password plugin >
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Blocking unwanted process or behavior

Blocking outbound TCP connection ‘a
Process blocking
Based on unique feature — WALLIX Session Probe
Based on RegEx rules
Outbound TCP connectjgn ~ Windows
blocked Server B

L RDP RDP
BASTION

A 4

A 4

USER Process blocked
Windows

Server A
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Access Manager - secure remote access without VPN

A unique interface to access several Bastion instances

Privileged users

Third party
contractors

Multi-bastion architecture with organization of users/domains groups

=

=

[
»

L e
Internet %

Auditors, Risk and
Compliance officers

DMZ access

GUI customization
Web browser client
Define user profiles
Manage approval

ACCESS
MANAGER

Privileged users

Auditor

=

~ BASTION =
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WALLIX BestSafe - PEDM

= Implement the Principle of Least Privilege without impacting productivity

= Effectve anti-ransomware solution: detects in real time when a process
intends to perform an encryption operation before it is carried out

= Real-time monitoring of applications: monitoring access to disk, to the
registry, to the network and actions like creating new processes or local
user account

= Control access to resources by applicaiton: blocking of all outgoing
connections of a cetain application regardless of the user’s credentials

www.wallix.com

@ M
-
¢ o, BASTION —=&—s &)
Y A/
Privleged users
Third party
contractors
Auditors, Risk and BestSafe Agent on nammaes
Compliance officers Windows-based targets

Targets

Increases system security by reducing administrator’s rights to the
bare minimum needed to address their tasks

Enriched metadata, thanks to the BestSafe PEDM agent controlled
by session probe, thus enhancing the traceability functionality of the
Bastion
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EEEEEEEEEEEEEEEEEEEEEEE ownCloud

%+ Dropbox

WALLIX Trustelem - IDaaS 1 Office 365
box

salesforce

Administrators =
rm W<CLLIX —
. T R U S T E L E M

. ﬂextcloud

Users A ag
e N wJauos
Azure _
@AC“"Q e Identity Sourcing User key functions Applications access o
==Acmemcmw : D|r§cfor|es « SSO » How fo get access to e
ID files (csv) * MFA various applications, G Suite
* API » Contextual login through: PRS-
& Suite  On the fly through * User self-care: e SAML
web-forms « MFA enrolment e Open ID connect ) woroPrass
* PW reset  LDAP

PW reset

JIT provisioning ‘

LDAP
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WALLIX OT — use cases

ENTERPRISE
@ @ *Secured third-party
. DMZ I process and application
. WCESS h!_A|N_|X Blue ._ authentication
e Prism
HTTPS to . | L
RDP Jump
Servers . @ PLANT
RDP to Jump C.Q, Authentlpatlon. m
Servers Plug-ins/ @ o
@ API/WAAPM___ Data
Application Historian
Universal Tunneling: WS Gateway/
Universal Tunneling: Unity Pro Schneider l Edge Computing
Unity Pro Schneider 1
@ @ PROCESS
S5 | Jump Serve: B |3ump Server: Legacy Windows
WinCC | TIA Siemens HMI running WinCC
! ! T

Use cases: y
1: Internal Maintenance )
2: External Maintenance W T
3: Maintenance without additional infrastructure |
4: Protection of legacy OS — Tessass] Tecsacel M@ FIELD
5: Embedding WALLIX in industrial appliances [t []== [ _ _
6: Industry 4.0: Bridging OT/IT/Edge computing — = - Industrial ~ Universal Tunneling:
7: Production automation embedded  Ynity Pro Schneider

PLC PLC PLC

Schneider Siemens Siemens Bastion
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Internal Maintenance

Industrial problem to solve: Benefits:
Traceability of maintenance activity on PLCs. Accountability of maintainers and traceability of the activity.
Traceability and accountability of privileged Industrial Reduced TCO with a single PAM appliance.
Control System Accounts using automation applications. Enhanced protection with maintainers authentication and
Solution: account segregation: a maintainer does not know the
WALLIX Bastion to control access and tracking activity of credentials to authenticate to PLCs.

Automation Software running on Jump Servers.

— Jump Server:

‘ — Unity Pro
m < i i obe
_E!, W s QTLIL!XN " |Jump Server: L

““TIA Siemens

) Jump Server:
WinCC
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@ External Maintenance

Industrial problem to solve: Benefits:
= Lack of internal skills. = End to end secured access through the internet.
= Grant secured access to critical automates from outside = Reduced TCO with no VPN agents/solution to
of the corporate network. deploy/maintain.
Solution: = Reduced surface attack with use of the HTTPS protocol only.

= WALLIX Bastion with the WALLIX Access Manager web
portal dedicated to external access.

= Security can be enhanced with native MFA, workflows
and ticketing.

‘ HTTPS/RDP
G) WILLIX

HTTPS

Unity Pro
S7

Jump Server: .
“"TIA Siemens Siemens

S7 'rrrnnl

\Jump Server:

wincc Siemens I
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Maintenance without additional

Infrastructure

Industrial problem to solve:

Run Automation maintenance software on the maintainer
PC so that he/she can benefits from dedicated
environment/proprietary tools.

Solution:
WALLIX Universal Tunneling.

W<LLIX

B A S T | O N

Unity Pro ‘

Benefits:

Reduced TCO: no need for Jump Servers.
Traceability of connections.
Enforced forensic with availability of Session PCAPs.

Increased efficiency/limited change management: maintainer
can work with his/her own environment.

Schneider

299909

LX) pic

Siemens

29999¢

U] pc

Siemens
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WALLIX PAM: On premise/laaS

* Privileged access mgt & governance
* LDAP/AD and SAML identity sources

* Pattern detection with automatic terminate N
* Real-time monitoring
° 1 1 @ Bﬁurn?ssaemtei in der
gg Remote Maintenance SESSIOn recordlng and replay ;nf:rrn'l;timnnsttecr?nik
. | H k
HTTPS Access Vault to store passwords & SSH keys T
> * AES256 encryption
D Manager
. Third-Party
RDP, SSH, API
E . Workforce p—
g "8 O RDP, SSH, VNC, RLOGIN, TELNET o~
=5
. e |
Admin .
Privileged user SRV Network Device &
Audi -
n uditor RDP. SSH. AP| Universal Tunneling (RAW TCP/IP) IO\ AR @
’ ’ > > “ o—T T_o 0B DevOps
é — -0 Tool
tml oT loT
App & Rob .
ap Bastion |
RDP HTTPS = I
.‘.(I)a DevOps -_— > e .
R~ Tool =
RemoteApp
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CYSERSECURITY SINPLiTIED

WALLIX PAM: Hybrid SaaS

* Privileged access mgt & governance
* LDAP/AD and SAML identity sources

* Pattern detection with automatic terminate

* Real-time monitoring

. . ﬁ Bundesamt
* Session recording and replay i Sicherheit in der

Informationstechnik

o ® .
-H Remote Maintenance

i Third-Party

o1

* Vault to store passwords & SSH keys
* AES256 encryption

Certification in progress

TCP/443 - HTTPS and OpenVPN

UDP/1194 - OpenVPN
. . Workforce

. Remote & On-Site
- '

RDP, SSH, VNC, RLOGIN, TELNET

Admin o
& Privileged user SRV Network Device % %
Auditor
Universal Tunneling (RAW TCP/IP i’
RDP, SSH, AP gl /1P) (A €320 ~
> > “ o—T : DB DevOps
é — o0 Tool
Y'm or loT
App & Robot
.
N RDP HTTPS = "‘.
ﬁ >

.‘.( I)a DevOps

R~ Tool

RemoteApp
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WALLIX OnePAM: SaaS

* Privileged access mgt & governance

* LDAP/AD and SAML identity sources v \

* Pattern detection with automatic terminate
* Real-time monitoring

. i * B_unqesamt_ .
E@ ) * Session recording and replay firSicherheit in der

H Remote Maintenance Informationstechnik

* Vault to store passwords & SSH keys
Certification in progress

* AES256 encryption

Third-Party

. . Workforce

« B Remote & On-Site | T
.

. Admin
Privileged user SRV Network Device &
“ Auditor _
(o)
N 7 0%
To: “, o—T T—o DevOps
. . . (——) &0 Tool
é IPsec Tunnel (Site to Site) *  On Premise or oT
tml App & Robot RDP, SSH, Infrastructure ... inside VPN . laas °
>
Gateway BT
m

a< l ) a DevOps
R~ Tool

RemoteApp
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Thank You

250 bis, rue du Faubourg Saint-Honoré
75008 Paris, France

+33 1 53 42 12 81
info@wallix.com

® ) @ @



https://www.youtube.com/channel/UCKT58VqricukJJxBTlLonAw
https://twitter.com/wallixfr
https://www.linkedin.com/company/wallix
http://www.wallix.com/contact
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