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Pocetak Grupa Telekom Austria Ulaz Al Slovenija na

Amis ulazi na trziste distribucije Odvojene grupe po operaterima Hrvatsko trziste

sa tadasnjim F-Secure za distribuciju Odabrani vendori i preuzimanje
antivirusom aktivnosti za WithSecure
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Sergeja Cvelfer Tadej Krizovnik Maja Milojevic
Voditeljica odjela za Ekspert za distribuciju Ekspert za distribuciju
distribuciju ICT rjesenja ICT rjesenja ICT rjesenja

Marko Kasié Filip Simonka Amadej Blazincic
Vodedi ICT inZenir Ekspert za distribuciju Ekspert za
ICT rjesenja implementaciju ICT

rjesenja 1
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Value Added Distributor

« Partnerski program

. Siroka mreza partnera u Adria regiji

* Prodajna i tehnicka podrska partnerima
« Organizacija tehnickih treninga

 Promocija brandova na eventima

Endpoint zastita (EPP, EDR, XDR)

Zastita za mrezu (NGFW/UTM, NDR, Deception)
Zastita za emailove (Antispam/antiphishing)
Zastita priviligiranih pristupa (PAM)
Visenivojska avtentikacija (MFA)

Backup rjesenja (online, offsite)

. Sirok izbor europskih rieenja
- SIEM
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Kibernetska nevarnost: Ali ste pripravljeni na naslednji napad?

Glavne stvari cyber security-a

Procesi Tehnologija
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Prijetnje | sigurnost se mijenjaju

Naprednost prijetnji

Nastanak virusa ,za zabavu" Botneti & kibernetski kriminal u porastu Napredni ransomware napadi & APT

Potencialna steta

Organizacije se gase, vise dana/tjedna je

Neugodnost Nekoliko financCne stete sve zatvoreno

Sposobnost detekcije

Problemi su ociti, korisnici javljaju Analiza potpisa, prometa i logova za Proaktivni sistemi za brzi alering, 24/7
nestabilnosti aktivno trazenje prijetnji SOC

Duzina napada

Oportunisticki napadi, nekoliko minuta

Trenutni ucCinak ili sati Tjedne ili mjesece

10 | At ICT Distribucija
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Koraci kibernetickog napada
Uspjesan napad Steta i otprava posljedica
Preventiva je bila neuspjesna Napad je uspjeSan, RED TEAM je pobijedio
UspjesSan 0-day napad Kasni odaziv ekipe u obrani
PoCetak napada Posljedice tek su pocele

Preventiva
Zaustavi 90-99%
Sigurnostni filtar

Udaljena )
kontrola

Eksfiltracija
- AL - ol Privilegii b Otkupnina
- - - Sabotaza

<=

Prijetnje
* phishing
* malware
* drive-by attacks

A
‘?‘ NAPAD: RED TEAM

supply chain attacks
infected drives

vulnerable web >. VRIJE

OG NAPADA od nekoliko dana do godina, prosije¢no ~3 mjesece

applications
e configuration
mistakes
etc. e
@A OBRANA: BLUE TEAM Kada je obrana uspjes$na?

* Kad prati detajlne detekcije s malo ,,Suma”
— * Fokus na bitne prijetnje
- = - u Vi . . . .
M Identifikacija il 2 napad i Automatizacija odaziva
prijetnji ‘ potvrda

Y

Zero trust security
Ne vjeruj, uvijek provijeri

11 | AL ICT Distribucija A1



A1l ICT Brunch - Zagreb, svibanj 2025 ﬁl LABYR I NTH W I T H °

Uvijek korak iza
* Virus * Antivirus
* Spyware * Antispyware
e Spam ‘ » Antispam
* Phishing * Antiphishing
 Ransomware * Antiransomware

12 | AL ICT Distribucija A1



Kibernetska nevarnost: Ali ste pripravljeni na naslednji napad?

Razumijevanje napada

Prakticki nemoguce
braniti i preskupo

Napadaci s ogromno
iIskustva koji koriste
kompleksne tehnike
napada

Prioritetni napadi zbog
velike frekvence i
utjecaja na svakodnevno
poslovanje

13 FIVIVOP 2024 | Marko Kasic

NATION STATES

MASS
___________________ ATTACKS

VOLUME

DAMAGE

UNKNOWN 0-DAY TOOLS
AND TECHNIQUES
SYSTEM TOOLS
TARGETED PHISHING
CUSTOM MALWARE

FILELESS
ZERO-DAY
RANSOMWARE
EXPLOITS

BULK MALWARE
SPAM

ONLINE SCAMS
PHISHING

| Al ICT Distribucija A1
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99,9 % it

MASOVNI NAPADI

Obicno dobro pokriveno

« Masovni napadi
« Avtomatizirani
 Malware, npr. u obliku ransomwarea

- Kampanje slanja nezeljene poste i
phishing poruka

« >100 milijuna novih uzoraka godisnje u /@\
bazi (AV-TEST database)

- Rjesavamo s preventivom:
* Firewall
- Zastita e-maila

- Zastita radnih stanica i servera
(antivirusna zastita)

- Ostala preventivna rjesenija

12 | Al ICT Distribucija
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USMERJENI NAPADI

Uglavhnom ne dajemo paznje...
« Napredni i ciljani kibernetiCki napadi

« Prilagodeni phishing i zloupotreba korisnika
(email kao ulazni vektor)

- Koristenje internih sustava (powershell, WMIC,
komande za pokretanje servisa)

- Koristenkje alata za daljinsku administraciju
éRemote Access Tools — RAT) in alata za hekanje
Orcus, Litemanager, VNC, Mimikatz, ...)

- Prikrivanje prometa za nadzor radne stanice
(preko M365, Gmail, HTTPS)

- Rjesavamo s naprednih alatima

 Managed Detection & Response (MDR)
« Endpoint Detection & Response (EDR)
 Network Detection & Response (NDR)

A1
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[zazovi IT strucnjaka

« Nema 100% zastite

« Nema pogleda u cijeli IT ekosistem zbog stalnog Sirenja (IoT, cloud, viSe uredjaja po osobi, distribuirana mreza)
« Stalno nove prijetnje

* Potreba po standardima i regulativi (EU: NIS2, DORA, GDPR, ISO ...)

* Premalo strucnjaka

« Povecana kompleksnost & troskovi

 Nerazumijevanje koliko je dovoljno sigurnosti

16 | Al ICT Distribucija A1
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Europska rjesenja za cybersecurity

Discover
cybersecurity
solutions from

Europe with h‘ C
Cyberhive "’ c | er |Ve

i8cover solutions from EUROPE™

ivigLlNix alica DunGg Lovwai s a
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Europska rjesenja za cybersecurity

Discover
cybersecurity
solutions from

Europe wi
Cyberhive

_ | -

CYBERSECURITYTM
MADE IN EUROPE |

nnnnnnnnnnnnnnnnnnnnnnnnnnnnn
proud owner and initiator
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UcCinkovita i jednostavna rjesenija
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F-Secure Business
secure

F-Secure Business
s now WithSecure

i1 | ALICT Distribucija
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Protecting businesses in 100+ countries

22 | Al ICT Distribucija A1
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W l T H@ 150,000 A leading European

Customers Cyber security company
secure

- : 6,000 /0
we EXISt to b“lld Partners Nationalities

and sustain digital 1000 35

t t Employees Years of
ru S history
€143m Listed
Revenue 2023 On the NASDAQ OMX Helsinki
Ltd
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We offer enterprise-grade cyber security
to businesses — and consumers
]
M/;N
@ & LOCAL ENTERPR;s.

CONSUMERS

We are targeting the corporate
mid-market and local enterprises

24 | Al ICT Distribucija A1
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~Next-gen" for 10+ years

2006 - DeepGuard 1.0

The first version of DeepGuard is
introduced as a response to the
accelerating rate of new malware.

25

2008 - DeepGuard 2.0

DeepGuard starts utilizing the
F-Secure Cloud for file
reputation data.

| Al ICT Distribucija
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2010 - DeepGuard 3.0 2013 - DeepGuard 5.0 2019 - Security Cloud
Expanded use of metadata. DeepGuard now prevents exploits DeepGuard connected to
DeepGuard now uses in commonly targeted applications. F-Secure Security Cloud for new

prevalence data.

2011 - DeepGuard 4.0

Expanded focus on prevalence.
Even faster and more accurate
response to quickly evolving threat
scenarios.

cloud-based analysis modes.

2017 - DeepGuard 6.0

On-the-fly behavioral analysis is
performed more accurately and
with lower system impact.
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Best protection on all fronts — verified by
independent industry evaluations

APPROVED &

Annual N &

Gartner - Ji PROTECTION &

peerinsights Best Protect’on wtestorg AT =)
customers’ APPROVED
CORPORATE
awa rd S ENDPOINT

choice
2020 i

< PROTECTION
4 MACOS

WithSecure™ named a 2020 Gartner Peer Insights WithSecure™ has the most annual ‘Best Protection’ AV-

Customers’ Choice for Vulnerability Assessment I;i'%%'g; E';%%%EIHIS TEST awards for business since its inception, and the
latest Top Product.

VULNERABILITY COLLABORATIO
MANAGEMENT N PROTECTION

WithSecure™ Elements is PC Mag
Editors’ Choice 2022

SCaittards

EUROPE

» Security ks
Standards Council

APPROVED SCANNING
VENDOR

WithSecure™ qualified as a Payment Card Industry’s
Approved Scanning Vendor (PCI ASV)

WithSecure™ Elements Endpoint
Protection won SC Awards Best
Endpoint Security 2021.

| DETECT & RESPOND:
\ ENDPOINT & MANAGED
I I — MITRE ATT&CK DETECTION AND
=== ENGENUITY. | Evaluations RESPONSE

AV-Comparatives named WithSecure™
‘Strategic Leader’ for Endpoint Prevention

Certified )
EPR 2021 and Response (EPR) in 2022

Strategic Leader

Independent evaluation by MITRE confirmed WithSecure’s
industry-leading capabilities in detecting advanced attacks

26 | Al ICT Distribucija A1
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Best prot
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Rasmus Saxén

Researcher, WithSecure
WithSecure™ named a 202
Customers’ Choice for V
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WithSecure™ qualified as a Payment Card Industry’s
Approved Scanning Vendor (PCI ASV

Endpoint Protection Detection ang Response

Compaiens and senvirs Mobile devices Qpen detections by sk Overview
Vs T
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Protecton stonus Sofware updates
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Vulaerability Management

MITRE ATT&CK
ENGENUITY. | Evaluations

Independent evaluation by MITRE confirmed Wit
industry-leading capabilities in detecting advance

av-test.org

BEST PROTECTION

WithSecure
Elements

Collaboration Protection

Ovevall stans Scan activity

Ortections  Malbooes statin %0p affeciod malboses

S Cteal »Hgh Methum  ® Low

Isb2ery e

------
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“We had across the entire testing
year, meaning not a single malware sample was
missed across the two protection testing
categories, totalling ~92k test samples.”

% B
CORPORATE 2
ction o

PROTECTION
MACOS

ual ‘Best Protection’ AV-
- its inception, and the

WithSecure™ Elements is PC Mag
Editors’ Choice 2022

2021
awards l

EURO

WithSecure™ Elements Endpoint
Protection won SC Awards Best
Endpoint Security 2021.

AV-Comparatives named WithSecure™
‘Strategic Leader’ for Endpoint Prevention
and Response (EPR) in 2022

A1
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WithSecure a leading European vendor

in Gartner Magic Quadrant 2024 for EPP

* WithSecure is once again identified as one of the

leading 15 vendors in the Gartner Magic Quadrant
for Endpoint Protection Platforms

- WithSecure is one of only four EUFrOpean cyber
security vendors included in the report

- WithSecure significantly improved its

position compared to the previous report in terms
of both completeness of vision and ability to
execute — more than any other vendor!

Gartner

28 | Al ICT Distribucija
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COMPLETENESS OF VISION

As of July 2024

O Gartner, Inc
Gartner
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WithSecure recognized as the European choice

for mid-sized companies

Gartner noted WithSecure’s new Innovations Exposure Management,
Identity Security, ease of use and MDR service augmentation

We believe being a Niche vendor is result of our European
and mid-market centric strategy

WithSecure recognized as a cost-effective
choice for small and mid-sized companies

29 | ALICT Distribucija Ga rtnel';
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WithSecure is a good fit for small and

midsize businesses

A1l ICT Brunch - Zagreb, svibanj 2025

WithSecure’s strengths:

 Attuned to the needs of the midmarket,
while Gartner is primarily targeting enterprises

- Affordable and generally lower than
average pricing compared to other vendors in
the report

 Customers generally rate the support they
receive from WithSecure as good

30 | At ICT Distribucija Ga rtnel';
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WithSecure sets new standards in detection-to-

alert ratio for the mid-market

Low noise Excessive noise Unmanageable noise
Hours to manage* Days to manage* Weeks or months to manage*
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182 199 345 375 445 569
N e——— " Em |

*
S
a
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WithSecure Elements EDR is a leader in detection-to-alert T H ®
ratio in 2024 MITRE ATT&CK® Evaluations: Enterprise H W I
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Sl Bittlefender e
Cybereason e
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= Low noise ; igeable noise
[ W /|T H .
‘S Hours to manage |l =amits SentinelOne ¢ 1onths to manage*
| . 100
2 Anlabre
= ESETe WatchGuard** e i et
=3
Zz Mi.crosoft‘
ThreatDown* e *
Tehtrise Sy
1000 Trellixe
Harfanglabe Check Point* ¢
Cynete
@
Ciscol**
10000
Sophos e
Trend Micro e
100000
25% 35% 45% 55% 65% 75% 85% 95%

Detection coverage

Detection coverage and number of alerts (Critical / High / Medium) after configuration changes. Results are not fully comparable

1 L] L] L}
32 I A ICT DlStl’lbllCl] a. for vendors not participating in (*) macOS or (**) macOS/Linux tests. Detection coverage only based on the tests participated.




WithSecure Elements™

Proactive and Modular — Made for Co-Security
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WithSecure™ Elements

Right security outcomes with optimal blend of technologies and services
Simple and efficient security management with AI-powered Elements Cloud

Prepare for tomorrow, strengthen your digital security today

wW/TH
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WithSecure™ Elements

36

Proactive and Modular.

&3 Exposure Management

| AL ICT Distribucija
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Made for Co-Security.

S

Extended Detection
and Response

@ Co-Security Services

secure
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WithSecure™ Elements
Proactive and Modular. Made for Co-Security.

AILABYRINTH

Exposure Management @ Extended Detection
and Response

3-)750 Attack Paths @
@ Exposure Score _ _
& Identity Security

Endpoint Security

o—

OI-_Q Remediation

orC Collaboration Protection

WithSecure™ Support Services

37 | Al ICT Distribucija
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WithSecure™ Elements Cloud - NIST

Exposure Management

Extended Detection and Response

Endpoint Security

Collaboration Protection

Countercept

Managed Detection and Response

Elevate

Co-Monitoring

Incident Response

Identify Protect Detect Respond Recover ‘

3s | Al ICT Distribucija A1
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WithSecure™ Elements Cloud - NIST

- Incident Response
IjSerwce

p=

WithSecure™ Elements

W/ TH

secure

Exposure Management
Cover your before attack Attack Surface

360° cyber
security needs

) S

39 | AL ICT Distribucija

during attack

RESPOND

WithSecure™ Elements
Extended Detection

and Response
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Elements Security center

Q New portal for seamlessly managing all
F-Secure Elements solutions

Cloud-based, no need to buy or
maintain management server

Q D ploy, manage and monitor security across the
wh Ie environment

ESC PO RTAL Q Everythmg is done from one web portal, accessible

anywhere, on any device 24/7

s1 | Al ICT Distribucija A1
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The ESC portal

SECURITY
ONITORING
MANAGEMENT
HIERARCHY

>
= -
=0 &
il & :O_ mm
>0 mANn M%
— ANn
> >
_I
= NFNu

ENTRA

LOYME
APHIC

PORTI

MANAGED
FIREWALL

MANAGEMENT
API

UPDATES

©

AUTOMATIC
SECURITY

| Al ICT Distribucija
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Elements EPP clients

Windows PCs and MACs

* Elements EPP for Computers

« Windows

e Mac
Mobile Devices

« Elements EPP for Mobiles
 i0S
 Android

s | Al ICT Distribucija
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Servers

* Elements EPP for Servers
 Windows
* Linux
* Terminal

o Citrix

W/ TH
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Elements EPP for Computers

x o h &

MULTI-ENGINE MANAGED THREAT
ANTI-MALWARE FIREWALL INTELLIGENCE

€3 ) P}

ADVANCED WEB DEVICE PATCH
PROTECTION CONTROL MANAGEMENT
W/ TH
secure

g E@ EE

DEEPGUARD APPLICATION DATAGUARD*
CONTROLX

* = PREMIUM FEATURE
aa | ALICT Distribucija A1



Al ICT Brunch - Zagreb, svibanj 2025

Elements EPP for Computers - PC

45

Software Updater reduces threats by keeping OS and
3rd party software up to date

Windows Firewall with F-Secure profiles monitors and
controls network traffic based on set rules

Web Content Control restricts sites based on their
category

Browsing Protection blocks malicious URLs based on
reputation

Connection Control secures connections to online
banking sites

Web Traffic Protection scans and blocks suspicious web
activity and filters active content based on type

| Al ICT Distribucija
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SOFTWARE UPDATER

WINDOWS FIREWALL

WITHSECURE PROFILES

WEB CONTENT CONTROL

BROWSING PROTECTION
CONNECTION CONTROL

WEB TRAFFIC PROTECTION
CONTENT MALWARE

FILTERING SCANNING
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Elements EPP for Computers - PC

46

Cloud Scanning checks file reputations from the
security cloud

Signature Scanning analyzes files against malware
definitions

Device Control allows admins to control how USB
devices and mass storages can be used on the end
computer

Premium only: DataGuard provides additional
ransomware protection by providing access control to
data folders

Premium only: Application Control strengthens
protection through restrictions on which applications
are allowed to run

DeepGuard’s sophisticated technology uses heuristic,
behavior, and reputation analysis

| Al ICT Distribucija
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CLOUD SCANNING

SIGNATURE SCANNING

DEVICE CONTROL

DATAGUARD

APPLICATION CONTROL

DEEPGUARD
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Elements EPP for Computers - Mac

 Firewall controls OSX firewall SOFTWARE UPDATER

 Browsing Protection blocks malicious URLs to protect FIREWALL

users from malware
CONTROL OSX FIREWALL

« Banking Protection secures connections to online
banking sites
BROWSING PROTECTION

e Cloud Scanning checks file reputations from the

security cloud BANKING PROTECTION

LAYERS

* Signature Scanning analyzes files against malware
definitions

 XFENCE restricts malware, unknown applications and
system processes access to files without permission.

CLOUD SCANNING

D=
-
-
24
-
O
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J
=

SIGNATURE SCANNING
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Elements for Servers

sz | Al ICT Distribucija
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MULTI-ENGINE CENTRALLY THREAT
ANTI-MALWARE MANAGED INTELLIGENCE
FIREWALL
f 1 @ o
ADVANCED WEB DEVICE
MANAGEMENT PROTECTION CONTROL
DEEPGUARD 6 APPLICATION DATAGUARD*
CONTROL*

= PREMIUM FEATURE



A1l ICT Brunch - Zagreb, svibanj 2025 ﬁILABYRINTH W I T H@
Elements for Mobile

Profile For Mobile

Assigned devices: 23

e —
Profile name Description ' \
Label

Network Protection N ETWO R K

Malware Prote:

APPLICATION
| PROTECTION SECURITY CLOUD PROTECTION

v Reputation-based browsing (%)

< Back Network Protection

cess when web site is rated harmful (3)

2559w B

& Malware Protection

Your privacy is protected

BROWSING
. ° PROTECTION pE%ArCE:E%J}IS N MDM SUPPORT

s | Al ICT Distribucija
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Elements EPP API

Can be integrated into any 3 part_}:/_ SIEM,
RMM or other management or auditing tool
via Rest-based API.

Enables Automation
Custom Reporting
Custom Workflows

All Data & Actions

Rest-Based

so | Al ICT Distribucija A1
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Solution packages

Features EPP EPP Premium
Central deployment with silent updates X

Multi-engine anti-malware

Heuristic & behavioural analysis with DeepGuard
Integrated Patch Management

SIEM/RMM support

Device Control

Centrally managed firewall

X X X X X X X X

Rollback Ransomware protection

Application Control

X X X X X X X X X

Ransomware protection with DataGuard

NOTE: Features may differ with operating systems

si | Al ICT Distribucija A1
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How Is The Security Landscape Changing?

EVERY COMPANY RANSOMWARE NO MORE EASILY
IS A TARGET WITH BITCOIN DETECTED METHODS

All companies are targets With Bitcoin, criminals can Criminals are now using
when criminals go for the easily receive money without fileless attacks and normal
easiest victims getting caught operating system tools

Endpoint Protection remains the foundation for securing your environment

ss | Al ICT Distribucija A1
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The World’s Third-Largest secure
Economy Has Bad Intentions IRITEDETATES
—and It’'s Only Getting | $27.9 tilion s e S
Bigger

$24T

Largest
Economies
by GDP

$20T

CHINA
S17.7 trillion

S16T

$12T7

CYBER CRIME
S9.5 trillion

$8T

S4T

Source: IMF, Bloomberg, Cybersecurity Ventures

54 I A1 ICT DlStrlbuCI]a. Vir: https://sponsored.bloomberg.com/quicksight/check-point/the-worlds-third-largest-economy-has-bad-intentions-and-its-only-getting-bigger A1
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Cyber Security Must Be A Process

A preventive layer is crucial for mass attacks,
but it will not stop all advanced threats & targeted attacks

Understand your risk, Minimize attack surface,
know your attack surface, patch vulnerabilities and
uncover weak spots prevent incidents

Pre-Compromise

Post-Compromise

React to breaches, Recognize incidents and
mitigate the damage, threats, isolate and contain
analyze and learn them

ss | Al ICT Distribucija A1
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Preventing vs. Detecting

« Detecting is not the same as preventing threats.

« Traditional endpoint prevention will never stop 100 percent of all threats. This is especially true of targeted
attacks.

* For full data security, both detection and prevention are required.

 The goal of F-Secure EDR is to detect and identify unknown sophisticated and targeted attacks done by human
attackers.

 The focus is on detecting technical security anomalies in customer devices and network.

ss | Al ICT Distribucija A1
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Modern IT Infrastucture Increases Exposure To Threats

57

workday.

\

sulcy{orce

servicenow

““"amazon

AL AANSTY
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Google Drive
&3 Dropbox

O v
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What assets do we have ?
How critical are they ?

Who can access them ?

our employees ?

How do they connect to those

services ?
... etc.

What services are being used by
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ON AVERAGE IT TAKES . - ./ /
100+ DAYS  °
TO DETECT A BREACH

Source: 2024 Cost of Data Breach Study by Ponemon Institute indicated the days to identify the data breach at 194 (mean time to to contain +64)
»
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Call For A Paradigm Shift

® ©

From single-shot, point detections To event flow and context-based detections, and multi-
and binary (ON/OFF) responses faceted, automated, risk-based responses

ss | Al ICT Distribucija A1
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Answering The Paradigm Shift

secure

PREVENTIVE DETECTION & RESPONSE

RECON  WEAPONIZE ) DELIVER EXPLOIT

) CONTROL = EXECUTE  MAINTAIN

MITRE TACTICS, TECHNIQUES AND PROCEDURES
Persistence Discovery Exfiltration
ATT&CK™ Erivilege Esca_latiohateral_ Movemen€ommand
efense Evasion Execution and Control

Credential Access Collection

so | Al ICT Distribucija
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Solution packages
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Features EPP EPP Premium EPP Premium with EDR
Central deployment with silent updates v V4 v
Multi-engine anti-malware N4 v v
Heuristic & behavioural analysis with DeepGuard v N4 Vv
Integrated Patch Management N4 V4 v
SIEM/RMM support V4 v v
Device Control v v v
Centrally managed firewall Vv Vv Vv
Rollback v v v
Application Control v v
Ransomware protection with DataGuard v v
Broad Context Detection for identifying targeted v
attacks
“Elevate to WithSecure” service for expert guidance v
Automated response for targeted attacks Vv
Endpoint sensors for anomaly detection v

61
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NOTE: Features may differ with operating systems A1
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Detection & Response In Action

AILABYRINTH

-~

REAL-TIME BEHAVIORAL ANALYSIS

\

: @WITHSECURE’S EDR BACKEND
o 5T
T 9
INFRASTRUCTURE Q
» Expert Global Threat
Insights Intel o
L1 1 i ?C':> -> | | b
. Br ntex
WorkstationsLaptops Servers . iﬁ%;ngce L /_\ v ) SZteSt?ortg t
olol ‘=
\ / 1010 ) g g
L) g 2
T \ Data enrichment Al analytics Data analytics /
& correlation
/ REMEDIATION CONTAINMENT INVESTIGATION \
E’E x —
Delete Delete Delete Retrieve Retrieve Retrieve
Services scheduled Files, Folders process lists files, folders logs, tasks

tasks

B, QA

Inform
users

Scan
Malware

Delete

k Registry keys

X

Isolate Kill
hosts processes

®

Control
applications

Qo

Event Search

5o
a9

@\ﬂoo

Memory dump Map network

connections

oz I A IC T UISUIDUCIjd

W/ TH
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DETECTION

(Q)

W/ TH

secure

A

ELEVATE TO

¢ WITHSECURE
Your own WithSecu
IT team Partner/MSP

62
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Al And Machine Learning

At the Heart of the Solution

DATA COLLECTION BROAD ]
SENSORS BROAD_ REAL-TIME ANALYTICS

@ > — > 5 0 0

= DETECTIONS

BIG DATA «  VISUALIZATION
STORAGE =  GUIDANCE
/!\
N
N

THREAT MODELS &
ATYPICALITY MODELS

6z | Al ICT Distribucija A1
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Threat Model Training In Action

3) Deployed to real-time

analytics, our solution is then
able to detect new attack types
from context and behavioral

PATA CYEEREON BROAD_ REAL-TIME ANALYTICS patterns.

= DETECTIONS
=  VISUALIZATION
= GUIDANCE

BIG DATA
STORAGE

1) In a forensic research project,
2) The threat model was trained our experts identified a new attack
through huge amounts of data technique using Office macros and
collected by our solutions over PowerShell scripts. This threat
time to detect similar malicious pattern was modelled by our
behavior with high accuracy - machine learning with the help of
minimizing both false positives and THREAT MODELS & experts providing training data.

false negatives. ATYPICALITY MODELS

62 | Al ICT DI
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WithSecure Endpoint Detection & Response

65 65
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KEY FEATURES
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BROAD CONTEXT INCIDENT
DETECTION™ MANAGEMENT

o

APPLICATION CENTRALIZED
INVENTORY MANAGEMENT

N/ GﬁD
ELEVATE TO AUTOMATED

WITHSECURE RESPONSE

ISOLATION
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Why Broad Context Detection?

From single-shot, point To context-based detections Presents only relevant detections
detections including risk levels, affected with actionable visualization for
and binary (ON/OFF) responses host criticality, risk-based and multi-faceted
common for endpoint protection and prevailing threat landscape. response.
platforms.

ss | Al ICT Distribucija A1
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Broad Context Detection In Action

CAPTURING BEHAVIORAL EVENTS \

EVENTS REAL-TIME BEHAVIORAL ANALYSIS

500 min 225,000

DATA EVENTS/MONTH SUSPICIOUS EVENTS

After F-Secure’s
real-time behavior
analysis of the
raw data events

endpoint sensors
deployed across the
organization

=)
o

=) Collected by ~325
=)

—

67 | Al ICT Distribucija

67

AILABYRINTH W/ T H

secure

BROAD CONTEXT DETECTION™

24 7

DETECTIONS REAL THREATS

Confirmed as
real threats

After adding the
broader context to
the suspicious events
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Broad Context Detection

powershell.exe

[retails
Time  Jun 21, 2021 2218:55
Command lime  TC:WWindows\ System2d\WindowsEowez3
hell'ywl. 0%powershell exe” -noni -=
—_ ¥4  roOwERSHELLExE e PEY -
MEDIUM: A Powershell command containing a
bazebd encoded data was loaded. The =script ..

WINSERVERZO18-2

Sy=tem or tool misuse

Showi in Process tree

s | Al ICT Distribucija
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+ Detection: User accessing downloaded shortcut Jun 21, 2021 22:18:35

@ powershell.exe

Davice
Uzzmames

Command line

Pzth
SHAT
Exscution start

Execution end

WinServer2019-9

EMERGYCOMPANYYmeikama

"ChWindows\System32WWindowsPowerShellwl hpowershell.exe” -noni -ep bypass Svlk="JHMNOPTBAMDAA G IV TS RIBDwe DA DA mMiChaokb G491 m1 pY 3 hvc2 Orm dCSs bimsiCweok b2 19TV 3L Giamijd C
BITySGa\WIU 3Ry IWFtI CRsbiwnT3 Blbics! 1MW OnL Cd SDWRAE] pd GURChwokZ GERIGHLMIDW ol HMOLFU Ty S TZWA T pZ 2 lu X ToG OmivnaWid pOwalkb2 L9 TmILUSiam\jdBieXRIWA Do) GVukTsk) GRAPS RVYiEEE
WRHCRNZ SwowLCRIbik TCiRGaz 1BVEVADC S Fom M2 GluZ 1 D60KFTQOU Lkd Id FMOcmiuZyg kb 2UpCwppZXgg/ HprOw==", Srhia=[Text.Encoding]=ASCI.GetString [[Convert]-FromBasebdZzring. Invoke(3vk)): iex Srhia;
Bsystemrootdsystem32iwindowspowershellw1.0

36c5d12033b22af251bac 1006001 TfddcET [

Jun 21, 2021 22-18:55

Jun 21, 2021 22-18:55

& Detections

— + Detection 1/4: Powershell with encoded data Jum 21, 2027 22:18:55
— + Detection 2/4: User executed new process Jun 21, 2021 22:18:55
— + Detection 3/4: Powershell basefd Jun 21, 2027 22:18:35

— + Detection 4/4: Modified shortcut file Jun 21, 2021 221855

@ rundli3Z.exe

Device WinSsresr2012-2
Username EMERGYCOMPANY maikama

Command line  "C\Windows'system32yrundli3 2.exe” Amicrosoftdat , PointFunctionCall

Path  Sesystemrootishsystem32

SHA1 TE622Bd2f23c3474dectefla2b0365b0BSET 14223
Exscution start  Jun 21, 2021 221855

Execution emd  Jun 21, 2021 2218:55

@ Detections

+ Detection: Rundll32 executed by powershell m.lur' 21, 2021 22:18:55

68
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Incident Management

Recon Activities @
@® Severe risk (100), High confidence, High criticality

Summary Process Tree Log

New W
F MNew
Acknowledged

In progress

i I | !

Monitoring

{ Closed >

so | Al ICT Distribucija
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Simplifies incident management flow by facilitating
effective incident handling

Prioritizes incidents based on risk level and
criticality

Supports review process for managing incidents and
false positives

A1
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Response Actions

INVESTIGATIVE ACTIONS

= Retrieve files, registry
hives, event & anti-virus
logs, master boot record,
netstat, and PowerShell
history

= Map registry and file system
* Full memory dump

70 | Al ICT Distribucija
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CONTAIMENT ACTIONS
= Kill processes
= Kill threads

secure

REMEDIATION ACTIONS
= Delete files

» Delete registry

» Delete services

» Delete scheduled tasks

W/ TH

70
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Host Isolation

HOST WINDOW

______ MANAGEMENT
PORTAL
-

71 | Al ICT Distribucija

®
®

AILABYRINTH W/ T H

secure

Stops the attacker’'s command & control connections
by isolating selected hosts

Displays a warning message on the isolated hosts
about restricted network access

Allows the isolated hosts to be managed remotely
from the Elements Security Center Portal

A1
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Guidance To Respond

1 LA

S ID: 502263-35784, Category: Lateral movement <

Status (i)

New A

Quick actions

¥
Enu
— 7
Elevate to WithSecure
DESKTOP-ADB55NS
Company
i ¥#
Affected devices (1)

DESKTOP-AOBSSNS
Identical BCDs (0)

Similar BCDs (0)

72 | AL ICT Distribucija
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Recommends response actions like informing users
or isolating hosts

Get help on tough investigations from
F-Secure experts with Elevate to WithSecure

Machine learning means EDR constantly improves
its recommendations and detects less false
positives

A1
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Automated Response

Automated response

@ Automates risk-based response actions outside
business hours

e ompan ion riteri chedule
() Host isolat...  F5 EDR lsolate hosts Risk level: Severe, h..  Continuous
() Host isolat..  F5 EDR Security Tes...  lsolate hosts Risk level: Severe Continuous
() Host isolat..  F5 EDR, FS EDR ... lsolate hosts Risk level: Severe Continuous @ Sto S a a C S u iC iso a i n i m a C e OS S
ps attacks quickly by isolating impacted host
() Host isolat.. FS EDR, FS EDR .. lsolate hosts Risk level: Severe a... Continuous

73 | ALICT Distribucija A1
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Elevate To WithSecure

74

WithSecure
Partner

| Al ICT Distribucija

Option
to
Elevate
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Elevate to WithSecure feature for Partners when
additional advice is needed

is used for best knowledge and recommendations

@ WithF-Secure Detection & Response Team expertise
24/7

@ Trackable communication with experts

74
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Prompt Down Hackers with
Luminen™ GenAl

WithSecure Luminen™ blends the power of GenAl with the
workflows of today's overwhelmed and understaffed IT security
teams to supercharge their work and user experience.

Al ICT Distribucija / 1
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AlLABYRINTH

WithSecure Al journey

WithSecure has been pioneering and using machine learning and Al within cyber security for decades Our algorithms and data processing
meet the highest European standards of quality, compliance, and sirict privacy protocols.

plelels
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Gemini

First machine
learning based file
analyzer
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First machine
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Android app
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Project Blackfin

On-device Al using
swarm intelligence

2018
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for Broad Context
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ML-based phishing
detection

Machine learning to
identify malicious
phishing
documentis

2023

]

L]

-
...'i
® s .

'l‘.‘

. -

. *

.
-
-
L
-

REL N T L L RN
ree®® B0e.
||... .....I
o e B g® e

LLM-powered
security research

Large language
models (LLM) and
chat interfaces to

supercharge
security analysts
and researchers
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Extended Detection
and Response

Endpoint Security

Endpoint Protection, Detection and Response
for Windows, macQS, Linux, iOS and Android

Identity Security

Identity Threat Detection
for Microsoft Entra ID

Collaboration Protection

Advanced protection for Microsoft 365 email,

Teams, OneDrive and SharePoint

WithSecure™ Elements
Extended Detection and
Response (XDR)

A unified solution to protect modern IT estates by
minimizing impact of attacks with advanced preventive
controls, AI-powered tooling, and access to flexible, round-
the-clock expert services

A\VAVAY i b o B
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XDR protection scenarios

@

Attacker

< B

Phishing email Attachment
delivered opened

%%

URL clicked

User
compromised

Attachment Risky user
or URL blocked session detected

WV / Elements™ | Extended Detection and Response

Preventive and reactive security

\

Initial access
ENEILE
installed

i

Initial access
to cloud services

Malware blocked

Command
and control
the endpoint

Malicious process
detected, host isolated

N A
¥ N

Move to other
devices

(M

Privileged access

=
®

Data is stolen,
encrypted or used
for financial fraud

@ Ransomware
prevented

A\VAVAY I B
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Know what Know what to Have the right
makes up your prioritize when tools, people and
attack surface remediating means to remediate

exposures successfully
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WithSecure™ Elements Exposure Management

Continuous assessment of threat exposure, using the attacker's view of your environment.

3. PRIORITIZE |

REMEDIATION : E Dashb d Elevate to WithSecure™
: Xposure Dashboar | AI-powered
| See business risks and remediate Recommendation
| exposures based on exposure scores Engi
: and AI-powered recommendations. ngine
: Remediate with Guidance
L e e, e, e, e e e e e, e, e, e, e e e e e e e = —
2. ENRICH
WITH
INTELLIGENCE @ Business Context = Attack Paths % Threat Intelligence

1. INTEGRATE .
DATA Environment

Network External Attack Surface
Network equipment, Internet discovery, internet
unmanaged devices detections

Managed Devices Cloud Services Identity
Workstations, servers AWS, Azure Entra ID

W/ TH

secure
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WithSecure™ Elements XM vs XDR

Elements XM

Continuous Proactive Security

AILABYRINTH W/ T H

secure

Elements XDR

Continuous Reactive Security

Before attack: "Locking down” your environment to
be less attractive to attackers by understanding
potential attack paths. Shrinking down the size of your
attack surface.

Focus Areas:

During attack: The attacker is trying to enter through your
attack surface or is already inside your environment. You
are protecting your organization against ongoing attacks,
and you are prepared to detect and respond to them.

eI \ax-Te /@ [nternet-facing systems
"; Surface Externally exposed assets

Tag and track attacker activities (TTPs - Tactics, Techniques and
Procedures)

Devices with vulnerabilities (agent-based scan)
Identification and scanning of agentless devices

Devices and
] Network

Blocking malware
Detecting suspicious process behavior
Remediation actions (e.q., kill processes)

Missing Multi-Factor Authentication (MFA) configuration
Leaked credentials and breached accounts

(Entra ID)

Determining suspicious sign-ins (e.g., impossible travel, atypical
authentication protocols etc.)

Detecting activity of compromised users

Remediation actions*

Misconfigurations in AWS and Azure cloud infrastructure

s3 | ALICT Distribucija

Blocking malicious files and URLs (Microsoft 365)
Cloud detection*
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Drugaciji pristup za pracenje mreze?
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Tko je Labyrinth?

- Osnovan u 2019.
« HQ u Zabrze, Poljska

 Web stranica: www.labyrinth.tech

* LinkedIn profil: link

. Yaumube kenl: i SILABYRINTH

Cyber
Made
InPoland

R

CE ANARD,
202574
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http://www.labyrinth.tech/
https://www.linkedin.com/company/labyrinth-development
https://www.youtube.com/@labyrinthdeceptionplatform7278
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Kiberneticki ,kill-chain™
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Labyrinth je najucinkovitiji u ranom otkrivanju napada

~ R 4 R
ST EHT® res 7@
\ J \\ J \ /J \\ J \ \. y,
Reconnaissance  Weaponization Delivery Exploitation Installation Command Action
and control on objectives

N

AILABYRINTH
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Gradniki platforme

90 | Al ICT Distribucija

Admin VM
(Management Console)

All information collected at the
Points is forwarded to the
Management Console for incident
analysis and response.

Point

Points simulate applications and
services in a real-world IT
environment and interact with
attackers, keeping them inside the
Labyrinth.

AILABYRINTH

Worker VM

The Worker VM is the host that
hosts all the Points in Labyrinth. It
can operate in multiple VLANs
simultaneously.

Host with Seeder Agent

Agents are deployed on real hosts

and distribute attractive artifacts to

them. The artifacts used by
attackers direct them to Points.

W/ TH

secure
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Arhitektura rjesenja

d D
D

Labyrinth Deception Platform

b

Al v |
- -
5‘

Network lures

Admin VM
(Management Console)
Web Ul
it
Worker VM
SSH server FTP Win 10 host

7

l

Worker VM

g_

I

Seeder Proxy

]

)

1)

MQTT broker

Network lures

I

AILABYRINTH

v
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i
Server Server 2
Server 3 % Server N

—

—

W/ TH

secure

Seeder Agent
usmjeri napadaca u
zamku (Point)

Zamka (Point)
komunicira s
napadacem i Salje
alarme na konzolu

Konzola alarmira
ekipu za odazivanje
i Salje metapodatke

za analizu

Ekipa za odazivanje
potvrdi podatke i
zaustavlja napad
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Podrzane platforme

Microsoft

—— Hyper-V

vimware

X PROXMOX

o2 | ALICT Distribucija

FILABYRINTH W/ T H

AAzu re

secure



A1l ICT Brunch - Zagreb, svibanj 2025

Deception Point Type Bases

Name

1C8.1

Description

1C:Enterprise Web login page

Name

Allen Bradley Ethernet Processor SLC-500
Description

Allen Bradley Ethernet Processor SLC-500 (1

Name

Allen Bradley PLC

Description

Allen Bradley PLC CompactLogix 5069-L320E

Name

ASKOD WEB
Description

ASKOD WEB (Ukraine)

Name

DNS server
Description
DNS server

Name

FortiGate Web Ul

Description

FortiGate Web logon page imitation

Name

FTP server

Description

Standalone FTF server

Name

Modbus TCP server
Description

Standalone Modbus server

o3 | AL ICT Distribucija

Name

Microsoft Outlook Web Access

Description

Microsoft Outlook Web Access logon page in

MName

My SQL Server

Description

Standalone My SQL Server Point

MName

PostgreSQL Server

Description

Standalone PostgreSQL Server

Mame

IBM Qradar Server imitation

Description

IBM Qradar Web interface and APl with syslo

AILABYRINTH

Mame
Siemens SIMATIC HMI

Description
Siemens SIMATIC HMI Ul imitation

Name
55H daemon

Description
55H service imitation

Name
Universal WEB Point

Description
Universal WEB Point

Name
VMWare vCenter Virtual Appliance (logdshell)

Description

W/ TH

VErsion va.2

VMWare vCenter Virtual Appliance with log4shell vulnerability

secure



Al ICT Brunch - Zagreb, svibanj 2025

Universal Web Point

94
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Point Type universalweb
Hosthame ophelia

IP Adress

status

172.16.72.116 -l

running

AILABYRINTH

corporate v

Latest alerts 150

\ Potentially dangerous HTTP method (POST,
2

PUT or DELETE)
2023-04-05 17:11:46

Source IP: 172.16.254.129
Point ID universalweb-c0463b85
Honeynet honeynet01
Location labdev
Point IP 172.16.72.122
Point Type universalweb
open

\ Potentially dangerous HTTP method (POST,
2

PUT or DELETE)
2023-04-05 17:13:22

Source IP: 172.16.254.129
Point ID universalweb-009d4cbb
Honeynet honeynet01
Location labdev
DArint 1D 479 40 7N 1441
VIEW ALL

W/ TH

secure
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Universal Web Point

x
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Primjer alarma
Severity Status Timestamp Point ID Attacker IP Alert Reason
\l'D open 2024-05-16 11:08:58 sshd-3eae0458 10.10.10.1 sshd successful login detected A

DETAILS EVENTS ACTIVITY(O)

2024-05-16 11:08:58

Alert ID 54b8ce4b-f9e7-4047-b731-3e02e1010c94
Alert Reason sshd successful login detected
Destination IP 10.10.10.71

() Download PCAP
21.31 KB

File Type: pcap
MD5: dOdfcObeff7552a0af6c142c5daba885

os | Al ICT Distribucija A1
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Additional Info

Username testol1

Clientip 10.10.10.1

Password robot

Message login attempt [testol1/robot] succeeded

Additional Info

Message login attempt [test_receiver3/tarakan] failed

Clientip 172.16.1.50

Password tarakan

Username test_receiver3

o7 | ALICT Distribucija
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Detajli alarma

DETAILS EVENTS ACTIVITY(O)

(RSN

2024-05-16
11-08:58 Hostname: - Username: testol1 Message: login attempt [testol1/robot] succeeded
2024-05-16 . i i
11-08-58 Hosthame: - Message: SSH client hassh fingerprint: 55b7fab6f5d2b485a6773eee233e4a52
2024-05-16 _ i
11-08:58 Hostname: - Message: New connection: 10.10.10.1:12033 (10.10.10.71:22) [session: 8495d6e5e930]
2024-05-16 :
11-08:58 Hosthame: - Message: Remote SSH version: SSH-2.0-OpenSSH_7.8 FreeBSD-20180909
2024-05-16 L .
11-08:50 Transport: tcp Source IP: 10.10.10.1 Source Port: 12033 Destination [P: 10.10.10.71 Destination Port: 22 TCP Flags: SYN

os | Al ICT Distribucija A1
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Detajli alarma

DETAILS EVENTS

ACTIVITY(0)

2024-05-16
11:09:41

Hostname:

Message

ALABYRINTH

W/ TH

secure

2024-05-16
11:09:26

Hostname:

Message: CMD: cat passwd

2024-05-16
11:09:19

Hostname:

Message: CMD: cd /etc

2024-05-16
11:09:16

Hostname:

Message: CMD: sudo su

2024-05-16
11:09:01

Hostname:

Message: CMD: ping 8.8.8.8

9 | ALICT Distribucija
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Integracije

00 | Al ICT Distribucija

State

Name

CrowdStrike

Cuckoo Sandbox

Fortigate

Microsoft Teams Notifications

IBM-Qradar

Slack Notification

SMTP Notification

Splunk

SIEM Integration (Syslog forwarder)

TheHive

AILABYRINTH

W/ TH

secure
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Company M secure

 Proizvodna tvrtka
100+ zaposlenih

« Sigurnosna rjesenja:
* Firewall
* Windows Defender
- Zastita emaila za M365
« Backup s kriticnih servera

COMPANY

- Menagementu prioritet zadovoljstvo zaposlenih: YOUR SLOGAN HERE
- Dopustene slabe lozinke
« Malo ili bez ogranicenja dostupa internim sistemima
. Cesto korisnici imali admin prava

« Aktivno testirali EDR rjesenje

102 | Al ICT Distribucija A1
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COmpany M — |nC|dent secure

Pristup f;:jsrffn'i RANSOM-

erverima ) WARE
stanicama

ISCENJE Monitoring

Pocetni koraci

Nisu odkrili

pravog vektora y 5 oo

napada. Najbolja  Sirenje malware Sirenje malware KRIPTIRANJE Na manjem djelu IT ekipa pocela CISCENJE EPILOG

interpretacija po drugih po radnim mreze, gdje je bio gasiti i izolirati

logova je pristup  serverima stanicama PoCetak instaliran EDR uredjaje i ubrzano S koristenjem Menagement dozvolio
putem otvorenog kriptiranja poceli su prvi instalirati EDR na EDR i brze je investiciju u dodatna
Remote Desktopa alarmovi sve ostale radne reakcije uspjeli su rjesenja: sad koriste
na server stanice i servere identificirati vse puni SOC ukupno sa

uredjaje s XDR
malware-om

103 | Al ICT Distribucija A1



Nemamo
podataka o
pocCetku, koje bi
koristili za
promjenu
sigurnosnih
pravila na svim
rjesenjima.

Ne znamo koje
alate i koji
korisniki su bili
kompromitirani.

Prvi indici o
problemima tek
kad se usporio

server.

Prvo su trebali
imati velike
probleme, kako
bi promijenili to
Sto su znali vec
prije.
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Company K secure

* Usluge
« 200+ zaposlenih

« Sigurnosna rjesenja:
* Firewall
- Zastita emaila
« Backup
- Napredna zastita radnih stanica s EDR
- Kontrola mreze s postavljenim mamcima
« Ogranicena prava korisnika
* Redoviti pen-testovi C 9‘, .A(\l o[)_.\ :A” II:{ Y
- Edukacija zaposlenih na podrucju cyber security higiene

« Menagement podrzava investicije u cyber security

i0s | Al ICT Distribucija A1
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Company K - incident

RAZENJE KRADA

START

midjourney.exe
Korisnik pokrenuo
tool za Al kreaciju

Pokrenuti proces
je skupio vse
informacije o

Proces je iz
Memory uzeo sve
lozinke i uradio

fotografija kako bi korisniku, eksport lozinka iz
koristio WebAPP sistemu, mrezi i svih browsera
dostupnim
serverima.

06 | Al ICT Distribucija

UPLOAD

Credential theft

Sve ukupno
poslano je na
javno dostupne
web servise
(twitter / X, reddit
i pastebin)

AILABYRINTH

Iz tih istih web
servisa preneseni
su komadi novog
fajla, koji je
kreirao novi
malware i novi
proces

Taj novi fajl je
stavljen u startup
folder za
automatsko
pokretanje

1ZOLACIJA

Reakcija EDR

EDR je uz analizu
eventa sam diago
~SEVERE" alarm i
pokrenuo
automatski
response -
IZOLACIJA

W/ TH

secure

EPILOG

Steta

Steta je
minimalna -
ograni¢ena na
promjenu
ukradenih lozinka.

A1
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Usporedba incidenta

Pristup
radnim
stanicama

Pristup

. ISCENJE Monitoring
erverima

e NAPAD

VVVVVVVVVVVVVVVVV

VRIJE

COMPANY

RAZENJE KRADA UPLOAD

1ZOLACIJA EPILOG

107 | AL ICT Distribucija A1
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Usporedba incidenta

: Pristup
S NAPAD s radnim e ISCENJE Monitoring
cOMPANY serverima : WARE f
stanicama

VRIJE
‘3 minute Cca 2 dana Cca 4 dana Cca 14 dana 4 mjesece

@ '
. 'll

i0e | Al ICT Distribucija A1
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KljuC je u vidljivosti

Network Detection
and Response

0o | Al ICT Distribucija

o)

~)

SIEM/UEBA

Endpoint Detection
and Response

FILABYRINTH W/ T H

secure

Detekcije na mrezi
Identifikacija sumnjivih mreznih aktivnosti s monitoringom
prometa za unutarnje i vanjske prijetnje

Detekcije na radnim stanicama i serverima
Pracenje pokretanja procesa i otvaranje fajlove, aktivacije
mreznih konekcija, aktivhosti u memoriji sistema

SIEM/UEBA:
Skupljanje, analiza i korelacija informacija i aktivnosti svih
sistema (sigurnost, infrastruktura, korisnici)
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Kljuc€ je u vidljivosti

Detekcije na mrezi
Identifikacija sumnjivih mreznih aktivnosti s monitoringom

,b \ prometa za unutarnje i vanjske prijetnje

= f—y Aﬂ
o= 1h Detekcije na radnim stanicama i serverima

SIEM/UEBA Pracenje pokretanja procesa i otvaranje fajlove, aktivacije
mreznih konekcija, aktivhosti u memoriji sistema
! [2]

{ [I" e TR SIEM/UEBA:
” €= Skupljanje, analiza i korelacija informacija i aktivnosti svih

sistema (sigurnost, infrastruktura, korisnici)

Network Detection Endpoint Detection
and Response and Response
AILABYRINTH W/ TH
secure
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Europska rjesenja za cybersecurity

Discover
cybersecurity
solutions from

Europe wi
Cyberhive

_ | -

CYBERSECURITYTM
MADE IN EUROPE |

nnnnnnnnnnnnnnnnnnnnnnnnnnnnn
proud owner and initiator
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UcCinkovita i jednostavna rjesenija
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Value Added Distributor

- Partnerski program

- Siroka mreza partnera u Adria regiji
 Prodajna i tehnicka podrska partnerima
- Organizacija tehnickih treninga

 Promocija brandova na eventima

114 | Al ICT Distribucija
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Sto slijedi?

Testirajte nasa rijesenja : ' _
Besplatan POC 7 1
Podrska i edukacija uz POC oo
-

PomocC uz prodajne aktivnosti r- ‘. o
. L
.‘.

Pomoc¢ uz implementacije
. q
[

Tehnicki trening

KONTAKTIRAIJTE NAS:
Web stranica: https://varnostne-resitve.si

ap & ‘
PiSite nam na ict-partners@A1.si @ t‘ I
@ @

L
-‘.

A! ICT Distribucija /A L


https://varnostne-resitve.si/
mailto:ict-partners@A1.si
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