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We exist to build 
and sustain digital 
trust

6,000
Partners

1000
Employees

€143m
Revenue 2023

35
Years of 
history

A leading European
Cyber security company

Listed 
On the NASDAQ OMX Helsinki 
Ltd

150,000
Customers

70
Nationalities
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We offer enterprise-grade cyber security
to businesses – and consumers

We are targeting the corporate
mid-market and local enterprises
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„Next-gen“ for 10+ years

2006 – DeepGuard 1.0

The first version of DeepGuard is 
introduced as a response to the 
accelerating rate of new malware.

2008 – DeepGuard 2.0

DeepGuard starts utilizing the 
F-Secure Cloud for file 
reputation data.

2010 – DeepGuard 3.0

Expanded use of metadata. 
DeepGuard now uses 
prevalence data.

2011 – DeepGuard 4.0

Expanded focus on prevalence. 
Even faster and more accurate 
response to quickly evolving threat 
scenarios.

2013 – DeepGuard 5.0

DeepGuard now prevents exploits 
in commonly targeted applications.

2017 – DeepGuard 6.0

On-the-fly behavioral analysis is 
performed more accurately and 
with lower system impact.

2019 – Security Cloud

DeepGuard connected to 
F-Secure Security Cloud for new 
cloud-based analysis modes.
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Best protection on all fronts – verified by
independent industry evaluations

WithSecure  named a 2020 Gartner Peer Insights 
Customers’ Choice for Vulnerability Assessment

WithSecure  qualified as a Payment Card Industry’s 
Approved Scanning Vendor (PCI ASV)

Independent evaluation by MITRE confirmed WithSecure’s 
industry-leading capabilities in detecting advanced attacks

PREVENT: 
ENDPOINT & 

COLLABORATION 
PROTECTION

DETECT & RESPOND: 
ENDPOINT & MANAGED 

DETECTION AND RESPONSE

PREDICT: 
PATCH & 

VULNERABILITY 
MANAGEMENT

WithSecure  has the most annual ‘Best Protection’ AV-
TEST awards for business since its inception, and the 
latest Top Product.

7
Annual
Best Protection 
awards 

WithSecure  Elements is PC Mag 
Editors’ Choice 2022

WithSecure  Elements Endpoint 
Protection won SC Awards Best 
Endpoint Security 2021.

AV-Comparatives named WithSecure  
‘Strategic Leader’ for Endpoint Prevention 
and Response (EPR) in 2022
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WithSecure a leading European vendor
in Gartner Magic Quadrant 2024 for EPP

• WithSecure is once again identified as one of the 

leading 15 vendors in the Gartner Magic Quadrant 

for Endpoint Protection Platforms

• WithSecure is one of only four European cyber 

security vendors included in the report

• WithSecure significantly improved its 

position compared to the previous report in terms 

of both completeness of vision and ability to 

execute – more than any other vendor!
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WithSecure recognized as the European choice
for mid-sized companies

Gartner noted WithSecure’s new innovations Exposure Management, 
Identity Security, ease of use and MDR service augmentation

WithSecure recognized as a cost-effective 
choice for small and mid-sized companies

We believe being a Niche vendor is result of our European 

and mid-market centric strategy



9

WithSecure delavnica | 15. oktober 2025

WithSecure is a good fit for small and 
midsize businesses

WithSecure’s strengths:

• Attuned to the needs of the midmarket, 

while Gartner is primarily targeting enterprises

• Affordable and generally lower than 

average pricing compared to other vendors in 

the report

• Customers generally rate the support they 

receive from WithSecure as good
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WithSecure sets new standards in detection-to-
alert ratio for the mid-market
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WithSecure sets new standards in detection-to-
alert ratio for the mid-market



Innovation, Privacy, Protection

WithSecure  is a leading European vendor for Mid-Market 
Companies and Managed Service Providers seeking compliant and 
effective cybersecurity solutions – tailored to European standards 
and meeting the needs of global markets at large.

Cyber Security Technology – The European Way.

ISO 27001
Certified and 
compliance support 
provider

From Day 1
Integration with 
European 
regulations

DORA
Compliance support 
provider

GDPR
Compliant and 
compliance support 
provider

Based in Europe 
since 1988

NIS 2 
Compliant and 
compliance support 
provider



While the directive does not specify which tools should be used, 
we are able to help organizations operating within Europe to 
achieve compliance.

The obligations outlined in NIS2 primarily 
encompass 3 key areas:

While the ultimate responsibility for compliance rests with each 
entity, we are committed to provide our customers with the 
necessary tools and support to reach this goal in the most 
efficient way.  

What is NIS2 and 
why should I care?

1. Risk management 
measures

2. Incident reporting
3. Training and 

awareness-raising



We elevate our partners’ security 
capabilities with co-security.

What makes us stand out from the crowd?

We offer unique attack surface reduction with risk-based 
prioritization of network, system, & software vulnerabilities

Our AI-powered detection and response automation 
capabilities across endpoint security and cloud services are 
designed for the needs of mid-sized businesses

We offer unique service creation support for resellers and 
managed service provider partners looking to get into the field

We empower our partners by sharing our expertise and 
insights while working in close collaboration

We make enterprise-grade threat hunting affordable for mid-
sized businesses with 24/7 on-demand services

Target company size
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Proactive and Modular – Made 
for Co-Security

WithSecure  Elements Cloud



Trends
and drivers

˃ Swift evolution of GenAI, reduction of human 
risks

˃ Driving cybersecurity investments with 
outcome-driven metrics

˃ Continuous Threat Exposure Management

˃ Efficiently managing third-party cybersecurity 
services

˃ Shifting from traditional controls to IAM



No 100% protection guaranteed

Challenges we hear from our customers

Lack of visibility to growing IT and Cloud environments

Evolving threat landscape

Meeting new compliance requirements

Lack of trained personnel 

Increasing complexity & cost

Lack of understanding what is enough security



We are here for the over-loaded,
under-resourced and underserved 

mid-size organizations



WithSecure Elements

Proactive and Modular – Made for Co-Security



Right security outcomes with optimal blend of technologies and services

Simple and efficient security management with AI-powered Elements Cloud

Prepare for tomorrow, strengthen your digital security today

WithSecure  Elements



Partner-Driven Service Capabilities

Flexible Software Modules

Co-Security Services
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Proactive and Modular – 
made for Co-Security
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Extended Detection
and Response

Exposure Management

Proactive and Modular. Made for Co-Security.

Co-Security Services

WithSecure Elements
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Extended Detection 
and Response

Co-Security Services

WithSecure  Support Services

Exposure Management

Luminen AI

Endpoint Security

Identity Security

Collaboration Protection

XDR Cloud Security (for Azure)

XM for Business

XM for Cloud

XM Frontline Add-on

Elevate

Managed Detection and Response
for endpoints and identities

WithSecure  Elements Infinite

Co-Monitoring

• MDR for Endpoints

• MDR for Identities*

• Exposure Management 

service (CTEM)

• Incident Response

• Customer Success 

Management

• Elevate

• Elements XDR

Incident Response

WithSecure  Elements Cloud
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WithSecure Elements Cloud - NIST

Exposure Management

Extended Detection and Response

Endpoint Security

Collaboration Protection

Identity Security

Exposure Management

Countercept

Managed Detection and Response

Elevate

Co-Monitoring

Incident Response

Identify Protect Detect Respond Recover
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WithSecure Elements Cloud - NIST

Attack Surfacebefore attack

during attack

Cover your  
360°  cyber

security needs

WithSecure  Elements
Extended Detection 
and Response

Incident Response
Service

WithSecure  Elements
Exposure Management



WithSecure Elements
Extended Detection & Response
XDR for Windows, Linux, Mac and M365 cloud



WithSecure  Elements 
Extended Detection and 
Response (XDR)

A unified solution to protect modern IT estates by minimizing 
impact of attacks with advanced preventive controls, AI-
powered tooling, and access to flexible, round-the-clock expert 
services

Extended Detection
and Response

Endpoint Security
Endpoint Protection, Detection and Response
for Windows, macOS, Linux, iOS and Android

Identity Security
Identity Threat Detection and Response 
for Microsoft Entra ID

Cloud Security
Threat Detection for your Microsoft Azure cloud resources

Collaboration Protection
Advanced protection for Microsoft 365  email, Teams, 
OneDrive and SharePoint



XDR is an evolution of EDR

Today’s attacks more commonly start from 
identities instead of endpoints01

Hybrid IT estates extending to endpoints, 
emails, identities and cloud applications 
require visibility beyond traditional EDR

02

Scarcity of security skills highlights the need 
for unified tools offering ease-of-use03



Endpoint Devices: Automated protection, threat detection, and tooling for 
fast response against malware, delivered across computers, servers, and 
mobiles – and even Virtual Machines. 

Identities: Detect and respond to identity-based threats and potentially 
compromised users in Microsoft Entra ID.

Cloud Collaboration Applications: Advanced Microsoft 365 security 
against phishing and other threats for email, Teams, OneDrive and 
SharePoint.

Cloud Infrastructure: Detect cloud attacks targeting your Microsoft Azure 
cloud resources.

–   Minimize Complexity:

• Bridge the security skills gap with 
our easy-to-use XDR

• Tackle the newest hybrid work 
related threats like stolen credentials

• Designed to minimize the noise, 
making the work of existing cyber 
security personnel more efficient

+  Maximize Effectiveness:

• Turn-key solution for automatic 
protection against threats and 
detection and response to 
sophisticated attacks

• Block ransomware, malicious files, 
and URLs

• Investigate attacks with Broad 
Context Detections

→ Unparallelled ease of use. 

→ Compliance with European regulations from 
day one. 

→ Unified with Elements portfolio: add flexible 
Co-Security Services & Exposure Management.

Sophistication without 
Complexity with Elements 
XDR



Protect your modern IT estate against advanced threats 
with Elements XDR

Endpoint Security 
(Elements EPP + EDR)

Endpoint protection, detection 
and response to block 
ransomware and other malware, 
and to provide visibility and fast 
response to advanced threats.

Identity Security

Detect and respond to 
identity-based threats and 
potentially compromised 
users in Microsoft Entra ID 
used to access Microsoft 365 
and other services.

A unified solution for modern IT estates designed to minimize impact of attacks with advanced preventive controls, AI-
powered tooling for fast detection, investigation and response to threats in broader context, and access to augment your 
team with flexible, round-the-clock services.

WithSecure  Elements Extended Detection and Response (XDR)

Cloud Security

Cloud detection for your Azure 
cloud infrastructure, securing 
your cloud resources against 
threats like data breaches, 
resource hijacking, and 
ransomware. 

Collaboration 
Protection

Advanced protection beyond 
standard Microsoft 365 
security to protect against 
malicious URLs and other 
threats targeting users via 
email, Teams, OneDrive and 
SharePoint.



Data is stolen, 
encrypted or used
for financial fraud

Attachment 
opened

URL clicked

User 
compromised

Initial access 
malware
 installed

Command 
and control 

the endpoint

Privileged access

Move to other devices

XDR protection scenario

Initial access
to cloud services

Attacker Phishing email 
delivered

Attachment 
or URL blocked

Risky user
session detected

Malware blocked
Malicious process detected, 

host isolated
Ransomware

prevented

Reactive security



WithSecure
Elements Cloud

before attack

during attacksupports the transition to a proactive, 
automated cyber security approach. 
It’s the most cost-effective way for a mid-
market customer to reduce cyber risk. 
Address cyber security needs before, 
during, and after an attack – and use our 
Co-Security Services for expert support 
at every stage. WithSecure  Elements

Extended Detection 
and Response (XDR)

Incident Response Service

WithSecure  
Elements Exposure 
Management (XM)

Cover your  
360°  cyber

security needs



Extended Detection 
and Response

Co-Security Services

WithSecure  Support Services

Exposure Management

WithSecure  Elements Cloud

*MDR for Identities is an add-on

Luminen AI

Endpoint Security

Identity Security

Collaboration Protection

XDR Cloud Security (for Azure)

XM for Business

XM for Cloud

XM Frontline Add-on

Elevate

Managed Detection and Response
for endpoints and identities

WithSecure  Elements Infinite

Co-Monitoring

• MDR for Endpoints

• MDR for Identities*

• Exposure Management 

service (CTEM)

• Incident Response

• Customer Success 

Management

• Elevate

• Elements XDR

Incident Response



Introducing Elements 
Identity Security

For Microsoft Entra ID



Use of stolen credentials is the most popular entry 

point for data breaches and breaches due to stolen or 

compromised credentials took the longest time to 

resolve, nearly 10 months.(1

Source:

1) IBM Cost of a Data Breach Report 2024



EDR alone is not enough to secure 
Entra ID Single-Sign-On to Cloud 
Applications

Use of cloud-based Entra ID by remote workers 
and authentication to third-party applications 
increases the attack surface

01

Trend of attacks focusing less on deploying 
payloads to endpoints, and more on abusing 
identities and their privileges

02

Use of stolen credentials as an entry point for 
breaches has massively increased in recent years* 
and takes the longest time to contain**

03

Sources: * IBM X-Force Threat Intelligence Index 2024; ** IBM Cost of a 
Data Breach Report 2024

https://www.ibm.com/reports/threat-intelligence


Identity security is central for modern IT

3rd party cloud services

Salesforce, Workday...

Cloud platforms

Azure, AWS...

Microsoft 365

Email, Teams,  
OneDrive, SharePoint…

Identity-based attacks detected

Stealing session credentials
to access cloud services

Identifying risky users or sessions during sign-in, 
using risk factors including geo location for 
impossible travel, OAuth anomalies and sign-in 
metadata anomalies.

Techniques to advance 
identity attacks

Suspicious role assignments, backdooring 
service accounts, 
modified consent settings, etc.

Attacks against privileged 
users’ managed devices

Prevent phishing and detect malicious user 
behavior with endpoint security and 
collaboration protection

Microsoft 
Entra ID

Identity and access management 
for devices and cloud-based services



Protect against identity-based attacks with Elements Identity 
Security

Capture relevant identity-
based events to quickly 
detect suspicious user 
behavior in one place

Expand your existing 
endpoint-focused toolset 
to understand identity-
based attacks in the 
broader context of your IT 
environment

Reduce risk of data 
breaches by detecting 
potentially compromised 
users in your cloud-based 
IT environment



Introducing WithSecure Elements Identity Security for 
Microsoft Entra ID

Additional metadata 
included for each 

detection

Link to MITRE ATT&CK 
knowledgebase for detailed 

attack technique 
description

Potential impact and remediation 
advise provided

All malicious activity in one place 
for one identity / user

Quickly get help 
from Luminen or 
submit response 

actions



Microsoft Entra ID 

How Elements Identity Security works

Identify attack techniques and 
malicious behavior

Monitor suspicious
user sessions

One time Microsoft Event Hub 
configuration

Microsoft’s 
risky sign-ins reporting

Broad Context Detection  for 
Identity

Monitoring, investigation and response

Self-managed, partner managed, co-monitored or fully managed by WithSecure  

Detection technology Elements Security Center On-demand Co-Security ServicesCustomer environment

Entra ID logs forwarded
to WithSecure  

Incident response 
retainer

Escalate
to incident 
response

Aggregated user 
behavior

Remediation 
guidance and 

response actions

One time Identity Response 
configuration



Example: How we detect credential theft, MFA bypass and 
persistence scenarios

Attacker finds credentials that were left on GitHub

Attacker user credentials which is an ROPC authentication event

Attacker probes Azure tenant to decide on their next step

Attacker discovers MFA is not required when signing in from London Office

Attacker uses the same credentials and bypasses MFA
(spoofing IP to match the London Office)

Attacker adds “read mail” privilege to new application registration

Attacker creates new application registration to escalate privilege

Attacker adds secret to new application registration to persist

20th May 2024 17:00

20th May 2024 18:03

21st May 2024 09:00

21st May 2024 14:45

21st May 2024 14:53

21st May 2024 15:13

21st May 2024 15:21

Attacker grants access to the “Attacker Tenant”



WithSecure Elements
Exposure Management
XM for Endpoints, Network, Users and Cloud



Proactive security approach

Know what 
makes up your 
attack surface

Know what to 
prioritize when 

remediating 
exposures

Have the right 
tools, people and 

means to remediate 
successfully



Elements XM & XDR 

Attack Surfacebefore attack

during attack

is the foundational combination for addressing 
the mid-market cyber security needs before 
and during an attack. 

Cover your  
360°  cyber

security needs

WithSecure  Elements
Extended Detection 
and Response

Incident Response
Service

WithSecure  Elements
Exposure Management

https://www.nist.gov/itl/smallbusinesscyber/nist-cybersecurity-framework-0


WithSecure  Elements Exposure Management
Continuous assessment of threat exposure, using the attacker's view of your environment.

 Attack Paths        Business Context Threat Intelligence

2. ENRICH 
WITH

INTELLIGENCE

Exposure Dashboard

See business risks and remediate 
exposures based on exposure scores
and AI-powered recommendations.

Remediate with Guidance

Elevate to WithSecure  

AI-powered 
Recommendation 

Engine

3. PRIORITIZE
REMEDIATION

Managed Devices
Workstations, servers

Identity
Entra ID

External Attack Surface
Internet discovery, internet 

detections

Environment

Cloud Services
AWS, Azure

Network
Network equipment, 
unmanaged devices

1. INTEGRATE
DATA



Discover your digital 
perimeter and identify 
your exposed critical 
assets and identities

Get actionable 
recommendations 

based on integrated data 
from threat intelligence, 

attack paths and 
business context

Implement prioritized 
remediation actions to 

reduce your attack 
surface and decrease 

your business risk level*

Key outcomes:

Note: *NIS 2 art. 21.2(e) mandates companies to have security in network 
and information systems acquisition, development and maintenance, 
including vulnerability handling and disclosure.



Benefit from exposure remediation through the attacker’s lens:

Peace of mind
Know your risk level 
and how to lower it

Secure your part of 
the supply chain

as a complex digital attack 
surface

Boost productivity
Focus on what matters instead 

of drowning in alerts

Many exposures, 
one solution

Tackle vulnerabilities, exploits & 
misconfigurations without silos

Use existing skills
Manage exposure with existing 

IT resources

AI-powered 
recommendation engine
for efficient prioritization with 

actionable guidance



How it works 















Key Features



1. See how strong your attack surface is

Exposure summary view gives you a risk-based overview 
of the identified weaknesses in your attack surface.

2. See the business-critical assets at risk

Use Exposure Score to start prioritizing the remediation 
from the assets causing the severest risk of exploitation.

3. Know the next actions to improve 
exposure

Get recommendations on what to solve first for quick 
and easy action, thanks to our AI-powered 
recommendation engine. No more alert fatigue.

Exposure Dashboard
Understand business risk and recommended actions 



Environment View
Discover and manage your assets from a single view

1. Centralized listing and management of assets per 
asset type:
• Onboard supported asset types like devices, network, identities 

and cloud
• List assets in a single view
• Manage and configure

2. Discover more assets
• For example: Unmanaged devices

3. Navigate and address risks related to a particular 
asset type



Works on three levels:

1. The exposure score of a company represents 
relative business risk caused by the current state of 
the company’s digital assets.

2. The score is calculated separately for each asset 
type to highlight where the issues are.

3. Each asset instance has an exposure score, 
calculated from various elements such as attack 
path mapping, criticality of the asset instance and 
threat intelligence.

Exposure Score 
See the exposure risk level of your company and assets



Discover the key elements of Exposure Score:

Ensure that you protect the path to the most critical assets 
by validating the attack path:
• Simulates the attack paths that an attacker could take to 

compromise a customer’s estate (disrupt, recon, steal...).

Flexibly manage your business context values:
• Each asset instance has a default business context value and 

optional context information.
• Business context information enables the tailoring of our 

recommendations to the customer’s individual needs.

Benefit from our unique threat intelligence data:
• Exposure scores are enriched with up-to-date threat 

intelligence data and anticipated breaches for better 
recommendations.

Focus on what matters the most
with Attack Paths, Business Context & Threat Intelligence



Heuristic Attack Path Engine
Visualize the simulated attack paths into your environment

1. See the attack paths modeled by our engine

The attack paths related to a recommendation enable you to dive 
deeper into the underlying reasoning and details, such as:

• Information about the assets

• Steps and identities involved in the attack path

• Techniques used, access gained and related resources

2. Benefit from multiple use cases

Validation: Attack paths validate the recommendations provided by 
our AI-powered recommendation engine, enabling you to have 
informed response priorities.

Stakeholder Collaboration: Facilitates communication of attack path 
insights to stakeholders, including business decision-makers, thanks to 
easy-to-understand visuals.

Risk Assessment: Provides alternative risk perspectives, enhancing 
your risk assessment activities.



Supported Assets



See your complete attack surface and 
remediate the highest-impact 
vulnerabilities that pose the most risk of 
intrusion to your organization efficiently 
from a unified view                    –  thanks 
to our AI-powered recommendation 
technology.

360° view 
of cyber risks

External Attack Surface (EASM)

Internet discovery, internet detections

Cloud Services 

Azure, AWS

Identities

Entra ID

Managed Devices

Workstations, servers

Network
Network equipment (firewall, switch…), 

unmanaged devices

Safeguard the attack 
paths to your business-

critical assets.



Identity Attack Vectors
• Potential escalation of identity access rights
• Your part in supply chain breaches
• Employee security practices, security hygiene

Identity context for Elements
Entra ID data integrated with Elements to provide 
identity context to an incident. 
• Human/Non-human identities

Exposure for Identity Risk
• Continuous assessment of identity-based risks
• Identity as part of potential attack paths
• Includes identity-related data in exposure 

assessment

Exposure for Identity Risk
Use data on digital identities, tackle identity-based risks



Internet discovery

• Crawling and port mapping to collect data on public 
systems.

• Search the data based on location, top-level domain, 
pay-level domain, keywords, host name, and IP address.

Internet detections

• Domain takeovers

• Information disclosure from directory listing

• Continuous scope increase

External Attack Surface Management (EASM)
Protect your domains, IPs and public-facing assets



Protect your cloud infrastructure
• Currently the multi-cloud approach covers both AWS and 

Azure.

Spot mistakes before attackers do
• Configuration checks are continuously developed along with 

the evolving cloud environments. In total for AWS and Azure, 
there are around 200 checks.

Comprehensive checks
• The checks have been built based on our cyber security 

expertise, real customer cases from our consultants, and 
major compliancy frameworks. 

AWS

Azure

Elements Exposure Management for Cloud
Secure workloads on popular public cloud platforms



Managed Devices and Network External Attack Surface, Identity and Cloud Services

* Not available through a cloud scan node.
** Requires a license for WithSecure  Elements Endpoint Protection (part of WithSecure  Elements Endpoint Security).
Note: Scans for Cloud Integrations are part of the WithSecure Elements Exposure Management for Cloud license, whereas the other scan types come as part of the WithSecure Elements 
Exposure Management for Users license.

Local / Cloud Scan Node Elements Agent External Attack Surface Identity Integrations Cloud Integrations

Discovery Scan
Identify and map all assets within 
your network

Agent-based Scan 
Scan Windows workstations 
and servers automatically

Internet Discovery
Identify your organization’s 
internet-facing systems

Entra ID
Discover potential threats 
associated with all identities 
in Entra ID

Azure
Assess the security and 
compliance posture of your 
accounts

System Scan
Scan all IP (Internet Protocol) 
systems for vulnerabilities and 
misconfigurations

Device Service Data
System configuration and 
login information

External Assets
Evaluate the security posture 
of your externally exposed 
assets

Account Breach
Breached account information

AWS
Assess the security and 
compliance posture of your 
accounts

Authenticated Scan*
Log into systems to gain more 
detailed vulnerability data 
like vulnerable system versions, 
missing patches, and 
misconfigurations

Patch Management
System and 3rd party patch 
status and automated updates 
via Software Updater**

Web Scan
Scan and test custom web 
applications for vulnerabilities

Summary of scans for your environment
What type of data scanning is used in attack path modeling?



Remediate
Exposures & 
Elevate Tough Cases



• Get unified instructions for remediation action, 
no matter the exposure type.

• Our actionable remediation guidance focuses 
on the top priority findings for you to work on.

• Communicate about the remediations for 
smooth collaboration.

Remediation
Get actionable remediation guidance and track remediation
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WithSecure Elements XM vs XDR

Elements XM
Continuous Proactive Security

Elements XDR
Continuous Reactive Security

Focus Areas: Before attack: “Locking down” your environment to 
be less attractive to attackers by understanding 
potential attack paths. Shrinking down the size of your 
attack surface.

During attack: The attacker is trying to enter through your 
attack surface or is already inside your environment. You 
are protecting your organization against ongoing attacks, 
and you are prepared to detect and respond to them.

External Attack 
Surface

Internet-facing systems 
Externally exposed assets

Tag and track attacker activities (TTPs - Tactics, Techniques and 
Procedures)

Devices and 
Network

Devices with vulnerabilities (agent-based scan)
Identification and scanning of agentless devices

Blocking malware
Detecting suspicious process behavior
Remediation actions (e.g., kill processes)

Identity 
(Entra ID)

Missing Multi-Factor Authentication (MFA) configuration
Leaked credentials and breached accounts

Determining suspicious sign-ins (e.g., impossible travel, atypical 
authentication protocols etc.)
Detecting activity of compromised users
Remediation actions*

Cloud Misconfigurations in AWS and Azure cloud infrastructure Blocking malicious files and URLs (Microsoft 365)
Cloud detection*

E
n

v
i

r
o

n
m

e
n

t
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Investigate with an Integrated Assistant

Prompt Down Hackers with 

Luminen  GenAI

• WithSecure Luminen  blends the power of GenAI with the workflows 

of today's overwhelmed and understaffed IT security teams to 

supercharge their work and user experience.
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Vladimir Ban

Vodja SOC @A1 Slovenija d.d.
Etični heker
CEH, OSCP, OSEP



Zakaj sploh SOC?
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Generalni oris delovanja
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▪ Začetek delovanja: 2020

▪ Število naročnikov: 80+ (cca. 7000 točk)

▪ Jedro ekipe: 10 strokovnjakov 

▪ + 1st level

▪ + grupa
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24/7 dežurstvo na lokaciji
Sprejem in detekcija alarmov

Osnovna triaža

24/7 dežurstvo na klic
Poglobljena triaža

Komunikacija z naročniki

Specifična in poglobljena znanja za posebne 

primere

1. nivo

2. nivo

3. nivo



Podrobnejši opis delovanja
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Onboarding proces
Prejem podatkov, dogovor o namestitvah, ipd.

Varnostni pregled
Security checklist, dvig nivoja varnosti, ipd.

Playbook definicije
Kdaj se reagira, kdaj se javlja, ipd.

Postavitev opreme
SIEM, Honey Pot, EDR, ipd.
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Okolje naročnika

Pošiljanje alarmov Prejem alarmov

Osnovna triaža

Prehod v 2.nivo

Podrobnejša triaža

E-mail / klic 

komunikacija

Proaktivne akcije 

z vnaprej 

dogovorjenimi 

playbooki

Po potrebi se 

vključi 3.nivo

1.nivo

2.nivo

3.nivo

Različni statusi:

▪ Spremljanje

▪ Alarmiranje

▪ Za v poročilo

▪ Ignore

Podatki:

▪ Alarm

▪ SIEM

▪ 360 vpogled v 

naročnika

Dark Web

(threat hunting)



Oprema
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EDREDR EDREDREDR

EDR EDR

EDR

EDR

▪ EDR-AS-A-Service:

▪ Cynet

▪ Sentinel

▪ Partnerska prodaja

▪ WithSecure

▪ Možnost uporabe tretje EDR rešitve
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EDREDR EDREDREDR

EDR EDR

EDR

EDR

▪ SIEM as a Service

▪ New Generation SIEM

▪ Podatki ostajajo v Sloveniji
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Honeypot

Honeypot

Honeypot

EDR

EDR

EDREDR EDREDREDR

EDR EDR

▪ Honey Pot as a service

▪ Kako deluje in kako so postavljeni:

▪ ##RFS“##FC?XXC!“WAS#$$!!!!WDAW!213123…



Statistika in konkretni primeri
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Glavne prednosti

Najbolj...

▪ Najhitreje rastoči SOC v Sloveniji

▪ Najbolj vizionarski SOC v Sloveniji

Na ključ...

▪ Princip izvajanja storitev „na ključ“

▪ Princip uporabe opreme „na ključ“

Proaktivnost...

▪ Proaktivnost pri dnevnih opravilih z naročniki

▪ Proaktivnost pri strateških opravili z naročniki



Let‘s work together
in this fast-evolving world 
of security threats.



Preprečite uporabnikom 

spremembe nastavitev 

na lokalnem vmesniku

Vsaj najbolj ključne.

Velja za vse WithSecure Elements Agente



Preprečite uporabnikom 

možnost odstranitve ali 

začasnega onesposabljanja 

zaščite

Ali pa ga zaščitite z 

močnim geslom 
(drugačnim od domenskih in dovolj 

kompleksnim, da ga ni moč uganiti)

Velja za vse WithSecure Elements Agente



Preverite ali je EDR sensor

vključen v nastavitvah.

Priporočen je tudi 

Advanced response

Velja za WithSecure Elements EDR (+EPP) 

licence



Preverite ali je vključen 

Tamper Protection

Velja za vse WithSecure Elements Agente



Obvezno vključeni funkciji

Velja za WithSecure Elements EPP (+EDR) 

licence



Skrijte izjeme pred uporabniki

Definirajte specifične izjeme

Velja za WithSecure Elements EPP (+EDR) 

licence



Namenska zaščita pred

ransomware

Velja za WithSecure Elements EPP (+EDR) 

licence



Nadzor aplikacij s 

preddefiniranimi pravili in 

možnostjo lastnih pravil

Velja za WithSecure Elements EPP 

PREMIUM (+EDR) licence



Dostop do Windows Security

dogodkov znotraj Elements

portala – privzeto izbrani 3 

dogodki

Velja za WithSecure Elements EPP 

PREMIUM (+EDR) licence



Varnostna priporočila na 

podlagi podatkov, ki so vidni 

Elements Agentu

Velja za za WithSecure Elements Agente



https://community.withsecure.com/en/kb/articles/29714-
changes-in-support-on-microsoft-windows-minimum-patch-level

Trenutne težave z delovanjem

Velja za WithSecure Elements EPP (+EDR) 

licence

https://community.withsecure.com/en/kb/articles/29714-changes-in-support-on-microsoft-windows-minimum-patch-level
https://community.withsecure.com/en/kb/articles/29714-changes-in-support-on-microsoft-windows-minimum-patch-level


Vpliv zaznanih 

ranljivosti na celoten 

nivo kibernetske 

varnosti
(potrebuje Exposure licenco)

Velja za WithSecure Elements Exposure

Management licence



Male „medium“ 

aktivnosti znotraj 

združene detekcije
(EDR licenca)

Samodejno klasificiranje 

združene detekcije
(EDR licenca)

Hitre akcije analitika:

• Osamitev

• EPP pregled

• Diagnostika

• Ročne akcije odzivanja
(EDR licenca)

Velja za WithSecure Elements EDR (+EPP) 

licence



Časovnica vseh 

dodanih incidentov v 

skupno detekcijo
(EDR licenca)

Velja za WithSecure Elements EDR (+EPP) 

licence



Samodejno odzivanje 

na zaznane XDR 

alarme z osamitvijo
(EDR licenca)

Velja za WithSecure Elements EDR (+EPP) 

licence



Ročne akcije odzivanja 

in forenzične analize
(EDR licenca)

Velja za WithSecure Elements EDR (+EPP) 

licence



Pregled celotne 

programske opreme in 

njihov reputation
(potrebuje EDR licenco)

Velja za WithSecure Elements EDR (+EPP) 

licence
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WithSecure Elements in
Varnostno Operativni Center

Dva ključna stebra zaščite

• XDR – evolucija EDR z zaščito digitalnih identitet

• XM – proaktivno iskanje ranljivosti

24-urno spremljanje

• A1 varnostno operativni center

• Obveščanje in odzivanje na varnostne dogodke



Vprašanja?



HVALA ZA POZORNOST!

https://varnostne-resitve.si/

ict-partners@A1.si
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