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Drugačiji pristup za praćenje mreže?
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Tko je Labyrinth?

• Osnovan u 2019.

• HQ u Zabrze, Poljska

• Web stranica: www.labyrinth.tech

• LinkedIn profil: link

• YouTube kanal: link

http://www.labyrinth.tech/
https://www.linkedin.com/company/labyrinth-development
https://www.youtube.com/@labyrinthdeceptionplatform7278
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Kibernetički „kill-chain“

Labyrinth je najučinkovitiji u ranom otkrivanju napada
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Arhitektura platforme

Point

Points simulate applications and 
services in a real-world IT 
environment and interact with 
attackers, keeping them inside the 
Labyrinth.

Admin VM 
(Management Console)

All information collected at the 
Points is forwarded to the 
Management Console for incident 
analysis and response. 

Host with Seeder Agent

Agents are deployed on real hosts 
and distribute attractive artifacts to 
them. The artifacts used by 
attackers direct them to Points.

Worker VM

The Worker VM is the host that 
hosts all the Points in Labyrinth. It 
can operate in multiple VLANs 
simultaneously.



90

Cyber Security Summit 2026

Arhitektura rješenja

Seeder Agent 
usmjeri napadača u 

zamku (Point)

Zamka (Point) 
komunicira s 

napadačem i šalje
alarme na konzolu

Konzola alarmira 
ekipu za odazivanje
i šalje metapodatke 

za analizu

Ekipa za odazivanje
potvrdi podatke i 
zaustavlja napad



91

Cyber Security Summit 2026

Podržane platforme
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Deception Point Type Bases
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Universal Web Point
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Universal Web Point

• „Kloniranje“ web aplikacije

• Dodan ranjivosti iz OWASP TOP10

• Radi kao proxy
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Primjer alarma
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Detajli alarma
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Detajli alarma
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Integracije
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